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W RN 2R 2 NG, N EHLI TP Mkl (i,

10. 10. 10. 10)
WIS RDP, %t N\ RDP ALK TP Mkl (45,

10. 10. 10. 10)
WIS SSH, 4\ SSH ALK TP Mkl (5,

10. 10. 10. 10)



http://www.fortinet.com/

[l Iy 2 AL -

B & ss1 vpn BEE
WIE AN ss1 vpn 4515
Bl 'E ssl vpn P25 %54
Fl'E ss1 vpn P2

i ssl vpn PAEASFE
BL'E ss1 vpn 5254

BEssl vpnPBEHFIER

1] LLB) i HAR I B2 4 A HEAE ss1 vpn F P 4IC & AR
HEN “vpnossI>PEH” , &FBEHAIE.

K 7. B4y

Group Marne Bookmarks
User Groupl TelnetBookmark, WwebHorme |J
YWebonly WebHome ﬁ |J
H AR PEEMAFR
SR PEYFAEH LT BRI B2
MR 5 2 P b TR B A R 4% H
[F] Ff 23 AL
o Ml ssl vpnix'®

WPIEENI ss1 vpn 251
Ml ssl vpn P25 EH P
Fl'E ss1 vpn P2

HF ssl vpn BB YK

fitE ssl vpn P24

B Essl vpnBEH

HEN “vpn>ss1>PEE” b “Bat” kb i B — 4.

K 8: e



Mew Bookmark Group

Mame
Available Bookmarks Used Bookmarks
------ o= — AlC)—FP v A
FTPBookrmark (ff172.20.120.103/ myfolder/) —| | ———- FDOP ———---
------ (o] = J— S 1 | Y—
—————— SMB - @ --—-- Telnet -——---
—————— Telhet -——--- me— e WM e
Telnetbookmark (1981685238 | | | -—-- Web -
------ LT [app— N 1 p—
—————— Weab ------
Examp eBookrmark (www . example.com) — —
------ S3H -
¢ OK D ¢ cancel )
HRR MATRBHARILTR. ZBBAE AR BR, HEN ss1 vpn A
FHH R A A B 2R IR T
A% Al AL R SR Pyl PASEA A
(FTP, RDP, SMB, Telnet, VNC, Web ¢ SSH) .
CH % JE T BB,
) A Sk P A IR D B8R . T 72 rh 1k b 1528 9 st )
VEN i N ArIE RN R LR
) 20 7 Sk M B2 F R M 2%
M 2513 rh ik vh P28 3 ri ke 1) Ze i Sk A h B o] 25513
Bt e B2 s | R b A 4.
[ 23 DL
o [ilH ssl vpnik®
o A¥IEBNM ss1 vpn &1
o ML ssl vpn AL PN
o [iLH ssl vpn P&
o ©rF ssl vpn PEAY|FK
o JiLHE ssl vpn P4

Xtssl vpnf P 4rficss]l vpn P4

I

HEN “HPOH A Fbiah “Ba” Gl ss1 vpn P4, FE0EH P40 ie 1525
ssl—vpn FI IR, JHah IR IN T hsg P BB . [ 4xt ss1 vpn 40t —



MNP, XA PEA P ITE BT ss1 vpn F A& .
9: Sric AL~
[ Enable Cache Clean

[+ Bookrarks | User Groupl ;l
Redirect URL |
Customize portal message far this group

EHEssl vpnEHlosth T

ssl vpn I os b | & FH ThRERC B SR VF 28 AR os A T IO U] ss1 vpn RSG5, &
LA Dfie A REISATAE windows 15, WL MacOS/Linux 7 UM ANIE AN T &5 DI
L HAA TSRS GRIRSHRTSEE R B 7 4 5% ) o ssl vpn HIHRE
e IR Rz e CLREAE CLTD

AP P
set sslvpn-os—check JA BB ss1 vpn OS 4N T & FHIIRE. BRI .

{disable|enable}
config sslvpn-os—check-lish BCE #M T WA 0S & A . ¥ set sslvpn—os—check W&

{windows—2000 |windows—xp}  KNJEBNN, iZIhEETTH .
set action {allow | check— W EMWHATAN T IRAEE .

up—to-date | deny} o “AVf(allow)” ; WEAVHMTMAMANT 5.
o “TrFHEHH (checkup-to—date) ” ; WHE AUAH N
5. i latest—patch—1level 5 tolerence %
o
o “dhigt(deny)” ; os ANV . HAAY set
sslvpn-os—check % & & check-up-to-date I 1] .

set latest—patch—level BEEBOHTHE FCVFIIAN T Ao X T windows2000, ERIARE

{disable|0-255} s 4; X windows xp, BRINWEZE 2. ZIIRE R AL
action X B N enable N 1] A,

set W BAR ARV T HRA A ZE . 55T latest-patch-level

tolerance {tolerance num} il 2: tolerance MEH LA SO DA BRI . X T
windows2000 5 windows xp HIERIAEZE 0. Faction KE N



check-up—to—date By B] H],

BCE 2461

PUNBCE VAN T2k 2 (latest—patch—level ¥ tolerance FIME)
windows2000 i )" LA KAZIRAS AT ™, S AR windows xp H ™ U7 1) vpn 55
config vpn ssl settings
set sslvpn—enable enable
set tunnel-endip 10.1.1.10
set tunnel-startip 10.1.1.1
end
config user group
edit “gl”
set group—type sslvpn
set sslvpn—tunnel enable
set sslvpn—tunnel-startip 10.1.1.1
set sslvpn—tunnel—-endip 10.1.1.10
set sslvpn-webapp enable
set sslvpn-os—check enable
config sslvpn-os—check-1list “windows—2000"
set action check—-up—to—date
set latest—patch—level 3
set tolerance 1
end
config sslvpn-os—check-1list “windows—xp”
set action allow
end
set member “ul”
set sslvpn—split—tunneling enable
set sslvpn—http enable
next

end



config firewall policy
edit 1

set srcintf “internal”
set dstintf “external”
set srcaddr “all”

set dstaddr ”172.18.8.0/24”
set action ssl-vpn

set schedule “always”
set service “ANY”

set groups “gl”

next

end

wtssl vpniliE P A BB — Y ol

KT EERAN EBCE SVE— AN AT A ) ) A S rh, OGBS KE TP Y 43 1 Ak
A ip Jull, MR H RSN AL ip JEE (AEEK
BT B AT AT A F Y5 I BR .

10: 5% ss1 vpn M IE ] )™ 2 BB ME— 15 1] FevF



user2-publicip

196.166.182.64 \

userl-public-ip
192.168.192.54

Internet

192.68.182.0/24

i FoRrEATE.

external ‘ I‘ external
.

192.168.182.154

10.158.0.0/24

internal internal
windows-pc linux-server
10,158.0.10 10.158.0.7

Xtss1 vpnil {8 A B EME—HIT5 ) R KR E 25

FEAZBCEZS I, AP AL, BN 43 o e T4 TR TP kil

Nt s vpn B SRR AOUHLH A P R ST A 36 TP 0T 7T
R Rl .

E‘ﬁ’a’ @jﬁiﬁ IP :—‘{HI—_J‘A[%O
HEN “vpn>ssl” , a3l ssl-vpno.

EyONIEIE TP JGEE P/ P ] ) TP HehikSa . AEARZEEIh 4 10. 1. 1. 1—10. 1. 1. 100.

11: B3l ssl—vpn W H



SSL-¥PN Settings

¥ Enable S5L-YPN
Tunnel IP Range [10.1.11 -|-0.1.1.100

Server Certificate | Self-Signed ;l

Requira Client Cartificate [

Encryption Key Algorithm ¢~ High - AES(128/256 hits) and 2DES
v Default - RC4({128 bits) and higher
i Low - RC4(64 hits), DES and higher

Idle Timeout |z00 (seconds)

Portal Message

P advanced (DNS and WINS Servers)

f Apply )

Ja38) ssl vpn 5, AN P UL CEK ss1 vpn BE BT ] ) H P 4
BN CHPOARM” FEa A AR AKUER user]l 5 user2.

B

t‘if}"" dE: userl HEAAVI R Linux RS4RI, user2 HAA V)M windows pe HIALFR .
AR 2 )5, AN ss1 vpn I 4le T AN P e B R ) B U )RR, fs 20
RO ) P 2 6 A e LA TP YL

HEN “HPO>HPA” o Gl groupl 4 ss1 vpn 20, H userl fE AL 0, 1

“BRAIEIE TP HhbvE 7 N BCE 2 T v [ 2 10. 1. 1. 1—10. 1. 1. 50,

K 12: groupl FH /4 )&k



Mame |gr|:|up1

Type | S5L wPN [
Available Usersf/Groups Members
- Local Users - ] (.5) - Local Users - -]
userz userl
- Users on RADIUS/LDAP servers - @ - Users on RADIUS/LDAP servers -
- PEI Users - - PEI Users -
w S5 -VPM User Group Options
W Chnakle SSL-WPM Tunnel Service
[ Allow Split Tunneling
Restrict tunnel IP range for ths group [10.1.1.1 gl10:1.1.50

B4 group2 /K ssl vpn H /"4, H user2 /E &R, W& 10.1.1.51—
10. 1. 1. 100 fF Az 210 “PREE 1P Huhbys .
K 13: group2 H )4l gtk

MName |gr|:|up2
Type | 55LwPN x|
Syailable UsersfGroups Members
- Local Users - =] @ - Local Users - =
Lzerl L=erz
- Users on RADIUS/LDAR servers - @ -Users on RADIUS/LDAP servers -
- PKI Users - -PKI Users -
w SS5L-VPM User Group Options
¥ Enable S5L-wPH Tunnel Service
[ Allow Split Tunneling
Restrict tunnel IP range for this group |10.1.1.51 -|10.1.1.100

RSO A S, ST S ST K 35 e SRRl A UK 44 o

PC L 73 K 338 R B At L ) 5 0 0 B3 1) D ¢ b i 1) E bR il G
N, JRHHEG B IE RS FortiGate WA A FE TP B fHahl,  HARMUIEXT B FortiGate ¥ 4%
2 J5 Linux j%#%/windows PC (1] TP Mk,

QR B K B SR 2 H, R ZRE SORE ARy SR th BB RO S H At

HEN Bk bR, BIEE S H bRk



14: Y5/ H bsBli Kk — 22 3% TP

Edit Address
Address Mame |u59r1—pub|ic—ip
Type ISuhr'uet,-f IP Range j
Subnet / IP Rangel192.168.182.54,-’255.255.255.2
Interface Ay =
'f OK ) ": Cancel )
MNew Address
Address Mame |u59r2—pub|ic—ip
Type ISuhr'uet,-f IP Range j
Subnet f IP Rangel192.160.102.64}'255.255.255.2
Interface Ay =
'f OK ) ": Cancel )

15: Y8/ Hbxp7 kEsHbE —Linux/windows PC

MNew Address
Address Mame [linux-server
Type |5uhr'|et,-f IP Range j
Subnet / IP Range|1EI.158.0.?,-’255.255.255.255
Interface Ay =
'f OK ) ": Cancel )
MNew Address
Address Name |wind|:|w5—r:u:
Type |5ubr'|et,-’IF' Range j
Subnet f IP Rangell[l.ISB.EI.10,-’255.255.255.255
Interface Ay =
'f DK ) ": Cancel )

QIR H AR S, HEN “B KB5S BB K 55 0

XFT user] BCE ISR & ss1 vpn B K BESEms, b 45 H 05 5 B Askihk, BAR
groupl 1 4 HEm& (1)3d HIHI 7 4.
16: userl Bfj K% SR mE



Source Interface/Zone |e><terr.a| ;I

Source Address | useri-public-ip -l Multiplel

Destination Interface/Zone | internal j
Destination Address |Iir‘|u><—59rver ;I Multiplel
Srheduls | always ;I
Service |ﬂ~N‘r' LI Multiplel
Ackion | S5L-VPN =]

[T 5S5L Client Certificate Restrictive

Cipher Strength |x3.r'|3f j
User Authentication Method Ix!-.nﬁ; |
Svailable Groups: Allowed:

() T - |
€

.4 .4

X5 T user2 Bt B K SIS 2 ss1 vpn B KBEHENE, b L F5E H 105 5 H Arkihk, BAR
group2 A A HEME ()3 HIH] 7 4.
17: user2 Bfj K% S mE



Source Interface/Zone | exnternal =]

Source Address [ user2-public-ip | multiple |
Destination Interface/Zone | intermal ;l

Destination Address [ windows-pc =l Multiple |
Schedule | always -

Service |ﬁ3-N‘r’ Ll Multiple |
Action [ SSL-wPM x|

[T SSL Client Certificate Restrictive

Cipher Strengtk |x1‘«r'|ﬁ_.f ;I

User Auythenticzstion Method |x!«r'|ﬁ,f |

Syvailable Groups: Sllowed:

€

= =

HEN “Bli KBS TEME” , &% ssl vpn M.
Kl 18: By K EE SR 41 5R

¥ staws T o W Source b Destnation T Scheduls W Service T Proble W Acon
w external -> internal {2}

W ) o ugeri-public=ip @ linuK=server always @ ANY SEL-WRN MW H=Ha

I3 a o pgers-public-ip & windnms-pi Always a ANy SEL-UFN k] “? S8
~ Internal <> euternal (1)

W 1 @ all = all alwinys @ ANY ACCERT < =

T R AR Kk RS FE S, AF ss1 vpn SEM&Z RS0 DENY Sl (JsHhhik g ssl
von @iﬁ IP T[’_j;) o Ez1§/§n ﬁﬁgaﬁ%kiﬁz%%o

Edit Address

Address MName  [SSL_wPN|

Type ISuhr'uet,-f IP Range j
Subnet f IP Range|1lil.1.1.[1—1EIEIJ
Interface By =

—,

": OK ) ' Cancel )




 Cregte Mew - ) [ Column Settings ]

F Status T ID T Source SF Destination T Schedule S Service T Profile “F action
« external -= internal (4)

= 2 @ userl-public-ip @ linux-server always @ ANT SSL-YWPH ﬁ' J ﬂ[ﬁ
™ 7 @ user2-public-ip @ windows-pc alwmays @ ANY SSL-YPN ﬂ' Q’ ﬁlﬂ
) 3 | @ SSL ¥PN o all almays | @ ANY DENY | Tl | B E
I 4  oall o all always | © ANY accerT Tl [of E=AE

ssl vpnB#lFED (ssl. root)

ss1 vpn i i 45 L B35 R 1 ss1<vdom_name>, ${E0[H ipsec REHIE I K ThAE .
EAE vdom #AE R, %410 BoR A ssl. root. ssl. root $22 F14E B K h% SIS 41 36 55 i A 1% 1 47
R oo ssl. root #:1 . ssl-root # AR VERERE ™ AL 28 (KD el o ldn, #2058
it FortiGate Be& A8 1A% H] ™ U7 n] TR

ss1 vpn AE B D7 iA) ZERECE LUK B K S
o external>internal, ¥afE¥'E A ss1, HRECHE ss1 H 4.
e ssl.root>internal, ¥ENVEREE A Accepto
e internal>ssl.root, H4aI{EE E A Accept.
(7 I SR T el — TR S e HL s
o HARMZE—Css] WA HCHER>#%E 1 ssl. root.
WURERCE M ss1 vpn SBE D7 i) BIKM, 200 N EL R AP
e ssl.root>external, KiEERE N Accept, H.JH 5 NAT,

HEN “BkBE>SmSG T, JEAh OB QU KBS SRS . X TRRERC S, AR kR
RS

IO-UE SR

W wanl
P A
HFr internal
H bt N 381
H1E sslvpn

IR ssl 4



IR PV ] SRt

ssl. root

N
\i?
.

R (Rl ZCFEF P ip Huhk
H Fr internal

H A T

3UTF accept

IR ANBE KR

7 S ] SR

Vi internal

YR R M

H b ssl. root

H Rtk ss1 3 i yE
1E accept

I AN B R
BAKH

H b /9 2% <ss1 oL+ >
H bz ssl. root

FVFH Pl e FortiGate W45 3 W TLIRE Y

BB ) B S

W ssl. root
Y5k ss1 43 B
H¥r wanl

H bl all

1E accept

JA 5/) NAT I=E5)
NEAZVSTARS HEAF AT WA

FOVF ss1 JHIE R 7 7 i) 2T 56 WE (1 vpn X655 9 2%«
SXof 455 ) £ S5 gk



W ssl. root

YE bk ss1 4 ECIr 1M
H Fr wanl

SRR TCHFE vpn 1M
HE ipsec

vpn i iH <vpn BBt 1 24 FE>

ssl vpnEFHEE

i FortiGate W& BT AN HIKIMZEHEN, sslvpn P A BUERLE] ss1vpn web A H M
ul, AR IR R OERE” AR sslvpn B, SlIEAHE))LRP S G

XA LR AR AT A PR BN B 15 L T, B0, U wan FOEREMACE .

TH % Fortigate B2 4% 42/ 3. AMRA BEE IS WRAR ) os AT LA He12% ) 7L

RIS AT DT PAR c11 iy 2 il e iz i) i .
config vpn ssl settings
set route—source—interface enable

end

kﬁhﬁﬁzﬁdjﬁé@%nws&mMﬁE%WKTﬂ%o



£ web Y5 31T

ARFA A web N T3k R D)y g LA S e e 8.

AFHLLN A2

o EH:F|FortiGate 4
o web MUl G fE

o Kt web N

o MTHFHZNEE

o MM T)AE

o B}

o TE “WIPE” FIERPHINTE
o 247 T ActiveX/java it}
o HI# ActiveX/ java JHff
o URLHE

EEBFortiGate %%

8 1 web W Y0 28RS FortiGate ¥ #5. FortiGate %4542 ) url v] BELE BFIR ) 202
AN GnFFEE, ALAA FortiGate W45 BE D BER 45 19 URL, JF3RIUH F 44 5 %0

FiAk, WA AN NBA %24 (x.509) UEFi%H: FortiGate e, &M web I i #3
Al e H ERUE B A FRIIPERFT, Er LU FortiGate % (8 BE 03 REGZIE P IOUE T

B3| FortiGate W £ 224 HITP W ¢

L AEHETH LB 1) web P Wiy, Uil FortiGate B#& () URL. (451,
https://<FortiGate IP address>:10443/remote) .

2. FortiGate WA I RER I AT LA HLEZ AR, WIREHAT, ik “2&7 .

3. BRI T BOMAILE FortiGate BEAEFIK 3 4 2Rk 5 BRI R A . HTLLE s
EA R, PR FortiGate B e L7 1A 411 web BUMLBRIERE . 45T DLAARS %15 .
4. FOREANH P A4S EEN TR, fE AR FEREANEBIKH P 4 75 CEE7 S B



Please Login

Hame: I

Password: I

Lugh1|

5. s “E3” . FortiGate B FH A W #E 1) web M Yo 4% H 84 2l FortiGate ssl vpn

Y

s Sy A S

Web I Ti] = TR T &

BAEE )5, EonFortiGate ssl vpn ZCFEVT n) I 0T DT

K 19: FortiGate ssl vpn ZEFEVS 0] web T



Welcome to SSL-VPN Service

Activate SS1L-YPMN Tunnel Mode

SSL ¥PN Session Info

Login Mame: testuser (0 hour{s), 2 minute{s), 16 second(s))
HTTP Inbound/Outhaund Traffic: 0 bytes /O bytes
HTTPS Inbound/Cutiound Traffic: 0O bytes /0 bytes

Pre-defined Bookmarks
Bookrmark Details
w Web

ExampleBookmark | |
w Telnet

TelnetBookmark | |

Wy Bookmarks Ade Bookmark

Bookmark Details |
w SESH

55H Bookmark ‘ |ﬁl W

Tools

Connect to Web Server |

Test for Reachability{Ping) |

Telnet to Host |

WHC to Host

&l (2] &) (8] &) [&]
[m] [ A e O

|
RDF to Host |
SSH to Host |




R Pk P SUVE web—only BRIAVTIR),  HASHE B0 DAL S T 10 A
B, IXEGPEGAETIUE XA R T BRI SRR AT LU T 45 0E, R
HE S0 SRR . (AN, RT DORRA 19 B 75 260 el 22 Vg I 110 ik 25 4 I FH 1) e i i O i
JI G (1 BB SRR AT A 25 1

GRS ik SR VREIE SRR, ] L2 /I FortiNet ss1 vpn Ml 3Kk
EF1/8% 5 FortiGate A ss1 vpn il . A 1% 00 TG4, e ieh SSL VPN Jf i
R R

72 “TTHR” F2r, fnT DU 2 web IRSS45 83 80 telnet £31%. MU LA A L
FortiGate W2 o P4 o ) LA LR 55 as I R

Kigweb N O P

FortiGate ¥ a5 Hl ™ SR ¥ A 8 BRI B (0 e 55 s BN BRI 45 o B4R H] web AT
WY, SRS MR SRR url s ip HuUhkERAR 55 4% N A9 44 B

N g MR 1 “ Tl 32 FUZer I 0L o ] web JE 4658 5%
telnet JRAR5E, 75 “THL” A% F e Aid 0 Bk A4 221 url 5% ip Hidl.

PUN IR 45 25 I ) — AN B AR TR PRI, WA IR 45 258 7 B 0 2 0k 6 I Y PR 15 100

o web I[R5-4 (http/https) F#E HTML TTIHIXTAY. web I Y2817 3K

o il Telnet Rg5#% (TCP/IP Zumbifll phil) , MW LIS A T E LB A 0 L
2y 6 SR B R E ML

o HILFTP CCHAREIII o AT LAZERS ML A 15 I FE =ML T A S

o SMB/CIFS IR #3047 SMB ML, PASCHREIE M TH SN £ 55 IR IR 45 2% ML R 1 ST

RN
=]

)

o JHILVNC, MAILLZREfBIIHABTISENLBESE, B, MRS v ST 1) A
] 6% o

o RDP HRSSEF A ZIMIE N, SevF ) L RS AT R &8 om H 55 (17 S e 4

o i SSHARSS &, fnl LM H] 2 ATl IEAE 4 & vF SN e 2 I A Bl B



N s windows ik SMB/CIFS % HF S HFJE2 KT L 3 S BL

RS VT I LU EARRT I AR S5 B HII, JRg% 4l e de s 2R A I P 42 s . ok
R ZURA M55 a5 8 B AR AL S R QU T ik AR 4 R

RLEE

2 FortiGate W& FH 1 >R 5L e B ELIC I o (1) IR 55 4 BN BRI 45 1, ] BE 2 22K AE
ANB R A FREH L 50 S U5 R B 0. T HTTP/HTTPS, FortiGate ¥ &8 BRI A 3=
BLAARR NS A AES— 128 BENLEEEH, XTI hex (N Z X445 MIFUR T 1 6 1) 44 BRI 0 o
B, url A http://test. org/index. html, FortiGate W& K sHe
http://<sslvpn host:port>/proxy/http/Z<encrypted hex value>/index. html.

s ] N AT H P sl a8 — BB, BHEATEA LG

FTP Ly SMB (MG S, B8 AR/ SCAF 44 0T A i 2 Al 1) Jis DXL e e 460 16 REARIME . oL
S TEHL TP ASCRFHAR ML

H IR AR cli iy 2 +& config vpn ssl setting 2 FHJ url-obscuration.

BIPER “REPL” FIR

AT LR 2 B AL BRSNS web AT ET0H . A, I “IRAGHEE” i (T —
AR T LU 21
K 20.  “IRIMAEE" SR E AL kR



My Bookmarks

Bookmark Details
w Web
MyWebBookmark | http v rywebexarmple.com |m’ W
w l2lnet
MyTelnetBookmark | telnet://10.10.10.10 |m W
- FTP
MyFTPBookmark | FTP://10.10.10.10/ |T1?l [
» SME/CIFS
MySMBLIFSBookmark | SMB/CIFS://10.10.10.10/sharef |m’ H
- VNG
My¥MCBookmark | wnoAf10,10,10.10/ |m’ W
- RDF
MyRDPBookmark | rdp:#/10.10.10.10 -k en-us |m’ W
NIIRERS B R
% B FENMR S 2555 W 2 IR 45 TR e 4 R o
TG Ak FortiGat ¥ £&K F P 18 sk i 5 21 HLIE R 1) e 55 2% 54
FortiGate &% Joi IFA M A5 S o
MR 55 g bR TN Bl 4051 3 R 4% H

B 21 BB 1iHE

Title |
Application Type Weh ¢

=
URL

[~

E NIRRT W SCAE R 2SR “ IR
" JUR R
I 2R MR LB AR B 55 st I 5 00 4 i 55 1) 45 5 44 R
o Web
e Telnet
e FTP
e SMB/CIFS
o VNC

e RDP



SSH

URL, FHLARR/TP B0 fip N\ FortiGate ¥ at ity Toks T 7 i SR i 1) 10 ff 1 IR 55 2%
o7 FH B 19 2% Ml 55 1A A o

WAL FH 2R AL Web, %N web RS 28 (1 url (4l
http://www. google. com By
http://172.20.120. 101) .

IR FH 28R Telnet, %N telnet ZEHLIK IP Hh
bk (5t 10. 10. 10, 10)

AR SRR JE FTP, A\ FTP U R H sk i)
IP sk (H4m, //10.10.10.10/share/) .

W N 87 % SMB/CIFS, %\ SMB AL TP Huhk
B RS P R AR H 3 (g,

//10.10. 10. 10/share/)

AN IS A RDP, i\ RDP ALY IP Ml (41
a1, 10.10.10.10)

LR ISR VNG, B\ VNC AL TP Mk (1
a1, 10.10.10.10)

RN 2R A SSH, A SSH T ALAY 1P Hudik (451
1, 10.10.10.10)

¥ I HTTP 8% HTTPS #2315 1) web RSS2

—_

RS T (1 KR

2. fE “HIR” FBGL MANRARER AR

3. MR HSRAAGIR” HIEFE web.

4. 7FURL 7B, %A web 45250 url (4, http://www. mywebexample. com 8¢ https://

172.20.120. 101) »

Title
Application Type

URL

|MyWebEDkaark

Wik -

http://www. myvebexamp le . com




5. s OK #fi A

6. sl ITaI @B EEE, EH3 web J]R%5 5.

FortiGate ¥ #{# ] http://<FG_IP address>:<port_no>/proxy/http/<¥ & i URL> % i
URL 57 B S A0 0 i

7. GRS, OGP AR .

NN telnet EEEFH B 3B) telnet &iF

L sl “asingg”

2. 1F “HR” FB, MANRIERE AR

30 N AL B, 4 Telnet,

4. AE “TEHLAFR/TIP FBL , BN Telnet EHLM TP #hk (140 10. 10. 10. 10D .

Title [MyTelnetBookmark

Application Type ITeInet 'I

Host Mame/fIP IlEI.lEI.lEI.lEI

o< . Cancel

5. ki OK itk
6. s ERIREREMHER, A3l telnet &1

B
N e FortiGate B m AR BAT LU (A8 2 A 15, IUREHAT, il “27 . o
8 T BT R B A BRI AR, LT 55, JEBIh FortiGate B AT
S web SRR A “ 27 TR

7k

8. Telnet 2 2 FLR S LR LB, ER UL BRI I . BRI, RA
AR AL A— R telnet 1%



A TELNET - Microsoft Internet Explorer x

Connectto; (10101010 Disconnect

9. riili “WOTIER (A exit) 7, WioFexili, JFOCH] TELNET R H .

¥ In FTP #3753 FTP &1

Lo il “Whn$%s” .

2. 1E “HW” FB, WNRIRIERI AT

3. M CRHIZRAL” B, EEEFTPt.

4. FF “EHUAFR/IP FB . BN FTP ML TP shib A o H 5% (i,
//10.10.10.10/) &

MNew Bookmark

Title [MyFTPBOOkmMark
Application Type FTP -

dA10.10.10.10/

Shared File Folder

[8]4 Cancel |




5. i OK #fik o
6. sl EIEMBYEHE, A5 FTP £&1if,
7. PRREESEERE TN, BT 4L S8, BB S R B A T ik

3 Login - Microsoft Internet Explorer

Login to FTP server in lah

User Name: |

Password: |

Lugh1|

8‘ )_‘l:—I:I:J:‘_I‘ “ﬁ%” R
oda, WM NSO Hak e SR UMAR B D)) 5 H >k B, LUk
B WoR T HRIARN “share (FEoE) 7

Welcome to SSL-VPN Service

Current Directory:

Mame Size Type Date Modified

MSRDPCLI.EXE 3509 KB File Tue Dec 12 04:28:34 2006 ml]
test Folder Fri Oct 6 02:06:10 2006 o &
test-directory Faolder Thu Feb & 08:15:40 2007 i} m
test.zip.zip 121 MB File Thu Mov 16 05:57:09 2006 EW

LA
([ ]
[ ]

B Ui R, A AR A AT RO SO R G LU AN SO AT B A -

MR H S R EOCE, N CAARRE” IR RSO

sk R HT . AEMETH S R T H K

s “MHER” AT H N IHER SO H %

st “EATA” , AEZETH s ED A 4 300

12 “ARR” REARREESCIE R, IR H s B B AR SRR s o AL B &
ENIVETNE

15 /PR R EFE SOOI, U H R

fEHATHRTERN, sdi “b—g (Up) 7 Al DAY BISCH 5.

9. sidhi “IBH” &5 FTP ik,



%N 1 SMB/CIFS #8#3 /5 3l SMB & 15

s “WImH” .

2. 1E “H” FB, MANFIRIZEREN AR

3.0 N7 NHISRAY “HIF, EFE” SMB/CIFS “,

4. AR FLEESCAESCHER 7B, N SMB AL TP Hudik DL A B ik A G HAR F S (g,
//10. 10. 10. 10/share/) .

Title [rySMBCIFSBOOkmark

Application Type SMEB/SCIFS =

Ad10.10.10. 10/ share/

—_

Shared File Folder

5. i OK ik
6. S EPTRIE A, 8 SMB/CIFS &1 .
7. PORBESOEFETENLN, AP 2 5%0, SIS R BBk

) https:#2172.20.120.128:10443 - Login - Mozilla Firefox |2 [=]|[E7

Login to MySMBCIFSBookmark

User Name: | |

Password: | |

Lejefls) |

8. ){_:—':EE‘ “f’é‘i” .
ok, Wi H S NSO Hat e BWaT DOMR H sk Ui )7 Bk @, AR
BiR Bon 7 HaR AR “share (BE52) 7



Welcome to SSL-VPN Service

Current Directory:

Mame Size Type Date Modified

MSRDPCLI.EXE 3509 KB File Tue Dec 12 04:25:34 2006 m W
test Folder Fri Cct & 02:06:10 2006 ml}
test-directory Folder Thu Feb § 08:15:40 2007 m IZ
test.zip.zip 121 MB File Thu Mov 16 05:57:09 2006 ml]

DA E i) SR DU R, T8 Ik PR DR T DR SO 2R G DA A SO T R A
o MUTTHSH NHOCHE, N “HRREE” k£ k.
o i “WrdHZ” , TEMUWIHR NEIET H.
o s “MIBR” . AT H NMBR ST H .
o il “HEMAL” , 7R H P E a4 S
o L “HRR” REPIEPE SRR, MR B kRO B ARSI o LR
AT H SRR .
o L “HRR” REPIEFSCAFIREEE, Viin T H S
o {EHATHZZETHZEM, st “k—% (Up) ” WY BIH .
9. sichi” IBH “, 45W SMB/CIFS 2 iifi

NI VNC I E 3 VNC &%

Lo iy “iInH2” .

2. fE “HR FBL AR ZEE NI AR

3. M7 NHIERIY “FI, HFE” VNC “.

4. AE” HESCRSCEE B Fa N SMB EHL TP Huhk DR S5 ik A7 e AR H sk (il
10. 10.10. 10/) &

Title |MyUNCEDkaark |
Application Type W R
Host Name/IP [10.10.10.10/

5. il OK #iiA .



6. M EPTOIE B R, A3 VNC i
7. POREESOEREENN, AR &S5, SO G R iR AL AR
NC - Mozilla Fir... [~ [o1]

) hittps:£/172.20.120.128:10443

VNG Server[Port:  [10.10.10.10/

Lzer MName: Iusername

Password:

I

OKl carncel |

| pplet Rmivnchpplet started [17z20712002870043 ) [[]

8. riii “OK” #iik,
9. siili” Wil “, 4R UNC &1k,

%N Jm RDP #2353 RDP &1
e
N e g ROP MBS, (65T DLV BB WA B, RDP B/ Host “ 1%
SERINL T WTE

e ’yourserver.com-m fr”
W “fr” RoRikiEAVE AN windows BRI, EFE Y windows A 22 BEUCRE KE S ACAY, i,
WUR AR % F 2281 & windows [ HH LB, ANERIER NS 45 23401 window
WA, dEHE “tr” o
DL N AR 73 ) K71

o ar: [

o da: FIEIR

o de: ffHif

o en-bg: A TG

o en-us: FIHIE



o os:IHYLFIE

o fi: 54k

o fr: V5K

o fr-be: LLFINVLIE

o hr:jg XM

o it:EKAIE

o ja:HiE

o it:iFsE

o lv:hifligEy ik

o mk:

o no: i

o pl:i:iE

o pt:HHAIE

e pt-br:EPHHIZ ik

o ru:ffif

o sl:&Jerik

o sv:ISHE

o tk:TFESIE

o tr:hHIHIE
Lo gy “WhnEs” .
2. AE “HW” FBL O MARIRZIEER AR
3. W WIS “HIEK, JEHEET RDP <.
4. AE” FEEEICHR SR« B BN SMB ENLE TP ki DL Rk A SRR H e (e,
10. 10. 10. 10)

Title |MyRDF‘EDkaark
Application Type RDP =
Host Mame/IP |1EI.1III.1III.1III -m en-us

5. i OK #ik .
6. BRI B, JH 8 RDP &1



i, FortiGate B4 THERBI A RAE S, WIMENT, Ak “R° . BRM
S8 AT BB IEAL. JUFTBL R 0, S FortiGate 4 1 P78 4
U851 web SN BSIOIERE . el L7 HUTHRAE

") https://172.20.120.128:10443 - RDP - Mozilla Firefox

P2

R

Launching ROF s2ssion...
Connecting to10.10.10.10

7. SR B GRS, e OK AfA

creen Width: 1024
creen Height: TED
OK Cancel

8. PR FIZFE AN, M4 8. e S S I fE EAL L BA Rk .



Log On to Windows

Copyright € 1985-2001
Microsoft Corporation

User name:

Password: | |

Log on ta: |FORTICLIENT

[ oK ][ Cancel Shut Down, ..

9. widdi “XER” .
10. sish “IBH” , S5 RDP &> if.

N SSHEHEFH /A3 SSH &1F

mi W .

L AE CHRRT TR MINRIRKIER AR

W7 IS “F3e, 1EFE” SSH “.

. AE CENLARR/IPY FBL HN ssh ALK TP sl (filtn, 192.168.1.3)

—_

Title |55H Bookmark |

Application Type S5H w
Host Name/IP 192.168.1.3 |

ok JE[ cancel JENEN

5. miili OK ik



6. sidrEPr BRI EEERE, A3 ssh il

s
\ “VERE: FortiGate W& W RERBIW LI A 224Uk, WREIAT, sili “2” o BoR
o T Sl A AL ARADLEC . R sizf5 &, 20 FortiGate &1 & EHr
SE M) web W SEAFA0IERE . mich “ &7 PATHAE.

sl “IERET .
8. ssh&ifish, RAEPIRGFITREFN. EUMEFRIEREEN ERAHPKS . &

Xh, ERGRRFF H A LU AT 2 i 2 o

% https://172.20.120.128:10443 - S5H - Mozilla Firefox

Connect to: |192.168.1 .3| Connect

Applet Sshapplet skarted 172,20,120.128:10443




S5H User Authentication @

Fleaze erter S5H user name and psssword:

Liser Marre: admin

Fassward:

M Cancel

9. Ay “WriTiEs:” (afmA exit) JFoRM] sshi®EHer 11, Zhdl<sif,

M “THR” KiE3h&1E

TEARNTIMERT B “ Bl 587 IR LR, 5t o] LUEHE BT AT web iS5 243 0k
telnet MRZ-#. “ TR KIRIGTBCR, B0 LLRE BN NI url 88 ip Huhik. o
FHE, #nLlping FortiGate Bt 2 Ji M WL SLHL Bt B 15 L 1 e e

Wit “TR” WHZEESD web fREH

Lo 7 “IERR| web JIR5- %7 FBL A web ]R85 #5i url ({7

i, http://www. mywebexample. com 8¢ https://172. 20. 120. 101) »

2. mih “HEANT

FortiGate %45 url &4

http://<FG IP address>:<port no>/proxy/http/<specified url>, J &7~ MI L.

3. KM AE H, HiReih.

Ping FortiGate W& JG I EMNL

Lo A “Ons T 7B AN ping B EHLEUIRS 451 TP #udik (f514n,
192. 168.12.22) .

2. pialy “HENT

BRI Z TP il E Al IA

M “TR” X33 telnet &iF



1. 7E “Telnet B EHL” FBL, i telnet THL IP #udik (140, 192. 168. 5. 238) .

2. miih “HEANT

o

tﬁ;&%& FortiGate B4 Ml AE RN L A2 AUE . W EsHAT, Ad “27 . Bon
156 I A EWLA AN E L . RBT LA R f5 B, &Y FortiGate 24 < =8
5T ST web JIBTAS IR . AU “J2” PUTHAE,

3. mil OB

4. telnet 231 j3 8 HAR/R G R F ML, U INIE SR EHL LA k. B
iy TERGHERFT AT LU AT G R i 2o

5. il “WIFIER” (B exit) JEOCH] sshEHER O, 454

HIERAThRE

e x)5, FortiGate ssl vpnifEvj web NG 7EFE I 78 “Fortinet
ssl vpn 17 B3R, 0 ss1-vpn IEARUEERL .

WA bk R vFEIE R SR, T DLede/#13k ss1 vpn F P ARPER/ B0k
ittty FortiGate B4 ss1 vpn MIEER .

K] 22: Fortinet ssl vpn FH ™% 1.0 Ui CGEIERIL)

alcome to SSL-VPN Service

Fortinet SSL ¥PN Client 1.0 -

Link Status Bytes Sent Bytes Received
[Up |3z21 |232
Install Uninstall | Connect Disconnect Refresh now |

Fortinet SSL WPH client connected to server

TR ssl vpn Il IERE:
e ¥ ssl vpn 5 FortiGate W& H VMGG, Bn “Hal
(Up) 7 &

o HIEMKA IO, Eax “KH (Down) 7



RIEHA EEE G, M P kgl FortiGate W& IEdEE (1) .
P & HOEIE T G, F P fortiGate B4R B AR (1)
GAG WiE# )5, MFortiGate w4y FaX ss1 vpn HI 7 umdk Ay o

HEIEEN FI# Active X/Java ‘&4,

T 3 4 RIS FortiGate B4 1)

A PR W3 Fortinet ssl vpn HI 7 i U1 o

ZAActiveX/Java P &

ActiveX/Java V-G HfifF 52t H] i v AL B4 5 FortiGate B @EAL ss1 vpn BT
TR R HPLE %S FortiGate B4 @ vpn JBIE 2 17, 7 ZEM FortiGate B %%
N EOZAEAT IR AR NS T A8 NG 2% AT IR s il LU web 9 5
Fortinet ssl vpn /XA .

T AT — Ik 2238 ActiveX/ Java B4ttt ZJ5, oI5l web Rk, S57AI LA
i ss1 vpn S 8ERL S FortiGate %4 1f vpn IB I8 %z .

~--»<=>°
\t-'f:}“ VERL: RIS web W NSRS, AE T4 e 5 BN X Sl 00 22 4 W B R VRIS R80T
BT ActiveX/Java V- 54fft. %3 ActiveX/Java -Gt B HATE B G AR -

I ActiveX/ Java V- & HE 1
. AE web Wk UHIR, Sy UG ss1 vpn IE R BERE T .

Activate SSL-YPMN Tunnel Mode

S5L YPN Session Info

Login Mame: dgiroux (0 hour{s), 2 minute(s}), 16 second(s))
HTTP Inbound/Outbound Traffic: 0 bytes /0 bytes
HTTPS Inbound/Outbound Traffic; 0 bytes /0 bytes

2. FortiGate &£ A B /NIE %28 Fortinet ss1 vpn F P biiddifh o $& R RIEAT 22205
N5 windows xp Pack? FRHIF, fERETUN G A HAI06 B4, BUHUTE
EUAERIREESZ ActiveX/ Java ‘E Gl S,

Fortinet ssl vpn F§/ 1. 0 THA



Fortinet SSL ¥PN Client 1.0

Link Status ServerlP Bytes Sent Bytes Received
[Down [172.20.120.122: 104« [o [
Install | Uiastal EaHED: | [MSEARHE: Refresh naow |

[Faortinet S5L wPN dlient driver not installed

3‘ )_‘l:—lzl:_':‘_l‘ “ﬁ‘%” R

K5 FortiGate & & vpn iliE

57 ss1 vpn IEFE N FortiGate W44 A F O TP Huht 5 TCP ¥ 115 7E Fortinet ssl
vpn P s A T “ RS As TP Huht” F B EoR,
1. 7F web Wi ETUHF, i “UiG ssl vpn B EERE”

Activate SSL-¥PMN Tunnel Mode

SSL ¥YPN Session Info

Login Mame: dgiroux (0 hour{s), 2 minute(s), 16 second(s))
HTTP Inbound/Outhound Traffic: 0 bytes / 0 bytes
HTTPS Inbound/COutbound Trafficc 0 bytes / 0 bytes

¥ JF Fortinet ssl vpn F 7 i 5L I

ﬁﬁh@%:m%@mwﬁmﬁTﬁﬁﬁéﬁﬁ,EE@“&%”Z%,Mﬁ%%&ﬂé
BEFARIE,

Fortinet S5L YPM Client 1.0 -

Link Status Bytes Sent Bytes Received
|ann ||:| ||:|
Install | Uninstall | Connect | Disconmect | Refresh now |
Fortinet S5L WPH client offline

2‘ ):l:_':l:_t_]‘ “i%j:%” .
K23, dlIE O



Frnrtinet 881 YPN Client 1.0

Linl Status Eytor Sont Iykos Rozo vod
lJe |3221 |23z
Inzstzll | Uninszall | Connect | Disconnest | Refresh now |

|=urLi'||:L 35_ WPH clienl carmirclel Lo server

7R “Fortinet ssl vpn MRS RS 4% 7 BUGE B HAE “WroTiEse” Bos hwl I,
14 0] LLYE FortiGate [y k4 SIS N B 3215 1) FortiGate W42 Ja M. fildn, Al &5
LA R, 80T AR S) FortiGate W 2 Jo MR RSS2 v ], IF R #ds B
mir CWrFERE” , TR ss1 ovpn 2RI TS FortiGate UERE . A% web
P BT aR A REWTIT 5 FortiGate Wik, R, BT LLgily “#8” , mEd LlEn
Bz

H#FActiveX/Java PS4

HI# ActiveX/Java &M
4

t’ﬁ‘/}z% WERSE AR LR IR R RRCAS, AT LG ActiveX/ Java T G HfifF.
FortiGate WA K4F 1 HIHISEHT ActiveX/ Java VB HifFRA G, 2 BT %%
L. 75 web Wi F 0T Fr, sieh “Wo% ssl vpn MEA AR .

2. i “HEIE” .

1B

R web E0UA4 FAA “IBH (Logout) ” Ekr, 1B web T )& 5%

Logout
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