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Introduction
Welcome and thank you for selecting Fortinet products for your network protection.
FortiWeb units are designed specifically to protect web servers.
Traditional firewalls and unified threat management (UTM) devices often understand the 
HTTP protocol, but do not understand simple object access protocol (SOAP) and other 
XML protocols and document types encapsulated within HTTP. Because of they lack in-
depth inspection and analysis, traditional firewalls often cannot route connections based 
upon XML content. Worse still, attackers can bypass traditional firewall protection and 
cause problems for web servers that host HTML or XML-based services.
High performance is also important because XML and SOAP parsing requires relatively 
high amounts of CPU and memory resources. Traditional firewalls may be devoted to 
other business critical security functions, unable to meet performance requirements while 
also performing thorough scanning of XML and other HTTP document requests.
FortiWeb units are designed specifically to meet these needs.
In addition to providing application content-based routing and in-depth protection for many 
HTTP/HTTPS- and XML-specific attacks, FortiWeb units contain specialized hardware to 
accelerate SSL processing, and can thereby enhance both the security and the 
performance of connections to your web servers.
This section introduces you to FortiWeb units and the following topics:
• Registering your Fortinet product
• Customer service and technical support
• Training
• Documentation
• Scope
• Conventions
• Characteristics of XML threats

Registering your Fortinet product
Before you begin, take a moment to register your Fortinet product at the Fortinet Technical 
Support web site, https://support.fortinet.com.
Many Fortinet customer services, such as firmware updates, technical support, and 
FortiGuard Antivirus and other FortiGuard services, require product registration.
For more information, see the Fortinet Knowledge Center article Registration Frequently 
Asked Questions.

Customer service and technical support
Fortinet Technical Support provides services designed to make sure that your Fortinet 
products install quickly, configure easily, and operate reliably in your network. 
To learn about the technical support services that Fortinet provides, visit the Fortinet 
Technical Support web site at https://support.fortinet.com.
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Training Introduction
You can dramatically improve the time that it takes to resolve your technical support ticket 
by providing your configuration file, a network diagram, and other specific information. For 
a list of required information, see the Fortinet Knowledge Center article What does 
Fortinet Technical Support require in order to best assist the customer?

Training
Fortinet Training Services provides classes that orient you quickly to your new equipment, 
and certifications to verify your knowledge level. Fortinet provides a variety of training 
programs to serve the needs of our customers and partners world-wide.
To learn about the training services that Fortinet provides, visit the Fortinet Training 
Services web site at http://campus.training.fortinet.com, or email them at 
training@fortinet.com.

Documentation 
The Fortinet Technical Documentation web site, http://docs.fortinet.com, provides the 
most up-to-date versions of Fortinet publications, as well as additional technical 
documentation such as technical notes.
In addition to the Fortinet Technical Documentation web site, you can find Fortinet 
technical documentation on the Fortinet Tools and Documentation CD, and on the Fortinet 
Knowledge Center.

Fortinet Tools and Documentation CD
Many Fortinet publications are available on the Fortinet Tools and Documentation CD 
shipped with your Fortinet product. The documents on this CD are current at shipping 
time. For current versions of Fortinet documentation, visit the Fortinet Technical 
Documentation web site, http://docs.fortinet.com.

Fortinet Knowledge Center 
The Fortinet Knowledge Center provides additional Fortinet technical documentation, 
such as troubleshooting and how-to-articles, examples, FAQs, technical notes, a glossary, 
and more. Visit the Fortinet Knowledge Center at http://kc.fortinet.com.

Comments on Fortinet technical documentation 
Please send information about any errors or omissions in this technical document to 
techdoc@fortinet.com.

Scope
This document explains how administrators use the web-based manager, including how 
to:
• physically install the FortiWeb unit
• connect to the web-based manager
• configure basic settings such as the operation mode, system time, DNS settings, 

administrator password, and network interfaces
• configure policies and protection profiles to scan traffic
• maintain the FortiWeb unit, including backups
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This document does not cover commands for the command line interface (CLI).

Conventions
Fortinet technical documentation uses the conventions described below.

IP addresses
To avoid publication of public IP addresses that belong to Fortinet or any other 
organization, the IP addresses used in Fortinet technical documentation are fictional and 
follow the documentation guidelines specific to Fortinet. The addresses used are from the 
private IP address ranges defined in RFC 1918: Address Allocation for Private Internets, 
available at http://ietf.org/rfc/rfc1918.txt?number-1918.

CLI constraints
CLI constraints, such as <address_ipv4>, indicate which data types or string patterns 
are acceptable input for a given parameter or variable value. CLI constraint conventions 
are described in the CLI Reference document for each product.

Notes, Tips and Cautions
Fortinet technical documentation uses the following guidance and styles for notes, tips 
and cautions.

Typographic conventions
Fortinet documentation uses the following typographical conventions:

Tip: Highlights useful additional information, often tailored to your workplace activity.

Note: Also presents useful information, but usually focused on an alternative, optional 
method, such as a shortcut, to perform a step.

Caution: Warns you about commands or procedures that could have unexpected or 
undesirable results including loss of data or damage to equipment.
ortiWeb™ Web Application Security Version 3.2.0 Administration Guide
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Characteristics of XML threats Introduction
Characteristics of XML threats
XML messages can be relatively large: many megabytes and thousands of packets. 
Unstructured matching of elements in those messages is complex and CPU- and 
memory-intensive. Because of the complexity of XML content, it is often not practical to 
develop signatures for XML-specific attacks on a traditional firewall or UTM. This leads to 
“zero day” vulnerabilities before attacks can be characterized and signatures developed.
FortiWeb units understand the XML protocol, and only allows XML operations that you 
specifically allow. Table 2 lists several XML-related threats and describes how FortiWeb 
units protect against them.

Table 1: Typographical conventions in Fortinet technical documentation

Convention Example
Button, menu, text box, 
field, or check box label

From Minimum log level, select Notification.

CLI input config system dns
set primary <address_ipv4>

end

CLI output FGT-602803030703 # get system settings
comments            : (null)
opmode              : nat 

Emphasis HTTP connections are not secure and can be intercepted by 
a third party.

File content <HTML><HEAD><TITLE>Firewall 
Authentication</TITLE></HEAD>
<BODY><H4>You must authenticate to use this 
service.</H4>

Hyperlink Visit the Fortinet Technical Support web site, 
https://support.fortinet.com.

Keyboard entry Type a name for the remote VPN peer or client, such as 
Central_Office_1.

Navigation Go to VPN > IPSEC > Auto Key (IKE).

Publication For details, see the FortiGate Administration Guide.
FortiWeb™ Web Application Security Version 3.2.0 Administration Guide
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Table 2: XML-related threats

Technique Description Protection FortiWeb
Schema 
Poisoning

Manipulating the XML 
Schema to alter processing 
information

Protect against schema 
poisoning by relying on 
trusted WSDL documents 
and XML Schema’s

Schema Poisoning option 
in protection profile 
prevents external 
schemas references to 
be used

XML 
Parameter
Tampering

Injection of malicious 
scripts or content into 
request parameters

Validation of parameter 
values to ensure they are 
consistent with WSDL and 
XML Schema specifications

Schema Validation in 
protection profile

Inadvertent 
XML DoS

Poorly encoded SOAP 
messages causing the 
application to fail 

Content inspection ensures 
SOAP messages are 
constructed properly 
according to WSDL, XML 
Schema and intrusion 
prevention rules

Schema Validation and 
WSDL verification and 
intrusion prevention rule 
in protection profile. 

WSDL 
Scanning

Scanning the WSDL 
interface can reveal 
sensitive information about 
invocation patterns, 
underlying technology and 
associated vulnerabilities

Web services cloaking 
hides the web services true 
location from consumers

WSDL scanning option 
and ability to filter 
services from WSDL on a 
per IP / Time basis

Oversized 
Payload

Sending oversized 
messages to create an 
XDoS attack 

Inspect the payload and 
enforce element, 
document, and other 
maximum payload 
thresholds

XML documents are 
checked with schema 
and intrusion prevention 
rule

Recursive 
Payload

Sending mass amounts of 
nested data to create an 
XDoS attack against the 
XML parser

Content inspection ensures 
SOAP messages are 
constructed properly 
according to WSDL, XML 
Schema, and other security 
specifications

Intrusion prevention 
definition

SQL 
Injection

SQL Injection allows 
commands to be executed 
directly against the 
database for unauthorized 
disclosure and modification 
of data

Rely on dirty word 
searches, restrictive 
context-sensitive filtering 
and data validation 
techniques

XML Profile option to filter 
SQL transactions from 
XML documents

External 
Entity 
Attack

An attack on an application 
that parses XML input from 
un-trusted sources (DTD 
internal subset)

Suppress external URI 
references to protect 
against malicious data 
sources and instructions; 
rely on well-known and 
certified URIs

Similar to Schema 
Poisoning
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Installing the FortiWeb unit
This section provides information on mounting and connecting a FortiWeb unit to your 
network.
It also describes how to perform first-time system setup, including planning the network 
topology, setting the operation mode, and providing an administrator password.

This section includes the following topics:
• Cautions and warnings
• Environmental specifications
• Mounting the FortiWeb unit
• Plugging in the FortiWeb unit
• Turning off the FortiWeb unit
• Planning the network topology
• Connecting to the web-based manager or CLI
• Configuring the operation mode
• Configuring the password of the “admin” administrator account
• Configuring the system time and date
• Configuring basic network settings

Cautions and warnings
Please review the following cautions before installing your FortiWeb unit.

Grounding
• Ensure the FortiWeb unit is connected and properly grounded to a lightning and surge 

protector. WAN or LAN connections that enter the premises from outside the building 
should be connected to an Ethernet CAT5 (10/100 Mb/s) surge protector.

• Shielded Twisted Pair (STP) Ethernet cables should be used whenever possible rather 
than Unshielded Twisted Pair (UTP).

• Do not connect or disconnect cables during lightning activity to avoid damage to the 
FortiWeb unit or personal injury.

Rack mounting
Elevated Operating Ambient: If installed in a closed or multi-unit rack assembly, the 
operating ambient temperature of the rack environment may be greater than room 
ambient. Therefore, consideration should be given to installing the equipment in an 
environment compatible with the maximum ambient temperature (Tma) specified by the 
manufacturer.

Note: In addition to the initial physical installation, you must also perform first-time setup 
after using TFTP to restore the firmware, or after reverting the firmware to an earlier version 
whose configuration is not compatible.
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Environmental specifications Installing the FortiWeb unit
Reduced Air Flow: Installation of the equipment in a rack should be such that the amount 
of air flow required for safe operation of the equipment is not compromised.
Mechanical Loading: Mounting of the equipment in the rack should be such that a 
hazardous condition is not achieved due to uneven mechanical loading.
Circuit Overloading: Consideration should be given to the connection of the equipment 
to the supply circuit and the effect that overloading of the circuits might have on 
overcurrent protection and supply wiring. Appropriate consideration of equipment 
nameplate ratings should be used when addressing this concern.
Reliable Earthing: Reliable earthing of rack-mounted equipment should be maintained. 
Particular attention should be given to supply connections other than direct connections to 
the branch circuit (e.g. use of power strips).

Environmental specifications
• Operating temperature: 32 to 104°F (0 to 40°C)

If you install the FortiWeb unit in a closed or multi-unit rack assembly, the operating 
ambient temperature of the rack environment may be greater than room ambient 
temperature. Therefore, make sure to install the equipment in an environment 
compatible with the manufacturer's maximum rated ambient temperature.

• Storage temperature: -13 to 158°F (-25 to 70°C)
• Humidity: 5 to 90% non-condensing
• Air flow: For rack installation, make sure that the amount of air flow required for safe 

operation of the equipment is not compromised.
For free-standing installation, make sure that the appliance has at least 1.5 in. (3.75 
cm) of clearance on each side to allow for adequate air flow and cooling.

This device complies with part FCC Class A, Part 15, UL/CUL, C Tick, CE
and VCCI. Operation is subject to the following two conditions:
• This device may not cause harmful interference, and
• This device must accept any interference received, including interference that may 

cause undesired operation.
This equipment has been tested and found to comply with the limits for a Class B digital 
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide 
reasonable protection against harmful interference in a residential installation. This 
equipment generates, uses and can radiate radio frequency energy and, if not installed 
and used in accordance with the instructions, may cause harmful interference to radio 
communications. However, there is no guarantee that interference will not occur in a 
particular installation. If this equipment does cause harmful interference to radio or 
television reception, which can be determined by turning the equipment off and on, the 
user is encouraged to try to correct the interference by one or more of the following 
measures:
• Reorient or relocate the receiving antenna.
• Increase the separation between the equipment and receiver.
• Connect the equipment into an outlet on a circuit different from that to which the 

receiver is connected.
• Consult the dealer or an experienced radio/TV technician for help.
The equipment compliance with FCC radiation exposure limit set forth for uncontrolled 
Environment.
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Mounting the FortiWeb unit
If required to fit into a rack unit, remove the rubber feet from the bottom of the FortiWeb 
unit.
Adhere the rubber feet included in the package to the underside of the FortiWeb unit, near 
the corners of the device.
Place the FortiWeb unit on any flat, stable surface. Ensure the unit has sufficient 
clearance on each side to ensure adequate airflow for cooling.

Plugging in the FortiWeb unit
Use the following steps to connect the power supply to the FortiWeb unit.

To power on the FortiWeb unit 
1 Connect the AC adapter to the power connection at the back of the FortiWeb unit.
2 Connect the AC adapter to the power cable.
3 Connect the power cable to a power outlet.

The FortiWeb unit starts and the Power and Status LEDs light up. The Status LEDs 
flash while the FortiWeb unit starts up, and remain lit when the system is running.

Turning off the FortiWeb unit
Always properly shut down the FortiWeb unit’s operating system before turning off the 
power switch to avoid potential hardware problems. This enables the hard drives to spin 
down and park correctly and avoid losing data.

To power off the FortiWeb unit 
1 In the CLI, enter the following command: 

execute shutdown 

2 Disconnect the power cable from the power supply.

Planning the network topology
To receive traffic intended for web servers that your FortiWeb unit will protect, you must 
install the FortiWeb unit between the web servers and all clients that access them. The 
network configuration should make sure that all network traffic destined for the web 
servers must first pass through the FortiWeb unit.
Usually, clients access web servers through the Internet, so the FortiWeb unit should be 
installed between the web servers and the Internet.

Other topology details vary by the mode in which the FortiWeb unit will operate.

Caution: Install a general purpose firewall in addition to the FortiWeb unit. Failure to do so 
could leave your web servers vulnerable to attacks that are not HTTP/HTTPS-based. 
FortiWeb units are not general-purpose firewalls, do not perform IP-based routing, and will 
allow traffic that is not HTTP or HTTPS to pass through. Ideally, control and protection 
measures should only allow web traffic to reach the FortiWeb unit and your web servers.
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Planning the network topology Installing the FortiWeb unit
Choosing the operation mode
FortiWeb units can operate in one of two modes:
• Inline Protection: Reverse proxy traffic destined for a virtual server’s network 

interface and IP address, forwarding it to a physical server, and apply policies except 
those whose “Deployment Mode” on page 80 is Offline Detection. The FortiWeb unit 
logs, blocks, or modifies traffic according to the matching policy and its protection 
profile.

• Offline Detection: Pass through traffic received on the virtual server’s network 
interface (regardless of the IP address) to the physical servers, and apply only policies 
whose “Deployment Mode” on page 80 is Offline Detection. Ignore all other policies. 
The FortiWeb unit logs or blocks traffic according to the matching policy and its 
protection profile, but does not otherwise modify it. (It does not, for example, apply SSL 
or load balance connections.)

Required physical topology varies by your operation mode.
Figure 1 shows an example network topology for inline protection mode. A client accesses 
two web servers over the Internet, through a FortiWeb unit. A firewall is installed between 
the FortiWeb unit and the Internet to regulate non-HTTP/HTTPS traffic. Port1 is connected 
to the administrator’s computer. Port2 is connected to the firewall. Port3 is connected to a 
switch, which is connected to the web servers. The FortiWeb unit provides load balancing 
between the two web servers.

Figure 1: Example network topology: Inline Protection mode

Caution: Unlike in inline protection mode, the Deny and Alert & Deny actions cannot be 
guaranteed to be successful in offline detection mode. The FortiWeb unit will attempt to 
block traffic that violates the policy by mimicking the client or server and requesting to reset 
the connection. However, the client or server may receive the reset request after it receives 
the other traffic due to possible differences in routing paths.

Note: Choose your operation mode carefully. If you switch the operation mode later, you 
may need to re-cable your network topology to suit the operation mode, reconfigure routes, 
reconfigure network interfaces and virtual servers on the FortiWeb unit, and enable or 
disable SSL on your web servers.
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port2
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Figure 2 shows an example one-arm network topology for offline detection mode. A client 
accesses two web servers over the Internet, through a FortiWeb unit. A firewall is installed 
between the FortiWeb unit and the Internet to regulate non-HTTP/HTTPS traffic. Port1 is 
connected to the administrator’s computer. Port2 is connected to the firewall, and thereby 
to a switch, which is connected to the web servers. The FortiWeb unit provides detection, 
but does not load balance, block, or otherwise modify traffic to or from the two web 
servers.

Figure 2: Example network topology: Offline Detection mode

Physical network port cabling and IP addressing are flexible on FortiWeb units.You can 
connect more than one physical port to the same network. You can also configure a 
physical port with an IP address on the same subnet as another physical port.
Once the FortiWeb unit is physically connected to your network, you can configure 
network connectivity. The configuration will vary by operation mode. For example, 
FortiWeb units operating in offline detection mode cannot perform network address 
translation (NAT) or load balancing; FortiWeb units operating in inline protection mode 
can.
Operation mode, routes, and IP addresses can be configured by connecting to either the 
web-based manager or CLI.

Note: Alternatively, the web servers could have been connected directly to the FortiWeb 
unit: Web Server 1 could have been connected to port3, and Web Server 2 could have 
been connected to port4.
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Client
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192.168.1.4/24
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Note: Alternatively, you could connect a FortiWeb unit operating in offline detection mode 
to the span port of a switch.

Note: While it is also possible to use a one-arm topology with inline protection mode, it 
could allow you to accidentally configure the network to bypass the FortiWeb unit, and is 
not recommended.
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Connecting to the web-based manager or CLI
To configure, maintain, and administer the FortiWeb unit, you need to connect to it. There 
are two methods for these tasks:
• using the web-based manager, a graphical user interface (GUI), from within a current 

web browser
• using the command line interface (CLI), a command line interface similar to DOS or 

UNIX commands, from a Secure Shell (SSH) or Telnet terminal
If you are connecting for the first time, or if you have just reset the configuration to its 
default state, or have just restored the firmware, access to the CLI and/or web-based 
manager is not yet configured, and you must access it using the default settings.
In that case, you can use the following procedures to connect.
After you have connected, you can use the web-based manager or CLI to configure basic 
network settings and access to the CLI and/or web-based manager through your network. 
However, if you want to update the firmware, you may want to do so before continuing. For 
details, see “Updating the firmware” on page 199.

Connecting to the web-based manager
To connect to the web-based manager using its default settings, you must have: 
• a computer with an Ethernet port
• a web browser such as Microsoft Internet Explorer version 6.0 or greater, or a recent 

version of Mozilla Firefox 
• a crossover Ethernet cable 

To connect to the web-based manager
1 On your management computer, configure the Ethernet port with the static IP address 

192.168.1.2 with a netmask of 255.255.255.0.
1 Using the Ethernet cable, connect your computer’s Ethernet port to the FortiWeb unit’s 

port1. 

Note: If you are not connecting for the first time, nor have you just reset the configuration to 
its default state or restored the firmware, administrative access settings may have already 
been configured. In this case, access the web-based manager using the IP address, 
administrative access protocol, administrator account and password that you have 
configured, instead of the default settings.

Table 3: Default settings for connecting to the web-based manager

Network Interface port1 

URL https://192.168.1.99/

Administrator Account admin

Password (none)
FortiWeb™ Web Application Security Version 3.2.0 Administration Guide
20 Revision 4

http://docs.fortinet.com/ • Feedback

https://192.168.1.99/
http://docs.fortinet.com/
http://docs.fortinet.com/surveyredirect.html


Installing the FortiWeb unit Connecting to the web-based manager or CLI

F
R
h

2 Start your browser and enter the URL https://192.168.1.99. (Remember to include the 
“s” in https://.)
To support HTTPS authentication, the FortiWeb unit ships with a self-signed security 
certificate, which it presents to clients whenever they initiate an HTTPS connection to 
the FortiWeb unit. When you connect, depending on your web browser and prior 
access of the FortiWeb unit, your browser might display two security warnings related 
to this certificate:
• The certificate is not automatically trusted because it is self-signed, rather than 

being signed by a valid certificate authority (CA). Self-signed certificates cannot be 
verified with a proper CA, and therefore might be fraudulent. You must manually 
indicate whether or not to trust the certificate.

• The certificate might belong to another web site. The common name (CN) field in 
the certificate, which usually contains the host name of the web site, does not 
exactly match the URL you requested. This could indicate server identity theft, but 
could also simply indicate that the certificate contains a domain name while you 
have entered an IP address. You must manually indicate whether this mismatch is 
normal or not.

Both warnings are normal for the default certificate.
3 Verify and accept the certificate, either permanently (the web browser will not display 

the self-signing warning again) or temporarily. You will not be able to log in until you 
have accepted the certificate.
For details on accepting the certificate, see the documentation for your web browser.

4 In the Name field, type admin, then select Login. (In its default state, there is no 
password for this account.)
Login credentials entered are encrypted before they are sent to the FortiWeb unit. If 
your login is successful, the web-based manager is displayed. To continue by 
configuring the basic settings, see “Configuring the operation mode” on page 23.

Connecting to the CLI
Using its default settings, you can access the CLI from your management computer using 
either of these two ways:
• a local serial console connection
• an SSH connection, either local or through the network
To connect to the CLI using a local serial console connection, you must have: 
• a computer with a serial communications (COM) port
• the RJ-45-to-DB-9 serial or null modem cable included in your FortiWeb package
• terminal emulation software, such as HyperTerminal for Microsoft Windows
To connect to the CLI using an SSH connection, you must have: 
• a computer with an Ethernet port
• a crossover Ethernet cable 
• an SSH client, such as PuTTY 

Note: If you are not connecting for the first time, nor have you just reset the configuration to 
its default state or restored the firmware, administrative access settings may have already 
been configured. In this case, access the CLI using the IP address, administrative access 
protocol, administrator account and password that you have configured, instead of the 
default settings.
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To connect to the CLI using a local serial console connection

1 Using the RJ-45-to-DB-9 or null modem cable, connect your computer’s serial 
communications (COM) port to the FortiWeb unit’s console port.

2 Verify that the FortiWeb unit is powered on.
3 On your management computer, start HyperTerminal.
4 On Connection Description, enter a Name for the connection, and select OK.
5 On Connect To, from Connect using, select the communications (COM) port where you 

connected the FortiWeb unit.
6 Select OK.
7 Select the following Port settings and select OK.

8 Press Enter. 
The terminal emulator connects to the CLI, and the CLI displays a login prompt.

9 Type admin and press Enter twice. (In its default state, there is no password for this 
account.)
The CLI displays the following text:
Welcome!

Type ? for a list of commands.

You can now enter commands. To continue by configuring the basic settings, see 
“Configuring the operation mode” on page 23. 

To connect to the CLI using an SSH connection

1 On your management computer, configure the Ethernet port with the static IP address 
192.168.1.2 with a netmask of 255.255.255.0.

Table 4: Default settings for connecting to the CLI by SSH

Network Interface port1 

IP Address 192.168.1.99

SSH Port Number 22

Administrator Account admin

Password (none)

Note: The following procedure uses Microsoft HyperTerminal. Steps may vary with other 
terminal emulators.

Bits per second 9600

Data bits 8

Parity None

Stop bits 1

Flow control None

Note: The following procedure uses PuTTY. Steps may vary with other SSH clients.
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2 Using the Ethernet cable, connect your computer’s Ethernet port to the FortiWeb unit’s 
port1. 

3 Verify that the FortiWeb unit is powered on.
4 On your management computer, start your SSH client.
5 In Host Name (or IP Address), type 192.168.1.99.
6 In Port, type 22.
7 From Connection type, select SSH.
8 Select Open.

The SSH client connects to the FortiWeb unit.
The SSH client may display a warning if this is the first time you are connecting to the 
FortiWeb unit and its SSH key is not yet recognized by your SSH client, or if you have 
previously connected to the FortiWeb unit but it used a different IP address or SSH key. 
If your management computer is directly connected to the FortiWeb unit with no 
network hosts between them, this is normal.

9 Click Yes to verify the fingerprint and accept the FortiWeb unit’s SSH key. You will not 
be able to log in until you have accepted the key.
The CLI displays a login prompt.

10 Type admin and press Enter. (In its default state, there is no password for this 
account.)
The CLI displays the following text:
Type ? for a list of commands.

You can now enter commands. To continue by configuring the basic settings, see 
“Configuring the operation mode” on page 23. 

Configuring the operation mode
Once the FortiWeb unit is mounted and powered on, you have physically connected the 
FortiWeb unit to your overall network, and you have connected to either the FortiWeb 
unit’s web-based manager or CLI, you must configure the operation mode.
FortiWeb units can operate in one of two modes:
• Inline Protection: Reverse proxy traffic destined for a virtual server’s network 

interface and IP address, forwarding it to a physical server, and apply policies except 
those whose “Deployment Mode” on page 80 is Offline Detection. The FortiWeb unit 
logs, blocks, or modifies traffic according to the matching policy and its protection 
profile.

• Offline Detection: Pass through traffic received on the virtual server’s network 
interface (regardless of the IP address) to the physical servers, and apply only policies 
whose “Deployment Mode” on page 80 is Offline Detection. Ignore all other policies. 
The FortiWeb unit logs or blocks traffic according to the matching policy and its 
protection profile, but does not otherwise modify it. (It does not, for example, apply SSL 
or load balance connections.)

Caution: Unlike in inline protection mode, the Deny and Alert & Deny actions cannot be 
guaranteed to be successful in offline detection mode. The FortiWeb unit will attempt to 
block traffic that violates the policy by mimicking the client or server and requesting to reset 
the connection. However, the client or server may receive the reset request after it receives 
the other traffic due to possible differences in routing paths.
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You will usually set the operation mode once, during installation. Exceptions include if you 
install the FortiWeb unit in offline detection mode for evaluation purposes, before deciding 
to switch to inline protection mode and actively begin filtering traffic.

To configure the operation mode using the web-based manager
1 Go to System > Status > Status.
2 In the System Information widget, in the Operation Mode row, select Change.
3 From Operation Mode, select either Inline Protection or Offline Detection.
4 Select Apply.

The FortiWeb unit logs you out and restarts. After the FortiWeb unit restarts, to 
continue working in the web-based manager, you must log in again. If you have not yet 
adjusted the physical topology to suit the new operation mode, see “Planning the 
network topology” on page 17. You may also need to reconfigure IP addresses, static 
routes, and virtual servers, and on your web servers, enable or disable SSL.

To configure the operation mode using the CLI
Enter the following commands:
config system settings

set opmode {inline | offline}
end

where {inline | offline} is the choice between either Inline Protection mode or 
Offline Detection mode.
The FortiWeb unit logs you out and restarts. After the FortiWeb unit restarts, to 
continue working in the CLI, you must log in again. If you have not yet adjusted the 
physical topology to suit the new operation mode, see “Planning the network topology” 
on page 17. You may also need to reconfigure IP addresses, static routes, and virtual 
servers, and on your web servers, enable or disable SSL.

Configuring the password of the “admin” administrator account
The default administrator account, named admin, initially has no password.
Unlike other administrator accounts, the admin administrator account exists by default 
and cannot be deleted. The “admin” administrator account is similar to a root administrator 
account. This administrator account always has full permission to view and change all 
FortiWeb configuration options, including viewing and changing all other administrator 
accounts. Its name and permissions cannot be changed.
Before you connect the FortiWeb unit to your overall network, you should configure it with 
a password to prevent others from logging into the FortiWeb and changing its 
configuration.

Note: Choose your operation mode carefully. If you switch the operation mode later, you 
may need to re-cable your network topology to suit the operation mode, reconfigure routes, 
reconfigure network interfaces and virtual servers on the FortiWeb unit, and enable or 
disable SSL on your web servers.

Note: The physical topology must match the operation mode. For details, see “Choosing 
the operation mode” on page 18.
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To change the “admin” administrator password using the web-based manager
1 Go to System > Admin > Administrators.
2 In the row corresponding to the “admin” administrator account, select Change 

Password.
3 In the Old Password field, do not enter anything. (In its default state, there is no 

password for the admin account.)
4 In the New Password field, enter a password with sufficient complexity and number of 

characters to deter brute force and other attacks.
5 In the Confirm Password field, enter the new password again to confirm its spelling.
6 Select OK.
7 Select Logout.

The FortiWeb unit logs you out. To continue working in the web-based manager, you 
must log in again using the new password. The new password will take effect only for 
newly initiated sessions in the CLI or web-based manager. To disconnect an 
administrator that is currently logged in and force them to log in again using the new 
password, see “Status bar” on page 36.

To change the “admin” administrator password using the CLI
Enter the following commands:
config system admin

edit admin
set password <new-password_str> ''

end

exit

where <new-password_str> is the password for the administrator account named 
admin.
The FortiWeb unit logs you out. To continue working in the CLI, you must log in again 
using the new password. The new password will take effect only for newly initiated 
sessions in the CLI or web-based manager. To disconnect an administrator that is 
currently logged in and force them to log in again using the new password, see “Status 
bar” on page 36.

Configuring the system time and date
You can either manually set the FortiWeb system time or configure the FortiWeb unit to 
automatically keep its system time correct by synchronizing with a Network Time Protocol 
(NTP) server.

Caution: Set a strong password for the admin administrator account, and change the 
password regularly. By default, this administrator account has no password. Failure to 
maintain the password of the admin administrator account could compromise the security 
of your FortiWeb unit.

Note: For many features to work, including scheduling, logging, and SSL-dependent 
features, the FortiWeb system time must be accurate.
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To configure the date and time using the web-based manager
1 Go to System > Maintenance > System Time.

Alternatively, go to System > Status > Status. In the System Information widget, in the 
System Time row, select Change. 

2 From Time Zone, select the time zone in which the FortiWeb unit is located.
3 Configure the following to either manually configure the system time, or automatically 

synchronize the FortiWeb unit’s clock with an NTP server:

Figure 3: Time Settings

4 Select OK.

Note:  FortiWeb units support daylight savings time (DST), including recent changes in the 
USA, Canada and Western Australia.

System Time The date and time according to the FortiWeb unit’s clock at the 
time that this tab was loaded, or when you last selected the 
Refresh button.

Refresh Select to update the System Time field with the current time 
according to the FortiWeb unit’s clock.

Time Zone Select the time zone in which the FortiWeb unit is located.

Automatically adjust 
clock for daylight 
saving changes 

Select to automatically adjust the clock of the FortiWeb unit 
when its time zone changes between daylight savings time 
(DST) and standard time.

Set Time Select this option to manually set the date and time of the 
FortiWeb unit’s clock, then select the Hour, Minute, Second, 
Year, Month and Day fields before you select Apply.

Synchronize with NTP Server Select this option to automatically synchronize the date and 
time of the FortiWeb unit’s clock with an NTP server, then 
configure the Server and Sync Interval fields before you select 
Apply.

Server Enter the IP address or domain name of an NTP server. To find 
an NTP server that you can use, go to http://www.ntp.org.

Sync Interval Enter how often in minutes the FortiWeb unit should 
synchronize its time with the NTP server. For example, entering 
1440 causes the FortiWeb unit to synchronize its time once a 
day.
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To configure the date and time using the CLI
You can configure the date and time either manually, or by synchronizing with a NTP 
server. Required commands vary by the method.
To synchronize with an NTP server, enter the following commands:
config system global

set timezone <timezone_int>
set dst {enable | disable}
set ntpsync enable
set ntpserver {<fqdn_str> | <server_ipv4>}

end

where:
• <timezone_int> is the index number of the time zone in which the FortiWeb unit 

is located
• {<fqdn_str> | <server_ipv4>} is a choice of either the IP address or fully 

qualified domain name (FQDN) of the NTP server

To configure the FortiWeb unit’s system time manually, enter the following commands:
config system global

set timezone <timezone_int>
set dst {enable | disable}
set ntpsync disable

end

execute time <time_str>

execute date <date_str>

where:
• <timezone_int> is the index number of the time zone in which the FortiWeb unit 

is located
• <time_str> is the time for the time zone in which the FortiWeb unit is located 

according to a 24-hour clock, formatted as hh:mm:ss (hh is the hour, mm is the 
minute, and ss is the second)

• <date_str> is the date for the time zone in which the FortiWeb unit is located, 
formatted as yyyy-mm-dd (yyyy is the year, mm is the month, and dd is the day)

Configuring basic network settings
When shipped, each network interface associated with a physical network port of the 
FortiWeb unit has a default IP address and netmask.

Note: If you do not know the index number of your time zone, to view the list of valid time 
zones and their associated index numbers, in place of <timezone_int>, enter a question 
mark ( ? ).

Table 5: Default IP addresses and netmasks

Network Interface IP Address Netmask
port1 192.168.1.99 255.255.255.0

port2 192.168.2.99 255.255.255.0

port3 192.168.3.99 255.255.255.0

port4 192.168.4.99 255.255.255.0
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However, these IP addresses and netmasks may not be compatible with the design of 
your unique network. In addition, you must configure the FortiWeb unit with the IP address 
of your DNS servers and gateway router.
You can use either the web-based manager or the CLI to configure these basic network 
settings. For details, see “Configuring the network interfaces” on page 28, “Configuring the 
DNS settings” on page 30, and “Adding a default route” on page 31.
After configuring the basic network settings, your FortiWeb unit will be connected to your 
network, and you can begin to configure policies that will govern connections and, if 
connected to a server farm, distribute connections to each of the physical servers. For 
details, see “Policy” on page 73.

Configuring the network interfaces
A network interface is a logical layer, an IP address and netmask associated with one of 
the FortiWeb unit’s physical network ports, such as an Ethernet port.
You can either assign an IP address to each physical port individually by configuring its 
associated network interface, or you can assign an IP address to a whole group of 
physical ports by configuring a special type of network interface group called an 
aggregated link. Whether you configure an individual network interface or an aggregate 
link varies by:
• how you have physically linked the FortiWeb unit’s ports to the surrounding network 

(an aggregate link requires all its physical ports to connect to the same next-hop 
router)

• whether you need to increase bandwidth and provide some link redundancy
Usually, you will configure individual network interfaces. If you want to configure an 
aggregate link instead, see “Configuring an aggregated link” on page 57.
On FortiWeb units, in addition to an IP address, each network interface can also be 
configured with which protocols are permitted for administrative access to the FortiWeb 
unit through that network interface. For example, you may choose to permit SNMP queries 
of the FortiWeb unit’s system status through port4, the network interface directly 
connected to your SNMP manager, but not through any other network interface.
Configure each network interface or aggregate link that you will connect to the network.

To configure a network interface using the web-based manager
1 Go to System > Network > Interface.
2 In the row corresponding to a network interface, select the Edit icon.
3 Configure the following:

Caution: Enable administrative access only on network interfaces connected to trusted 
private networks or directly to your management computer. If possible, enable only secure 
administrative access protocols such as HTTPS or SSH. Failure to restrict administrative 
access could compromise the security of your FortiWeb unit.

Note: You can restrict which IP addresses are permitted to log in as a FortiWeb 
administrator through the network interfaces. For details, see “Configuring an administrator 
account” on page 61.
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Figure 4: Edit Interface

4 Select OK.
If you were connected to the web-based manager through this network interface, you 
are now disconnected from it.

Name The name (such as port2) and media access control (MAC) address 
of this network interface.

IP/Netmask Enter the IP address/subnet mask. The IP address must be on the 
same subnet as the network to which the interface connects. Two 
network interfaces may have IP addresses on the same subnet.

Administrative Access Select the types of administrative access permitted on this 
interface.

HTTPS Enable to allow secure HTTPS connections to the web-based 
manager through this network interface.
For information on configuring the port number on which the 
FortiWeb listens for these connections, see “Configuring web-based 
manager settings” on page 64.

PING Enable to allow ICMP ping responses from this network interface.

HTTP Enable to allow HTTP connections to the web-based manager 
through this network interface.
For information on configuring the port number on which the 
FortiWeb listens for these connections, see “Configuring web-based 
manager settings” on page 64.
Caution: HTTP connections are not secure, and can be 
intercepted by a third party. If possible, enable this option only for 
network interfaces connected to a trusted private network, or 
directly to your management computer. Failure to restrict 
administrative access through this protocol could compromise the 
security of your FortiWeb unit.

SSH Enable to allow SSH connections to the CLI through this network 
interface.

SNMP Enable to allow SNMP connections to this network interface.
For more information, see “Configuring the SNMP agent” on 
page 51.

TELNET Enable to allow Telnet connections to the CLI through this network 
interface.
Caution: Telnet connections are not secure, and can be 
intercepted by a third party. If possible, enable this option only for 
network interfaces connected to a trusted private network, or 
directly to your management computer. Failure to restrict 
administrative access through this protocol could compromise the 
security of your FortiWeb unit.

Description Enter a comment. The comment may be up to 63 characters long.
This field is optional.
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5 To access the web-based manager again, in your web browser, modify the URL to 
match the new IP address of the network interface. For example, if you configured the 
network interface with the IP address 172.16.1.20, you would browse to 
https://172.16.1.20.
If the new IP address is on a different subnet than the previous IP address, and your 
computer is directly connected to the FortiWeb unit, you may also need to modify the 
IP address and subnet of your computer to match the FortiWeb unit’s new IP address.

To configure a network interface using the CLI
Enter the following commands:
config system interface

edit <interface_str>
set ip <address_ipv4> <netmask_ipv4>
set allowaccess {http https ping snmp ssh telnet}

end

where:
• <interface_str> is the name of a network interface
• <address_ipv4> is the IP address assigned to the network interface
• <netmask_ipv4> is its netmask in dotted decimal format
• {http https ping snmp ssh telnet} is a space-delimited list of zero or 

more administrative protocols that you want to allow to access the FortiWeb unit 
through the network interface

If you were connected to the CLI through this network interface, you are now 
disconnected from it.
To access the CLI again, in your terminal client, modify the address to match the new 
IP address of the network interface. For example, if you configured the network 
interface with the IP address 172.16.1.20, you would connect to that IP address.
If the new IP address is on a different subnet than the previous IP address, and your 
computer is directly connected to the FortiWeb unit, you may also need to modify the 
IP address and subnet of your computer to match the FortiWeb unit’s new IP address. 

Configuring the DNS settings
DNS is a protocol that resolves symbolic names such as example.com into IP addresses. 
A domain name server (DNS server) implements the protocol by storing mappings 
between domain names and the IP address(es) of the computer(s) on which they reside, 
and by answering the queries of computers that need this information.
Like many other types of network devices, FortiWeb units require connectivity to DNS 
servers for DNS lookups.
Your Internet service provider (ISP) may supply IP addresses of DNS servers, or you may 
want to use the IP addresses of your own DNS servers.

Caution: HTTP and Telnet connections are not secure, and can be intercepted by a third 
party. If possible, enable this option only for network interfaces connected to a trusted 
private network, or directly to your management computer. Failure to restrict administrative 
access through this protocol could compromise the security of your FortiWeb unit.

Note: For improved performance, use DNS servers on your local network.
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To configure DNS settings using the web-based manager
1 Go to System > Network > DNS.
2 Configure the following:

Figure 5: DNS Settings

3 Select Apply.

To configure DNS settings using the CLI
Enter the following commands:
config system dns

set primary <address_ipv4>
set secondary <address_ipv4>
set domain <local-domain_str>

end

where:
• <address_ipv4> is the IP address of a DNS server
• <local-domain_str> is the name of the local domain to which the FortiWeb unit 

belongs, if any
The local domain name is optional. It will not appear in the Host: field of HTTP 
headers for connections to protected web servers.

Adding a default route
Static routes direct traffic exiting the FortiWeb unit — you can specify through which 
network interface a packet will leave, and the IP address of a next-hop router that is 
reachable from that network interface. The router is aware of which IP addresses are 
reachable through various network pathways, and can forward those packets along 
pathways capable of reaching the packets’ ultimate destinations.
A default route is a special type of static route. A default route matches all packets, and 
defines a gateway router that can receive and route packets if no other, more specific 
static route is defined for the packet’s destination IP address.

Primary DNS Server Enter the IP address of the primary DNS server.

Secondary DNS 
Server

Enter the IP address of the secondary DNS server.

Local Domain Name Enter the name of the local domain to which the FortiWeb unit 
belongs, if any.
This field is optional. It will not appear in the Host: field of HTTP 
headers for connections to protected web servers.
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You should configure at least one static route, a default route, that points to your gateway. 
However, you may configure multiple static routes if you have multiple gateway routers, 
each of which should receive packets destined for a different subset of IP addresses. 
For example, if a web server is directly attached to one of the network interfaces, but all 
other destinations, such as connecting clients, are located on distant networks such as the 
Internet, you might need to add only one route: a default route for the gateway router 
through which the FortiWeb unit connects to the Internet.

To add the default route using the web-based manager
1 Go to Router > Static > Static Route.
2 Select Create New.
3 Configure the following:

Figure 6: Adding a static route

4 Select OK.

To add a default route
Enter the following commands:
config router static

edit <index_int>
set gateway <gateway_ipv4>
set device <interface_str>

end

where:
• <index_int> is the index number of the route in the list of static routes
• <gateway_ipv4> is the IP address of the gateway router
• <interface_str> is the name of the network interface through which packets will 

egress

Destination IP/Mask Type the destination IP address and network mask of packets that will 
be subject to this static route, separated by a slash ( / ).
The value 0.0.0.0/0.0.0.0 is reserved for the default route, which 
matches all packets.

Gateway Type the IP address of the next-hop router to which the FortiWeb unit 
will forward packets subject to this static route. This router must know 
how to route packets to the destination IP addresses that you have 
specified in Destination IP/Mask.

Interface Select the name of the network interface through which the packets 
subject to the static route will egress towards the next-hop router.
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What’s new
The list below contains features which have changed since the previous release, 
FortiWeb v3.1.1. 
• Auto-learning – The FortiWeb unit can now observe and form reports about your 

network’s HTTP sessions, and assist you in generating customized web profiles. For 
more information on auto-learning, see “Auto Learn” on page 179.

• Hard disk formatting tool – A special firmware image is now available to format hard 
disks whose size is larger than 400 MB. Disks up to 1 TB can now be formatted. For 
more information, contact Fortinet Technical Support, or visit their web site at 
https://support.fortinet.com/.

Note: If you are upgrading to version 3.2.0 from a previous version of FortiWeb, in order to 
support the auto-learning feature, you must use a boot process interrupt and TFTP upload 
to format the boot device and then install FortiWeb 3.2.0 firmware. For instructions, see 
“Restoring firmware” on page 205.

Note: Auto-learning reports require your browser to have the Adobe Flash Player plug-in. 
For more information, see “System requirements” on page 35.
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About the web-based manager
This chapter describes aspects that are general to use of the web-based manager, a 
graphical user interface (GUI) that you can use to access the FortiWeb unit from within a 
current web browser.
This section includes the following topics:
• System requirements
• URL for access
• Status bar

System requirements
The management computer that you use to access the web-based manager must have:
• a compatible web browser, such as Microsoft Internet Explorer 6.0 or greater, or 

Mozilla Firefox 3.0 or greater
• Adobe Flash Player 10 or greater plug-in
In addition, to minimize scrolling, the computer’s screen should have a resolution that is a 
minimum of 1280 x 1024 pixels.

URL for access
The web-based manager can be accessed by URL using the network interfaces’ enabled 
administrative access protocols and IP addresses.
By default, the URL when accessing the web-based manager through port1 is 
https://192.168.1.99/.
If the network interfaces have been configured, such as during the installation instructions 
“Connecting to the web-based manager” on page 20, the URL and/or permitted 
administrative access protocols (in this case, HTTPS) may no longer be in their default 
state. In that case, for the URL, use either a DNS-resolvable domain name for the 
FortiWeb unit, or the IP address that you configured for the network interface to which you 
are connected.
For example, you might have configured port2 with the IP address 10.0.0.1 and enabled 
HTTPS. You might have also configured a private DNS server on your network to resolve 
fortiweb.example.com to 10.0.0.1. In this case, to access the web-based manager through 
port2, you could enter either https://fortiweb.example.com/ or 
https://10.0.0.1/.
For information on enabling administrative access protocols and configuring IP addresses, 
see “Configuring a network interface” on page 46.

Note: If the URL is correct and you still cannot access the web-based manager, you may 
also need to configure from which hosts the FortiWeb unit will accept login attempts for 
your administrator account (that is, trusted hosts), and/or static routes. For details, see 
“Configuring an administrator account” on page 61 and “Configuring a static route” on 
page 70.
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Status bar
While you are logged in to the web-based manager, a status bar appears near the bottom 
of the browser window. The status bar displays the FortiWeb unit’s uptime and the number 
of administrators that are currently logged in.

Figure 7: Status bar

To view the list of administrators that are currently logged in, or to disconnect an 
administrator that is currently logged in, select the number of administrators.
For information on configuring FortiWeb administrator accounts, see “Configuring an 
administrator account” on page 61.

Administrators logged in
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System
This section describes the System menu, which displays the current status and configures 
basic features of the FortiWeb unit.
This section includes the following topics:
• Status
• Network
• Config
• Admin
• Maintenance

Status
The Status submenu includes the Status tab, which is the dashboard of the FortiWeb unit. 
This section includes the following topics:
• Viewing the system status

Viewing the system status
The Status tab displays first after you log in to the web-based manager. It contains a 
dashboard with widgets that each indicate performance level or other status.
By default, widgets appear which display the serial number and current system status of 
the FortiWeb unit, including uptime, system resource usage, alert messages, host name, 
firmware version, system time, and status of connected web servers. The dashboard also 
contains a CLI widget that enables you to use the command line through the web-based 
manager.
To view the dashboard, your access profile must permit read access to system 
configuration. If you also have system configuration write access, you can modify 
configure the system settings, such as upgrading the firmware and changing the host 
name. For information on access profiles, see “Viewing the list of access profiles” on 
page 63.
To view the dashboard, go to System > Status > Status.
ortiWeb™ Web Application Security Version 3.2.0 Administration Guide
evision 4 37
ttp://docs.fortinet.com/ • Feedback 

http://docs.fortinet.com/
http://docs.fortinet.com/surveyredirect.html


Status System
Figure 8: Viewing the system status

The dashboard is customizable. You can select which widgets to display, where they are 
located on the tab, and whether they are minimized or maximized.
To move a widget, position your mouse cursor on the widget’s title bar, then click and drag 
the widget to its new location.
To display any of the widgets not currently shown on the Status tab, select Add Content. 
Any widgets currently already displayed on the Status tab will be greyed out in the Add 
Content menu, as you can only have one of each display on the Status tab.

Figure 9: Adding a widget

To display the default set of widgets on the Status tab, select Back to Default.
To see the available options for a widget, position your mouse cursor over the icons in the 
widget’s title bar. Options vary slightly from widget to widget, but always include options to 
close or minimize/maximize the widget.

Figure 10: A minimized widget 

Widget Title The name of the widget.

Disclosure arrow Select to maximize or minimize the widget.
This arrow replaces the widget’s icon when you place your mouse 
cursor over the title bar.

Disclosure arrow
Refresh 

Close
Widget title
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