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Introduction Registering your Fortinet product

Introduction

Welcome and thank you for selecting Fortinet products for your network protection.
FortiWeb units are designed specifically to protect web servers.

Traditional firewalls and unified threat management (UTM) devices often understand the
HTTP protocol, but do not understand simple object access protocol (SOAP) and other
XML protocols and document types encapsulated within HTTP. Because they lack in-
depth inspection and analysis, traditional firewalls often cannot route connections based
upon XML content. Worse still, attackers can bypass traditional firewall protection and
cause problems for web servers that host HTML or XML-based services.

High performance is also important because XML and SOAP parsing requires relatively
high amounts of CPU and memory resources. Traditional firewalls may be devoted to
other business critical security functions, unable to meet performance requirements while
also performing thorough scanning of XML and other HTTP document requests.

FortiWeb units are designed specifically to meet these needs.

In addition to providing application content-based routing and in-depth protection for many
HTTP/HTTPS- and XML-specific attacks, FortiWeb units contain specialized hardware to
accelerate SSL processing, and can thereby enhance both the security and the
performance of connections to your web servers.

This section introduces you to FortiWeb units and the following topics:
* Registering your Fortinet product

» Customer service and technical support

* Training

* Documentation

» Scope

« Conventions

« Characteristics of XML threats

Registering your Fortinet product

Before you begin, take a moment to register your Fortinet product at the Fortinet Technical
Support web site, https://support.fortinet.com.

Many Fortinet customer services, such as firmware updates, technical support, and
FortiGuard Antivirus and other FortiGuard services, require product registration.

For more information, see the Fortinet Knowledge Base article Registration Frequently
Asked Questions.

Customer service and technical support

Fortinet Technical Support provides services designed to make sure that your Fortinet
products install quickly, configure easily, and operate reliably in your network.

To learn about the technical support services that Fortinet provides, visit the Fortinet
Technical Support web site at https://support.fortinet.com.
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Introduction

You can dramatically improve the time that it takes to resolve your technical support ticket
by providing your configuration file, a network diagram, and other specific information. For
a list of required information, see the Fortinet Knowledge Base article Technical Support
Requirements.

Training

Fortinet Training Services provides classes that orient you quickly to your new equipment,
and certifications to verify your knowledge level. Fortinet provides a variety of training
programs to serve the needs of our customers and partners world-wide.

To learn about the training services that Fortinet provides, visit the Fortinet Training
Services web site at http://campus.training.fortinet.com, or email them at
training@fortinet.com.

Documentation

The Fortinet Technical Documentation web site, http://docs.fortinet.com, provides the
most up-to-date versions of Fortinet publications, as well as additional technical
documentation such as technical notes.

In addition to the Fortinet Technical Documentation web site, you can find Fortinet
technical documentation on the Fortinet Tools and Documentation CD, and on the Fortinet
Knowledge Base.

Fortinet Tools and Documentation CD

Many Fortinet publications are available on the Fortinet Tools and Documentation CD
shipped with your Fortinet product. The documents on this CD are current at shipping
time. For current versions of Fortinet documentation, visit the Fortinet Technical
Documentation web site, http://docs.fortinet.com.

Fortinet Knowledge Base

The Fortinet Knowledge Base provides additional Fortinet technical documentation, such
as troubleshooting and how-to-articles, examples, FAQs, technical notes, and more. Visit
the Fortinet Knowledge Base at http://kb.fortinet.com.

Comments on Fortinet technical documentation

Please send information about any errors or omissions in this technical document to
techdoc@fortinet.com.

Scope

This document describes how to use the command line interface (CLI) of the FortiWeb
unit. It assumes that you have already successfully installed the FortiWeb unit by following
the instructions in the FortiWeb Installation Guide.

At this stage:

* You have administrative access to the web-based manager and/or CLI.
* The FortiWeb unit is integrated into your network.

» The operation mode has been configured.
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Introduction Conventions

* The system time, DNS settings, administrator password, and network interfaces have
been configured.

* Firmware updates are completed.

Once that basic installation is complete, you can use this document. This document
explains how to use the CLI to:

* maintain the FortiWeb unit, including backups
» reconfigure basic items that were configured during installation

» configure advanced features, such as customized antispam scans, email archiving,
logging, and reporting

This document does not cover the web-based manager. For information on the web-
based manager, see the FortiWeb Administration Guide.

Conventions
Fortinet technical documentation uses the conventions described below.

IP addresses

To avoid publication of public IP addresses that belong to Fortinet or any other
organization, the IP addresses used in Fortinet technical documentation are fictional and
follow the documentation guidelines specific to Fortinet. The addresses used are from the
private IP address ranges defined in RFC 1918: Address Allocation for Private Internets,
available at http://ietf.org/rfc/rfc1918.txt?number-1918.

Notes, Tips and Cautions

Fortinet technical documentation uses the following guidance and styles for notes, tips
and cautions.

@ Tip: Highlights useful additional information, often tailored to your workplace activity.

#* Note: Also presents useful information, but usually focused on an alternative, optional
method, such as a shortcut, to perform a step.

! Caution: Warns you about commands or procedures that could have unexpected or
undesirable results including loss of data or damage to equipment.
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Typographic conventions
Fortinet documentation uses the following typographical conventions:

Table 1: Typographical conventions in Fortinet technical documentation

Convention Example

Button, menu, text box, | From Minimum log level, select Notification.
field, or check box label

CLI input* config system dns
set primary <address ipvé4>
end
CLI output FGT-602803030703 # get system settings
comments : (null)
opmode : nat
Emphasis HTTP connections are not secure and can be intercepted by
a third party.
File content <HTML><HEAD><TITLE>Firewall

Authentication</TITLE></HEAD>
<BODY><H4>You must authenticate to use this
service.</H4>

Hyperlink Visit the Fortinet Technical Support web site,
https://support.fortinet.com.

Keyboard entry Type a name for the remote VPN peer or client, such as
Central Office 1.

Navigation Go to VPN > IPSEC > Auto Key (IKE).

Publication For details, see the FortiGate Administration Guide.

Command syntax conventions

The command line interface (CLI) requires that you use valid syntax, and conform to
expected input constraints. It will reject invalid commands.

For command syntax conventions such as braces, brackets, and command constraints
such as <address_ipv4>, see “Notation” on page 21.

Characteristics of XML threats

XML messages can be relatively large: many megabytes and thousands of packets.
Unstructured matching of elements in those messages is complex and CPU- and
memory-intensive. Because of the complexity of XML content, it is often not practical to
develop signatures for XML-specific attacks on a traditional firewall or UTM. This leads to
“zero day” vulnerabilities before attacks can be characterized and signatures developed.

FortiWeb units understand the XML protocol, and only allows XML operations that you
specifically allow. Table 2 lists several XML-related threats and describes how FortiWeb
units protect against them.
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Characteristics of XML threats

Table 2: XML-related threats

Technique

Description

Protection

FortiWeb

Schema
Poisoning

Manipulating the XML
Schema to alter processing
information

Protect against schema
poisoning by relying on
trusted WSDL documents
and XML Schema’s

Schema Poisoning option
in protection profile
prevents external
schemas references to
be used

XML
Parameter

Tampering

Injection of malicious
scripts or content into
request parameters

Validation of parameter
values to ensure they are
consistent with WSDL and
XML Schema specifications

Schema Validation in
protection profile

Inadvertent
XML DoS

Poorly encoded SOAP
messages causing the
application to fail

Content inspection ensures
SOAP messages are
constructed properly
according to WSDL, XML
Schema and intrusion
prevention rules

Schema Validation and
WSDL verification and
intrusion prevention rule
in protection profile.

WSDL
Scanning

Scanning the WSDL
interface can reveal
sensitive information about
invocation patterns,
underlying technology and
associated vulnerabilities

Web services cloaking
hides the web services true
location from consumers

WSDL scanning option
and ability to filter
services from WSDL on a
per IP / Time basis

Oversized
Payload

Sending oversized
messages to create an
XDoS attack

Inspect the payload and
enforce element,
document, and other
maximum payload
thresholds

XML documents are
checked with schema
and intrusion prevention
rule

Recursive
Payload

Sending mass amounts of
nested data to create an
XDoS attack against the
XML parser

Content inspection ensures
SOAP messages are
constructed properly
according to WSDL, XML
Schema, and other security
specifications

Intrusion prevention
definition

SQL
Injection

SQL Injection allows
commands to be executed
directly against the
database for unauthorized
disclosure and modification
of data

Rely on dirty word
searches, restrictive
context-sensitive filtering
and data validation
techniques

XML Profile option to filter
SQL transactions from
XML documents

External
Entity
Attack

An attack on an application
that parses XML input from
un-trusted sources (DTD
internal subset)

Suppress external URI
references to protect
against malicious data
sources and instructions;
rely on well-known and
certified URIs

Similar to Schema
Poisoning
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What's new

What’s new

The tables below list commands which have changed since the previous release, FortiWeb v3.3.1.

Command

Change

config server-policy allow-hosts
edit <protected-hosts name>

set default-action {allow | deny}

config host-list
set <protected-host index>

set action {allow | deny}

New field. Selects whether to allow or deny HTTP
requests whose Host : field does not match any of the
host entries in the group. Previously, non-matching
requests were denied.

New field. Selects whether to accept or deny HTTP
requests whose Host : field matches a specific host’s
definition in the protected servers group.

config server-policy policy
edit <policy name>
set ssl-client {enable | disable}

set ssl-server {enable | disable}

Renamed field ss1 to ssl-client.

New field. Enables the FortiWeb unit to connect to the
protected server(s) using SSL.

config system accprofile
edit <access-profile name>

set wadgrp {none | r | rw | w}

New field. Configures read, write, read-write, or no
access to the web site anti-defacement-related CLI
commands and tabs in the web-based manager.

config system bridge
edit <bridge name>

set stp <enable | disable>

New field. Enables or disables spanning-tree protocol
(STP) for the bridge.

config system ha

Behavior change. HA support for offline detection mode
and transparent mode has been discontinued. If you
have configured an HA group in offline detection or
transparent mode, the primary unit will revert to a
standalone unit. Because this change will therefore not
be synchronized, you must manually revert the backup
unit to a standalone unit.

config wad website

New command. Configures web site defacement
detection and automatic restoration.

config waf robot-control
edit <robot-control name>

set allow-robot <robot-group name>

Parameter change. Field now takes a reference to a
robot control group. Previously, it took an option set.

config waf web-protection-profile
autolearning-profile

Behavior change. Profile can now be used in all three
operation modes. Previously, auto-learning profiles
could only be used in inline protection or offline
detection modes.

config waf web-robot

New command. Configures groups of well-known
robots that can be selected in a robot control sensor.
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Connecting to the CLI

Using the CLI

The command line interface (CLI) is an alternative to the web-based manager.

Both can be used to configure the FortiWeb unit. However, to perform the configuration, in
the web-based manager, you would use buttons, icons, and forms, while, in the CLI, you
would either type lines of text that are commands, or upload batches of commands from a
text file, like a configuration script.

If you are new to Fortinet products, or if you are new to the CLlI, this section can help you
to become familiar.

This section contains the following topics:
* Connecting to the CLI

+ Command syntax

* Sub-commands

* Permissions

* Tips and tricks

Connecting to the CLI

You can access the CLI in two ways:
* Locally — Connect your computer directly to the FortiWeb unit’'s console port.

+ Through the network — Connect your computer through any network attached to one
of the FortiWeb unit’s network ports. The network interface must have enabled Telnet
or SSH administrative access if you will connect using an SSH/Telnet client, or
HTTP/HTTPS administrative access if you will connect using the CLI Console widget in
the web-based manager.

Local access is required in some cases.

+ If you are installing your FortiWeb unit for the first time and it is not yet configured to
connect to your network, unless you reconfigure your computer’s network settings for a
peer connection, you may only be able to connect to the CLI using a local serial
console connection. See the FortiWeb Administration Guide.

» Restoring the firmware utilizes a boot interrupt. Network access to the CLI is not
available until after the boot process has completed, and therefore local CLI access is
the only viable option.

Before you can access the CLI through the network, you usually must enable SSH and/or
Telnet on the network interface through which you will access the CLI.

This section includes the following:

« Connecting to the CLI using a local console

» Enabling access to the CLI through the network (SSH or Telnet)
» Connecting to the CLI using SSH

» Connecting to the CLI using Telnet
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Connecting to the CLI using a local console
Local console connections to the CLI are formed by directly connecting your management
computer or console to the FortiWeb unit, using its DB-9 console port.
Requirements
* a computer with an available serial communications (COM) port
« the null modem cable included in your FortiWeb package
» terminal emulation software such as HyperTerminal for Microsoft Windows

¥ Note: The following procedure describes connection using Microsoft HyperTerminal
software; steps may vary with other terminal emulators.

To connect to the CLI using a local serial console connection

1 Using the null modem cable, connect the FortiWeb unit’s console port to the serial
communications (COM) port on your management computer.

On your management computer, start HyperTerminal.
3 On Connection Description, enter a Name for the connection, and select OK.

On Connect To, from Connect using, select the communications (COM) port where you
connected the FortiWeb unit.

5 Select OK.
6 Select the following Port settings and select OK.

Bits per second 9600
Data bits 8
Parity None
Stop bits 1
Flow control None

7 Press Enter to connect to the CLI.
The login prompt appears.
8 Type a valid administrator account name (such as admin) and press Enter.

Type the password for that administrator account and press Enter. (In its default state,
there is no password for the admin account.)

The CLI displays the following text:
Welcome!
Type ? to list available commands.

You can now enter CLI commands, including configuring access to the CLI through
SSH or Telnet. For details, see “Enabling access to the CLI through the network (SSH
or Telnet)” on page 16.

Enabling access to the CLI through the network (SSH or Telnet)

SSH or Telnet access to the CLI is formed by connecting your computer to the FortiWeb
unit using one of its RJ-45 network ports. You can either connect directly, using a peer
connection between the two, or through any intermediary network.
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# Note: If you do not want to use an SSH/Telnet client and you have access to the web-
based manager, you can alternatively access the CLI through the network using the CL/
Console widget in the web-based manager. For details, see the FortiWeb Administration
Guide.

You must enable SSH and/or Telnet on the network interface associated with that physical
network port. If your computer is not connected directly or through a switch, you must also
configure the FortiWeb unit with a static route to a router that can forward packets from the
FortiWeb unit to your computer.

You can do this using either:
» alocal console connection (see the following procedure)
» the web-based manager (see theFortiWeb Administration Guide)

Requirements

* a computer with an available serial communications (COM) port and RJ-45 port
+ terminal emulation software such as HyperTerminal for Microsoft Windows

* the null modem cable included in your FortiWeb package

* anetwork cable

» prior configuration of the operating mode, network interface, and static route (for
details, see the FortiWeb Administration Guide)

To enable SSH or Telnet access to the CLI using a local console connection

1 Using the network cable, connect the FortiWeb unit's network port either directly to
your computer’s network port, or to a network through which your computer can reach
the FortiWeb unit.

Note the number of the physical network port.

3 Using a local console connection, connect and log into the CLI. For details, see
“Connecting to the CLI using a local console” on page 16.
4 Enter the following command:

config system interface
edit <interface str>
set allowaccess <protocols list>
next
end

where:

* <interface_ str> is the name of the network interface associated with the
physical network port and containing its number, such as port1l

* <protocols list> is the complete, space-delimited list of permitted
administrative access protocols, such as https ssh telnet

For example, to exclude HTTP, HTTPS, SNMP, and PING, and allow only SSH and
Telnet administrative access on port1:

set system interface portl config allowaccess ssh telnet

| Caution: Telnet is not a secure access method. SSH should be used to access the CLI
from the Internet or any other untrusted network.
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5

To confirm the configuration, enter the command to display the network interface’s
settings.

get system interface <interface str>

The CLI displays the settings, including the allowed administrative access protocols,
for the network interfaces.

To connect to the CLI through the network interface, see “Connecting to the CLI using
SSH” on page 18 or “Connecting to the CLI using Telnet” on page 19.

Connecting to the CLI using SSH

Once the FortiWeb unit is configured to accept SSH connections, you can use an SSH
client on your management computer to connect to the CLI.

Secure Shell (SSH) provides both secure authentication and secure communications to
the CLI.

Note: FortiWeb units support 3DES and Blowfish encryption algorithms for SSH.

Before you can connect to the CLI using SSH, you must first configure a network interface
to accept SSH connections. For details, see “Enabling access to the CLI through the
network (SSH or Telnet)” on page 16.

Note: The following procedure uses PuTTY. Steps may vary with other SSH clients.

To connect to the CLI using SSH

1
2

On your management computer, start an SSH client.

In Host Name (or IP Address), type the IP address of a network interface on which you
have enabled SSH administrative access.

In Port, type 22.

From Connection type, select SSH.

Select Open.

The SSH client connects to the FortiWeb unit.

The SSH client may display a warning if this is the first time you are connecting to the
FortiWeb unit and its SSH key is not yet recognized by your SSH client, or if you have
previously connected to the FortiWeb unit but it used a different IP address or SSH key.
If your management computer is directly connected to the FortiWeb unit with no
network hosts between them, this is normal.

Click Yes to verify the fingerprint and accept the FortiWeb unit's SSH key. You will not
be able to log in until you have accepted the key.

The CLI displays a login prompt.
Type a valid administrator account name (such as admin) and press Enter.
Type the password for this administrator account and press Enter.

¢ Note: If three incorrect login or password attempts occur in a row, you will be disconnected.

Wait one minute, then reconnect to attempt the login again.
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The FortiWeb unit displays a command prompt (its host name followed by a #) .
You can now enter CLI commands.

Connecting to the CLI using Telnet

Once the FortiWeb unit is configured to accept Telnet connections, you can use a Telnet
client on your management computer to connect to the CLI.

| Caution: Telnet is not a secure access method. SSH should be used to access the CLI
from the Internet or any other untrusted network.

Before you can connect to the CLI using Telnet, you must first configure a network
interface to accept SSH connections. For details, see “Enabling access to the CLI through
the network (SSH or Telnet)” on page 16.

To connect to the CLI using Telnet

1 On your management computer, start a Telnet client.

2 Connect to a FortiWeb network interface on which you have enabled Telnet.
3 Type a valid administrator account name (such as admin) and press Enter.
4 Type the password for this administrator account and press Enter.

* Note: If three incorrect login or password attempts occur in a row, you will be disconnected.
Wait one minute, then reconnect to attempt the login again.

The FortiWeb unit displays a command prompt (its host name followed by a #) .
You can now enter CLI commands.

Command syntax

When entering a command, the command line interface (CLI) requires that you use valid
syntax, and conform to expected input constraints. It will reject invalid commands.

Fortinet documentation uses the following conventions to describe valid command syntax

Terminology
Each command line consists of a command word that is usually followed by words for the
configuration data or other specific item that the command uses or affects:

get system admin

To describe the function of each word in the command line, especially if that nature has
changed between firmware versions, Fortinet uses terms with the following definitions.
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Figure 1: Command syntax terminology

Command Subcommand Object

e

config/system interfy Table
edit <port name> /Option
set status {up | down}

set ip <interface ipv4mask>

next \

end

Field Value

command — A word that begins the command line and indicates an action that the
FortiWeb unit should perform on a part of the configuration or host on the network,
such as config or execute. Together with other words, such as fields or values, that
end when you press the Enter key, it forms a command line. Exceptions include multi-
line command lines, which can be entered using an escape sequence. (See “Shortcuts
and key commands” on page 28.)

Valid command lines must be unambiguous if abbreviated. (See “Command
abbreviation” on page 28.) Optional words or other command line permutations are
indicated by syntax notation. (See “Notation” on page 21.)

Note: This CLI Reference is organized alphabetically by object for the config command,

and by the name of the command for remaining top-level commands.

sub-command — A kind of command that is available only when nested within the
scope of another command. After entering a command, its applicable sub-commands
are available to you until you exit the scope of the command, or until you descend an
additional level into another sub-command. Indentation is used to indicate levels of
nested commands. (See “Indentation” on page 21.)

Not all top-level commands have sub-commands. Available sub-commands vary by
their containing scope. (See “Sub-commands” on page 23.)

object — A part of the configuration that contains tables and/or fields. Valid command
lines must be specific enough to indicate an individual object.

table — A set of fields that is one of possibly multiple similar sets which each have a
name or number, such as an administrator account, policy, or network interface. These
named or numbered sets are sometimes referenced by other parts of the configuration
that use them. (See “Notation” on page 21.)

field — The name of a setting, such as ip or hostname. Fields in some tables must
be configured with values. Failure to configure a required field will result in an invalid
object configuration error message, and the FortiWeb unit will discard the invalid table.

value — A number, letter, IP address, or other type of input that is usually your
configuration setting held by a field. Some commands, however, require multiple input
values which may not be named but are simply entered in sequential order in the same
command line. Valid input types are indicated by constraint notation. (See “Notation”
on page 21.)

option — A kind of value that must be one or more words from a fixed set of options.
(See “Notation” on page 21.)
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Indentation

Indentation indicates levels of nested commands, which indicate what other sub-
commands are available from within the scope.
For example, the edit sub-command is available only within a command that affects
tables, and the next sub-command is available only from within the edi t sub-command:
config system interface
edit portl
set status up
next
end

For information about available sub-commands, see “Sub-commands” on page 23.

Notation

Brackets, braces, and pipes are used to denote valid permutations of the syntax.
Constraint notations, such as <address ipv4>, indicate which data types or string
patterns are acceptable value input.

Table 3: Command syntax notation

Convention Description

Square brackets [ ] A non-required word or series of words. For example:

[verbose {1 | 2 | 3}]

indicates that you may either omit or type both the verbose word and
its accompanying option, such as:

verbose 3
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Table 3: Command syntax notation

Angle brackets < > A word constrained by data type.

To define acceptable input, the angled brackets contain a descriptive

name followed by an underscore () and suffix that indicates the

valid data type. For example:

<retries_int>

indicates that you should enter a number of retries, such as 5.

Data types include:

+ <xxx name>: A name referring to another part of the
configuration, such as policy A.

* <xxx_index>: Anindex number referring to another part of the
configuration, such as 0 for the first static route.

* <xxx _pattern>: Aregular expression or word with wild cards
that matches possible variations, such as *@example.com to
match all email addresses ending in @Gexample. com.

+ <xxx_fqgdn>: A fully qualified domain name (FQDN), such as
mail.example.com.

* <xxx_email>:An email address, such as
admin@mail.example.com.

e <xxx_ipv4>: AnIPv4 address, suchas 192.168.1.99.

+  <xxx_ v4dmask>: A dotted decimal IPv4 netmask, such as
255.255.255.0.

* <xxx_ipvédmask>: A dotted decimal IPv4 address and netmask
separated by a space, such as
192.168.1.99 255.255.255.0.

* <xxx_ipv4/mask>: A dotted decimal IPv4 address and CIDR-
notation netmask separated by a slash, such as such as
192.168.1.99/24.

* <xxx_ ipv4range>: A hyphen ( - )-delimited inclusive range of
IPv4 addresses, suchas 192.168.1.1-192.168.1.255.

+ <xxx_ipv6>: A colon( : )-delimited hexadecimal IPv6 address,
such as 3f2e:6a8b:78a3:0d82:1725:6a2f:0370:6234.

* <xxx vémask>: An IPv6 netmask, such as /96.

* <xxx_ipveémask>: A dotted decimal IPv6 address and netmask
separated by a space.

+ <xxx_str>! A string of characters that is not another data type,
such as P@sswOrd. Strings containing spaces or special
characters must be surrounded in quotes or use escape
sequences. See “Special characters” on page 29.

* <xxx_int>: Aninteger number that is not another data type,
such as 15 for the number of minutes.

Curly braces { } A word or series of words that is constrained to a set of options
delimited by either vertical bars or spaces.

You must enter at least one of the options, unless the set of options is
surrounded by square brackets [ ].

Options delimited | Mutually exclusive options. For example:
by vertical bars | | {enable | disable}

indicates that you must enter either enable or disable, but must
not enter both.

Options delimited | Non-mutually exclusive options. For example:

by spaces {http https ping snmp ssh telnet}

indicates that you may enter all or a subset of those options, in any
order, in a space-delimited list, such as:

ping https ssh

Note: To change the options, you must re-type the entire list. For
example, to add snmp to the previous example, you would type:
ping https snmp ssh

If the option adds to or subtracts from the existing list of options,

instead of replacing it, or if the list is comma-delimited, the exception
will be noted.
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Sub-commands

Once you have connected to the CLI, you can enter commands.
Each command line consists of a command word that is usually followed by words for the
configuration data or other specific item that the command uses or affects:
get system admin
Sub-commands are available from within the scope of some commands.When you enter a

sub-command level, the command prompt changes to indicate the name of the current
command scope. For example, after entering:

config system admin
the command prompt becomes:
(admin) #

Applicable sub-commands are available to you until you exit the scope of the command,
or until you descend an additional level into another sub-command.

For example, the edit sub-command is available only within a command that affects
tables; the next sub-command is available only from within the edit sub-command:
config system interface
edit portl
set status up
next
end

¥ Note: Sub-command scope is indicated in this CLI Reference by indentation. See
“Indentation” on page 21.

Available sub-commands vary by command.From a command prompt within config, two
types of sub-commands might become available:

+ commands affecting fields
« commands affecting tables

available sub-commands. However, when nested scope is demonstrated, you should

Note: Syntax examples for each top-level command in this CLI Reference do not show all
a assume that sub-commands applicable for that level of scope are available.
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Table 4: Commands for tables

delete Remove a table from the current object.

<table> For example, in config system admin, you could delete an
administrator account named newadmin by typing delete
newadmin and pressing Enter. This deletes newadmin and all its
fields, such as newadmin’s first-name and email-address.

delete is only available within objects containing tables.

edit <table> | Create or edit a table in the current object.

For example, in config system admin:

» edit the settings for the default admin administrator account by
typing edit admin.

* add a new administrator account with the name newadmin and edit
newadmin‘s settings by typing edit newadmin.

edit is an interactive sub-command: further sub-commands are
available from within edit.

edit changes the prompt to reflect the table you are currently editing.
edit is only available within objects containing tables.

end Save the changes to the current object and exit the config command.
This returns you to the top-level command prompt.
get List the configuration of the current object or table.
* In objects, get lists the table names (if present), or fields and their
values.

* In atable, get lists the fields and their values.
For more information on get commands, see “get” on page 207.

purge Remove all tables in the current object.

For example, in config forensic user, you could type get to see
the list of user names, then type purge and then y to confirm that you
want to delete all users.

purge is only available for objects containing tables.

Caution: Back up the FortiWeb unit before performing a purge.
purge cannot be undone. To restore purged tables, the configuration
must be restored from a backup. For details, see execute backup.
Caution: Do not purge system interface or system admin
tables. purge does not provide default tables. This can result in being
unable to connect or log in, requiring the FortiWeb unit to be formatted
and restored.

rename Rename a table.
<table> to For example, in config system admin, you could rename admin3
<table> to fwadmin by typing rename admin3 to fwadmin.

rename is only available within objects containing tables.

show Display changes to the default configuration. Changes are listed in the
form of configuration commands.

For more information on get commands, see “show” on page 217.

Example of table commands
From within the system admin object, you might enter:
edit admin 1
The CLI acknowledges the new table, and changes the command prompt to show that you
are now within the admin 1 table:

new entry 'admin 1' added
(admin 1) #
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Table 5: Commands for fields

abort

Exit both the edit and/or config commands without saving the fields.

end

Save the changes made to the current table or object fields, and exit
the config command. (To exit without saving, use abort instead.)

get

List the configuration of the current object or table.

* In objects, get lists the table names (if present), or fields and their
values.

* In atable, get lists the fields and their values.

next

Save the changes you have made in the current table’s fields, and exit
the edit command to the object prompt. (To save and exit completely
to the root prompt, use end instead.)

next is useful when you want to create or edit several tables in the
same object, without leaving and re-entering the config command
each time.

next is only available from a table prompt; it is not available from an
object prompt.

set <field>
<value>

Set a field’s value.

For example, in config system admin, after typing edit admin
you could type set password newpass to change the password of
the admin administrator to newpass.

Note: When using set to change a field containing a space-delimited
list, type the whole new list. For example, set <field>
<new-value> will replace the list with the <new-value> rather than
appending <new-value> to the list.

show

Display changes to the default configuration. Changes are listed in the
form of configuration commands.

unset
<field>

Reset the table or object’s fields to default values.

For example, in config system admin, after typing edit admin,
typing unset password resets the password of the admin
administrator account to the default (in this case, no password).

Example of field commands

From within the admin_1 table, you might enter:
set password mylstExamplePassword

to assign the value mylstExamplePassword to the password field. You might then
enter the next command to save the changes and edit the next administrator’s table.

Permissions

Depending on the account that you use to log in to the FortiWeb unit, you may not have
complete access to all CLI commands or areas of the web-based manager.

Access profiles control which commands and areas an administrator account can access.

Access profiles assign either read, write, or no access to each area of the FortiWeb
software. To view configurations, you must have read access. To make changes, you
must have write access. For more information on configuring an access profile that
administrator accounts can use, see “config system accprofile” on page 87.
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Table 6: Areas of control in access profiles

Access control area name Grants access to

In the web-based In the CLI (For each config command, there is an equivalent

manager get/show command, unless otherwise noted.
config access requires write permission.

get/show access requires read permission.)

Admin Users admingrp System > Admin except Settings tab

config system admin
config system accprofile

Autolearn Configuration | learngrp Auto Learn and Web Protection >

Web Protection Profile > Auto Learning Profile

Note: Because generating an auto-learning profile
also generates its required components, this area also
confers Write permission to those components in the
Web Protection Configuration area.

config waf web-protection-profile
autolearning-profile

Note: Because generating an auto-learning profile
also generates its required components, this area also
confers Write permission to those components in the
wafgrp area.

Log & Report loggrp Log&Report

config alertemail
config log
config system alertemail

Maintenance mntgrp System > Maintenance except System Time tab

diagnose sys

execute backup
execute factoryreset
execute reboot
execute restore
execute shutdown

Network Configuration |netgrp System > Network > Interface
System > Network > Bridge

config system interface
config system bridge

Router Configuration routegrp Router

config router
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Table 6: Areas of control in access profiles

System Configuration

Sysgrp

System except Network > Interface, Admin >
Administrators, Admin > Access Profile,

Maintenance > Backup & Restore, and Maintenance >
Update Signature tabs

config system exceptaccprofile, admin,
interface, and alertemail

diagnose ip ...
diagnose sniffer ...
execute date ...
execute ping ...
ping-options
traceroute ...
time ...

execute
execute
execute
get system exceptaccprofile, admin,
interface,and alertemail

get router all

Server Policy
Configuration

traroutegrp

Server Policy

config server-policy

Web Anti-Defacement
Management

wadgrp

Web Anti-Defacement

config wad website

Web Protection
Configuration

wafgrp

Web Protection except Web Protection Profile > Auto
Learning Profile

config waf except web-protection-profile
autolearning-profile

XML Protection
Configuration

xmlgrp

XML Protection

config xml-protection

Unlike other administrator accounts, the administrator account named admin exists by
default and cannot be deleted. The admin administrator account is similar to a root
administrator account. This administrator account always has full permission to view and
change all FortiWeb configuration options, including viewing and changing all other
administrator accounts. Its name and permissions cannot be changed. It is the only
administrator account that can reset another administrator’s password without being
required to enter that administrator’s existing password.

of your FortiWeb unit.

Caution: Set a strong password for the admin administrator account, and change the
password regularly. By default, this administrator account has no password. Failure to
maintain the password of the admin administrator account could compromise the security

For complete access to all commands, you must log in with the administrator account

named admin.

Tips and tricks

Basic features and characteristics of the CLI environment provide support and ease of use

for many CLI tasks.

This section includes:

* Help

» Shortcuts and key commands

«  Command abbreviation
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* Environment variables

» Special characters

+ Language support & regular expressions
» Screen paging

+ Baudrate

Editing the configuration file on an external host

Help
To display brief help during command entry, press the question mark (?) key.

» Press the question mark (?) key at the command prompt to display a list of the
commands available and a description of each command.

» Type a word or part of a word, then press the question mark (?) key to display a list of
valid word completions or subsequent words, and to display a description of each.

Shortcuts and key commands

Table 7: Shortcuts and key commands

Action Keys

List valid word completions or subsequent words. ?

If multiple words could complete your entry, display all possible
completions with helpful descriptions of each.

Complete the word with the next available match. Tab

Press the key multiple times to cycle through available matches.

Recall the previous command. Up arrow, or

Command memory is limited to the current session. Ctrl +P

Recall the next command. Down arrow, or
Ctrl+ N

Move the cursor left or right within the command line. Left or Right
arrow

Move the cursor to the beginning of the command line. Ctrl + A

Move the cursor to the end of the command line. Ctrl+ E

Move the cursor backwards one word. Ctrl+B

Move the cursor forwards one word. Ctrl+F

Delete the current character. Ctrl+D

Abort current interactive commands, such as when entering multiple Ctrl+C
lines.

If you are not currently within an interactive command such as config
or edit, this closes the CLI connection.

Continue typing a command on the next line for a multi-line command. |\ then Enter
For each line that you want to continue, terminate it with a

backslash (\ ). To complete the command line, terminate it by pressing
the spacebar and then the Enter key, without an immediately preceding
backslash.

Command abbreviation

You can abbreviate words in the command line to their smallest number of
non-ambiguous characters.

For example, the command get system status could be abbreviatedto g sy st.
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Environment variables

The CLI supports the following environment variables. Variable names are case-sensitive.

$USERFROM  The management access type (ssh, telnet, jsconsole for the CL/ Console
widget in the web-based manager, and so on) and the IP address of the
administrator that configured the item.

$USERNAME  The account name of the administrator that configured the item.

$SerialNum The serial number of the FortiWeb unit.

For example, the FortiWeb unit’'s host name can be set to its serial number.
config system global
set hostname $SerialNum
end
As another example, you could log in as admin1, then configure a restricted secondary
administrator account for yourself named admin2, whose first-name is adminl to
indicate that it is another of your accounts:
config system admin
edit admin?
set first-name SUSERNAME

Special characters

The characters <, >, (,), #, ', and “ are not permitted in most CLI fields. These characters
are special characters, sometimes also called reserved characters.

You may be able to enter a special character as part of a string’s value by using a special
command, enclosing it in quotes, or preceding it with an escape sequence — in this case,
a backslash (\ ) character.

Table 8: Entering special characters

Character Keys

? Ctrl + V then ?

Tab Ctrl +V then Tab

Space Enclose the string in quotation marks: "Security Administrator".
(to be Enclose the string in single quotes: 'Security Administrator'.

interpreted as | Precede the space with a backslash: Security\ Administrator.
part of a string

value, notto end
the string)

L} \I
(to be
interpreted as
part of a string
value, notto end
the string)

n \ll
(to be
interpreted as
part of a string
value, notto end
the string)

\ \\
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Language support & regular expressions

Characters such as i, é, symbols, and ideographs are sometimes acceptable input.
Support varies by the nature of the item being configured. CLI commands, objects, field
names, and options must use their exact ASCII characters, but some items with arbitrary
names or values may be input using your language of choice.

For example, the host name must not contain special characters, and so the web-based
manager and CLI will not accept most symbols and other non-ASCII encoded characters
as input when configuring the host name. This means that languages other than English
often are not supported. However, some configuration items, such as names and
comments, may be able to use the language of your choice.

To use other languages in those cases, you must use the correct encoding.

Input is stored using Unicode UTF-8 encoding, but is not normalized from other encodings
into UTF-8 before it is stored. If your input method encodes some characters differently
than in UTF-8, your configured items may not display or operate as expected.

Regular expressions are especially impacted. Matching uses the UTF-8 character
values. If you enter a regular expression using another encoding, or if an HTTP
client sends a request in an encoding other than UTF-8, matches may not be what
you expect.

For example, with Shift-JIS, backslashes (\ ) could be inadvertently interpreted as yen
symbols ( ¥ ) and vice versa. A regular expression intended to match HTTP requests
containing money values with a yen symbol therefore may not work it if the symbol is
entered using the wrong encoding.

For best results, you should:
» use UTF-8 encoding, or

» use only the characters whose numerically encoded values are the same in UTF-8,
such as the US-ASCII characters that are also encoded using the same values in
ISO 8859-1, Windows code page 1252, Shift-JIS and other encodings, or

« for regular expressions that must match HTTP requests, use the same encoding as
your HTTP clients

vary by the client’s operating system or input language. If you cannot predict the client’s
encoding, you may only be able to match any parts of the request that are in English,
because regardless of the encoding, the values for English characters tend to be encoded
identically. For example, English words may be legible regardless of interpreting a web
page as either ISO 8859-1 or as GB2312, whereas simplified Chinese characters might
only be legible if the page is interpreted as GB2312.

I: Note: HTTP clients may send requests in encodings other than UTF-8. Encodings usually

In order to configure your FortiWeb unit using other encodings, you may need to switch
language settings on your management computer, including for your web browser or
Telnet/SSH client. For instructions on how to configure your management computer’s
operating system language, locale, or input method, see its documentation.

verify that all systems interacting with the FortiWeb unit also support the same encodings.
You should also use the same encoding throughout the configuration if possible in order to
avoid needing to switch the language settings of your web browser or Telnet/SSH client
while you work.

I: Note: If you choose to configure parts of the FortiWeb unit using non-ASCII characters,
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Similarly to input, your web browser or CLI client should usually interpret display output as
encoded using UTF-8. If it does not, your configured items may not display correctly in the
web-based manager or CLI. Exceptions include items such as regular expressions that
you may have configured using other encodings in order to match the encoding of HTTP
requests that the FortiWeb unit receives.

To enter non-ASCII characters in the CLI Console widget

1

a b WODN

On your management computer, start your web browser and go to the URL for the
FortiWeb unit's web-based manager.

Configure your web browser to interpret the page as UTF-8 encoded.
Log in to the FortiWeb unit.

Go to System > Status > Status.

In title bar of the CL/ Console widget, click Edit.

The Console Preferences window appears in a pop-up window.
Enable Use external command input box.

Click OK.

The Command field appears below the usual input and display area of the CL/ Console
widget.

In Command, type a command.

Figure 2: Entering encoded characters (CLI Console widget)

{€} CLI Console {connected)

Command | set first-namea g

Press Enter.

In the display area, the CL/ Console widget displays your previous command
interpreted into its character code equivalent, such as:

edit \743\601\613\743\601\652
and the command’s output.

To enter non-ASCII characters in a Telnet/SSH client

On your management computer, start your Telnet or SSH client.

Configure your Telnet or SSH client to send and receive characters using UTF-8
encoding the encoding.

Support for sending and receiving international characters varies by each Telnet/SSH
client. Consult the documentation for your Telnet/SSH client.

Log in to the FortiWeb unit.
At the command prompt, type your command and press Enter.
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Figure 3: Entering encoded characters (PuTTY)

{admin)# edit 0

You may need to surround words that use encoded characters with single quotes (').

Depending on your Telnet/SSH client’s support for your language’s input methods and
for sending international characters, you may need to interpret them into character
codes before pressing Enter.

For example, you might need to enter:
edit '\743\601\613\743\601\652"
5 The CLI displays your previous command and its output.

Screen paging

Baud rate

You can configure the CLI to, when displaying multiple pages’ worth of output, pause after
displaying each page’s worth of text. When the display pauses, the last line displays
--More--. You can then either:

* Press the spacebar to display the next page.

» Type 0 to truncate the output and return to the command prompt.

This may be useful when displaying lengthy output, such as the list of possible matching
commands for command completion, or a long list of settings. Rather than scrolling
through or possibly exceeding the buffer of your terminal emulator, you can simply display
one page at a time.

To configure the CLI display to pause when the screen is full:

config system console
set output more
end

For more information, see “config system console” on page 95.

You can change the default baud rate of the local console connection. For more
information, see “config system console” on page 95.

Editing the configuration file on an external host

You can edit the FortiWeb configuration on an external host by first backing up the
configuration file to a TFTP server. Then edit the configuration file and restore it to the
FortiWeb unit.

Editing the configuration on an external host can be time-saving if you have many
changes to make, especially if your plain text editor provides advanced features such as
batch changes.
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Using the CLI Tips and tricks

To edit the configuration on your computer

1 Use execute backup to download the configuration file to a TFTP server, such as
your management computer.

2 Edit the configuration file using a plain text editor that supports Unix-style line endings.

character) contains information about the firmware version and FortiWeb model. If you
change the model number, the FortiWeb unit will reject the configuration file when you
attempt to restore it.

i Caution: Do not edit the first line. The first line(s) of the configuration file (preceded by a #

3 Useexecute restore to upload the modified configuration file back to the FortiWeb
unit.

The FortiWeb unit downloads the configuration file and checks that the model
information is correct. If it is, the FortiWeb unit loads the configuration file and checks
each command for errors. If a command is invalid, the FortiWeb unit ignores the
command. If the configuration file is valid, the FortiWeb unit restarts and loads the new
configuration.
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Using the CLI
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config

config

config commands configure your FortiWeb unit’s settings.

This chapter describes the following commands:

config alertemail filter

config alertemail setting
config log disk filter

config log disk setting

config log memory filter
config log memory setting
config log reports

config log syslogd filter

config log syslogd setting
config log syslogd2 filter
config log syslogd?2 setting
config log syslogda3 filter
config log syslogd3 setting
config router static

config server-policy allow-hosts
config server-policy certificate
config server-policy health

config server-policy pattern data-
type-group

config server-policy pattern
suspicious-url-rule

config server-policy policy
config server-policy pserver
config server-policy pservers

config server-policy service custom

config server-policy vserver
config system accprofile

o

config system admin

config system alertemail
config system bridge

config system console

config system dns

config system dos-prevention
config system global

config system ha

config system interface
config system report-lang
config system settings

config system snmp community
config system snmp sysinfo
config wad website

config waf allow-method-
exceptions

config waf black-ipaddress-list
config waf black-page-rule
config waf brute-force-login

config waf hidden-fields-
protection

config waf hidden-fields-rule
config waf input-rule
config waf page-access-rule

config waf parameter-validation-
rule

config waf robot-control
config waf server-protection-rule
config waf start-pages

config waf web-protection-profile
autolearning-profile

config waf web-protection-profile
inline-protection

config waf web-protection-profile
offline-detection

config waf web-robot
config waf white-page-rule
config xml-protection filter-rule

config xml-protection intrusion-
prevention-rule

config xml-protection key-file

config xml-protection key-
management

config xml-protection period-time
onetime

config xml-protection period-time
recurring

config xml-protection schema-
files

config xml-protection web-
service

config xml-protection web-
service-group

config xml-protection wsdl-
content-routing-table

config xml-protection xml-
protection-profile

Note: Although not usually explicitly shown in each config command’s “Syntax? section,
for all config commands, there are related get and show commands which display that
part of the configuration, either in the form of a list of settings and values, or commands that

are required to achieve that configuration from the firmware’s default state, respectively.
get and show commands use the same syntax as their related config command, unless

otherwise mentioned.
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alertemail filter

Use this command to configure which types and severities of log messages will cause the FortiWeb unit to
send an alert message to the email address(es) configured in config alertemail setting, using the SMTP
relay configured in config system alertemail.

Alert email are email messages that alert administrators or other personnel when an alert condition occurs,
such as a system failure or network attack.

If the alert condition continues to occur, the FortiWeb unit will send only one alert email for each configured
interval following the initial alert condition.

For example, you might configure the FortiWeb unit to send only one alert message for each 15-minute
interval after warning-level log messages begin to be recorded. In that case, if the alert condition continues
to occur for 35 minutes after the first warning-level log message, the FortiWeb unit would send a total of
three alert email messages, no matter how many warning-level log messages were recorded during that
period of time.

Intervals are configured separately for each severity level of log message. For more information on the
severity levels of log messages, see “config alertemail setting” on page 38.

To be able to use this command, in your administrator account’s access control profile, you must have
either w or rw permission to the 1oggrp area. For more information, see “Permissions” on page 25.

config

Syntax
config alertemail filter
set attack {enable | disable}
set event {enable | disable}
set severity {alert | critical | debug | emergency | error | information |
notification | warning}
end
Variable Description Default
attack Enable to generate an alert email when the FortiWeb unit records a log enable
{enable | disable} |Mmessage of the attack type.
The log message must also meet or exceed the severity level configured in
severity {alert | critical | debug | emergency | error |
information | notification | warning}.
event Enable to generate an alert email when the FortiWeb unit records a log disable
{enable | disable) |Mmessage of the system event type.
The log message must also meet or exceed the severity level configured in
severity {alert | critical | debug | emergency | error |
information | notification | warning}
severity {alert | Type the severity level that a log message must meet or exceed in orderto |alert
critical | debug | |cause the FortiWeb unitto send an alert email.
emergency | error | |You can configure the frequency with which the FortiWeb unit will send
. . additional alert email if log messages meeting or exceeding this severity
information | . o 4
o - level continue to be generated after the initial log message is recorded. For
notification | details, see “config alertemail setting” on page 38.
warning}
Example

This example enables alert email when either a system event or attack log message more severe than a
notification is logged. As long as events continue to trigger notification-level log messages, the FortiWeb
unit will send an alert email every 10 minutes. (Log messages of other severity levels will trigger alert email
at their default intervals.)
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config alertemail filter

Alert email will be sent to adminGexample.com from fortiweb@example.com, using the SMTP relay
(sometimes also called a mail exchanger, or MX) mail.example.com, which requires authentication.
The FortiWeb unit will authenticate as fortiweb when connecting to the SMTP server.

When the configuration is complete, the administrator would log in to the web-based manager to send a
sample alert email to test the configuration and the email system, verifying the complete path between the
FortiWeb unit and the inbox for the email account adminRexample. com.
config system alertemail
set server mail.example.com
set authenticate enable
set username fortiweb
set password fortiWebP@sswOrd
end
config alertemail setting
set username fortiweb@example.com
set mailto admin@ecample.com
set notification-level 10
end
config alertemail filter
set attack enable
set event enable
set severity notification
end

History

FortiWeb v3.2.0 New.

Related topics

« config alertemail setting
» config system alertemail
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config

alertemail setting

Use this command to configure the recipient email address(es) of alert email, the sender email address of
the alert email, and the interval between each additional alert after the initial one while the FortiWeb unit
continues to trigger additional alerts.

Intervals are configured separately by log message severity level.

%

Tip: Alternatively, to receive notice when events occur, you could configure SNMP traps.
For details, see “config system snmp community” on page 112.

To be able to use this command, in your administrator account’s access control profile, you must have
either w or rw permission to the 1oggrp area. For more information, see “Permissions” on page 25.

Syntax

config alertemail setting
set alert-interval <minutes_ int>

set critical-interval <minutes int>

set debug-interval <minutes_ int>

set emergency-interval <minutes_ int>

set error-interval <minutes_ int>

set information-interval <minutes int>
set mailtol <recipient email>

[set mailto2 <recipient email>]

[set mailto3 <recipient email>]

set notification-interval <minutes int>
set username <auth str>

set warning-interval <minutes int>

end
Variable Description Default
alert-interval Type the interval in minutes between each alert email message that the 2
<minutes int> FortiWeb unit will send after the initial alert email, as long as events whose
- severity level is alert continue to occur, triggering additional alert email.
critical-interval Type the interval in minutes between each alert email message that the 3
<minutes int> FortiWeb unit will send after the initial alert email, as long as events whose
- severity level is critical continue to occur, triggering additional alert email.
debug-interval Type the interval in minutes between each alert email message that the 60
<minutes int> FortiWeb unit will send after the initial alert email, as long as events whose
- severity level is debug continue to occur, triggering additional alert email.
emergency-interval |Type the interval in minutes between each alert email message that the 1
<minutes int> FortiWeb unit will send after the initial alert email, as long as events whose
- severity level is emergency continue to occur, triggering additional alert
email.
error—interval Type the interval in minutes between each alert email message that the 5
<minutes int> FortiWeb unit will send after the initial alert email, as long as events whose
- severity level is error continue to occur, triggering additional alert email.
information- Type the interval in minutes between each alert email message that the 30
interval FortiWeb unit will send after the initial alert email, as long as events whose
<minutes int> :(rar;laeil[lty level is information continue to occur, triggering additional alert
mailtol Type the recipient email address (MATIL TO:)to which the FortiWeb unit will | No default.
<recipient email> send alert email. You must enter one email address for alert email to
- function, but you may enter up to three email addresses by also configuring
mailto2 <recipient email> andmailto3 <recipient email>.
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config alertemail setting
Variable Description Default
mailto2 Type the second recipient email address (MAIL TO:), if any, to which the | No default.
<recipient email> FortiWeb unit will send alert email.
mailto3 Type the third recipient email address (MAIL TO:), if any, to which the No default.
<recipient email> FortiWeb unit will send alert email.
notification- Type the interval in minutes between each alert email message that the 20
interval FortiWeb unit will send after the initial alert email, as long as events whose
<minutes int> Z?T:l:iTity level is notification continue to occur, triggering additional alert
username <auth str>|Type the sender email address (MAIL FROM:) that the FortiWeb unit will No default.
use when sending alert email.
Depending on the configuration on the SMTP relay, this email address may
be required:
» to contain a domain-part (that is, the part after the ‘@’ symbol) that is a
mail domain local to that SMTP relay
» to be or to contain a local-part (that is, the part before the ‘@’ symbol),
that matches username <auth str> in config system alertemail
warning-interval Type the interval in minutes between each alert email message that the 10
<minutes int> FortiWeb unit will send after the initial alert email, as long as events whose
- severity level is warning continue to occur, triggering additional alert email.
Example
For an example, see “config alertemail filter” on page 36.
History
FortiWeb v3.2.0  New.
Related topics
» config alertemail filter
« config system alertemail
» config system admin
» config system dns
» config router static
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log disk filter

Use this command to configure which types and severities of log messages that the FortiWeb unit will save
to the disk if enabled in config log disk setting.

for an extended period of time. Excessive logging frequency can cause undue wear on the

i Caution: Avoid recording highly frequent log types such as traffic logs to the local hard disk
hard disk and may cause premature failure.

To be able to use this command, in your administrator account’s access control profile, you must have
either w or rw permission to the 1oggrp area. For more information, see “Permissions” on page 25.

Syntax

config log disk filter
set attack {enable | disable}
set event {enable | disable}
set severity {alert | critical | debug | emergency | error | information |
notification | warning}
set traffic {enable | disable}

end
Variable Description Default
attack Enable to record log messages of the attack type on the disk. enable

{enable | disable} |The log message must also meet or exceed the severity level configured in
severity {alert | critical | debug | emergency | error |
information notification | warning}

event Enable to record log messages of the system event type on the disk. disable

{enable | disable} |The log message must also meet or exceed the severity level configured in
severity {alert | critical | debug | emergency | error |

information | notification | warning}.
severity {alert | Type the severity level that a log message must meet or exceed in orderto |alert
critical | debug | |cause the FortiWeb unitto save it to the disk.
emergency | error |
information |
notification |
warning}
traffic Enable to record log messages of the traffic type on the disk. enable

{enable | disable} |The log message must also meet or exceed the severity level configured in
severity {alert | critical | debug | emergency | error |
information | notification | warning}.

Example

For an example, see “config log disk setting” on page 41.
History

FortiWeb v3.2.0 New.

Related topics
+ config log disk setting
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log disk setting

Use this command to enable and configure logging to the local hard disk.

SNMP traps can be used to notify you when disk space usage exceeds 80%. For details, see “config
system snmp community” on page 112.

You can generate reports based upon log messages that you save to the local hard disk. For details, see
“config log reports” on page 45.

Syntax

config log disk setting
set status {enable | disable}
set diskfull {nolog | overwrite}
set max-log-file-size <filesize int>

end
Variable Description Default
status Enable to store log messages on the local hard disk if they meet the disable

{enable | disable) |Criteria configuredin config log disk filter. Also configure
diskfull, max-log-file-size.

diskfull {nolog | Type what the FortiWeb unit will do when the local disk is full and a new |overwrite

overwrite} log message is caused, either:

* nolog: Discard the new log message.

* overwrite: Delete the oldest log file in order to free disk space, and
store the new log message.

This field is available only if status is enable.

max-log-file-size Enter the maximum size of the current log file in megabytes (MB). 100
<filesize int> When the log file reaches the maximum size, the log file is rolled (that is,
the current log file is saved to a file with a new name, and a new log file is
started).

The maximum allowed size is 1000 MB.
This field is available only if status is enable.

Example

This example enables logging to the local hard disk and stores both system event and attack log
messages, but not traffic log messages, if they are more severe than the notification level. If all of the free
space on the hard disk has been consumed and a new log message is generated, the FortiWeb unit
overwrites the oldest log message. In addition, the FortiWeb unit saves the existing file with a sequentially-
numbered name and starts a new log file when the current log file exceeds 100 MB.

config log disk filter

set attack enable

set event enable

set traffic disable

set severity notification
end
config log disk setting

set status enable

set diskfull overwrite

set max-log-file-size 100
end
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log disk setting

config

History
FortiWeb v3.2.0  New.
Related topics

+ config log disk filter
» config system snmp community
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log memory filter

Use this command to configure which types and severities of log messages that the FortiWeb unit will save
to memory (RAM) if enabled in config log memory setting.

—- Tip: For improved performance, when not necessary, avoid logging highly frequent log
types such as traffic logs.

To be able to use this command, in your administrator account’s access control profile, you must have
either w or rw permission to the 1oggrp area. For more information, see “Permissions” on page 25.
Syntax

config log memory filter
set attack {enable | disable}

set event {enable | disable}
set severity {alert | critical | debug | emergency | error | information |
notification | warning}
set traffic {enable | disable}
end
Variable Description Default
attack Enable to record log messages of the attack type in memory. enable

{enable | disable} |The log message must also meet or exceed the severity level configured in
severity {alert | critical | debug | emergency | error |
information | notification | warning}.

event Enable to record log messages of the system event type in memory. disable
{enable | disable} |The log message must also meet or exceed the severity level configured in
severity {alert | critical | debug | emergency | error |
information | notification | warning}

severity {alert | Type the severity level that a log message must meet or exceed in orderto |alert
critical | debug | |Cause the FortiWeb unit to save it to volatile memory.

emergency | error |

information |

notification |

warning}

traffic Enable to record log messages of the traffic type in memory. enable
{enable | disable} |The log message must also meet or exceed the severity level configured in
severity {alert | critical | debug | emergency | error |
information | notification | warning}

Example

For an example, see “config log memory setting” on page 44.
History
FortiWeb v3.2.0 New.

Related topics

» config log memory setting
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log memory setting
Use this command to enable and configure logging to volatile memory (RAM).
| Caution: Do not store important log messages to memory. Memory is not permanent
storage. Log messages stored in memory will be lost upon reboot or shutdown.
Syntax
config log memory setting
set status {enable | disable}
set diskfull {nolog | overwrite}
end
Variable Description Default
status Enable to store log messages in memory if they meet the criteria disable
{enable | disable) |configured in config log memory filter. Also configure diskfull.
diskfull {nolog | Type either: overwrite
overwrite} * nolog: Discard the log message if the memory space is consumed and

a new log message arrives.

consumed and a new log message arrives.
This field is available only if status is enable.

* overwrite: Replace the oldest log message if the memory space is

Example

This example enables logging to memory and stores both system event and attack log messages, but not
traffic log messages, if they are more severe than the notification level. If all of the free space in memory
has been consumed and a new log message is generated, the FortiWeb unit overwrites the oldest log

message.
config log memory filter
set attack enable
set event enable
set traffic disable
set severity notification
end
config log memory setting
set status enable
set diskfull overwrite
end

History
FortiWeb v3.2.0 New.

Related topics

» config log memory filter
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log reports

Use this command to configure report profiles.

When generating a report, FortiWeb units collate information collected from their log files and present the
information in tabular and graphical format.

In addition to log files, FortiWeb units require a report profile to be able to generate a report. A report profile
is a group of settings that contains the report name, file format, subject matter, and other aspects that the
FortiWeb unit considers when generating the report.

FortiWeb units can generate reports automatically, according to the schedule that you configure in the

report profile, or manually, when you click Run now in the report profile list. You may want to create one
report profile for each type of report that you will generate on demand or periodically, by schedule.

performance impacts, you may want to generate reports during times with low traffic

Note: Generating reports can be resource intensive. To avoid email processing
% volume, such as at night.

The number of results in a section’s table or graph varies by the report type.

Ranked reports (top x, or top y of top x) can include a different number of results per cross-section, then
combine remaining results under “Others.? For example, in “Top Attack Severity by Hour of Day,? the
report includes the top x hours, and their top y attacks, then groups the remaining results.

* scope topl <topX int>isX.

* scope top2 <topY int>isy.

Before you generate a report, collect log data that will be the basis of the report. For information on
enabling logging to the local hard disk, see “config log disk filter” on page 40 and “config log disk setting’
on page 41.

To be able to use this command, in your administrator account’s access control profile, you must have
either w or rw permission to the 1oggrp area. For more information, see “Permissions” on page 25.

Syntax

config log reports
edit <report-profile name>

set custom company "<org str>"

set custom footer "<footer str>"

set custom footer options {custom | report-title}

set custom header "<header str>"

set include nodata {yes | no}

set on_demand {enable | disable}

set output file {html mht pdf rtf txt}

set period end <time str> <date str>

set period last n <n int>

set period start <time str> <date str>

set period type {last-l4-days | last-2-weeks | last-30-days | last-7-
days | lastmonth | last-n-days | last-n-hours | last-nweeks |
last-quarter | last-week | other | thismonth | this-quarter |
this-week | this-year | today | yesterday}

set report desc "<comment str>"

set report title "<title str>"
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config

set Report attack activity {attacks-type attacks-url attacks-date-type
attacks-month-type attacks-day-type attacks-hour-type
attacks-type-dev attacks-dst-type attacks-dst-ip attacks-type-ip
attacks-method-type attacks-cat attacks-policy attacks-day attacks-ts
attacks-td attacks-proto attacks-date-severity
attacks-month-severity attacks-day-severity attacks-hour-severity
attacks-sessionid}

set Report event activity {ev-all ev-all-cat ev-all-type ev-crit-hour
ev-crit-day ev-warn-hour ev-warn-day ev-info-hour ev-info-day
ev-emer-hour ev-emer-day ev-aler-hour ev-aler-day ev-err-hour
ev-err-day ev-noti-hour ev-noti-day ev-hour ev-hour-cat ev-day
ev-day-cat ev-stat}

set Report traffic activity {net-pol net-srv net-src net-dst net-src-dst
net-dst-src net-date-dst net-hour-dst net-day-dst net-month-dst
net-date-src net-hour-src net-day-src net-month-src}

set schedule type {daily | dates | days | none}

set schedule days {sun | mon | tue | wed | thu | fri | sat}
set schedule time <time str>

set scope_ include summary {yes | no}

set scope_include table of content {yes | no}

set scope topl <topX int>
set scope top2 <topY int>
next
end
Variable Description Default
<report- Type the name of a report profile. No default.
profile name> The name of the report profile will be included in the report header.
custom company Type the name of your department, company, or other organization, if | No default.
"<org str>" any, that you want to include in the report summary.
- If the text is more than one word or contains special characters,
enclose it in double quotes ( " ).
For information on enabling the summary, see
scope include summary {yes | no}.
custom_ footer Type the text, if any, that you want to include at the bottom of each No default.
"<footer str>" report page. . .
- If the text is more than one word or contains special characters,
enclose it in double quotes ( " ).
This setting is available only if custom footer options
{custom | report-title} iscustom.
custom footer opti |Selectwhethertouse report title "<title str>" asthe |report-
ons {castom I_ footer text, or to provide separate footer text in custom footer title
) "<footer str>". -
report-title} -
custom header Type the text, if any, that you want to include at the top of each report | No default.
"<header str>" page. _ .
- If the text is more than one word or contains special characters,
enclose it in double quotes ( " ).
include nodata Select whether to include (yes) or hide (no) reports which are empty | no
(yes | Ho} because there is no matching log data.
on demand Type enable to run the report one time only. After the FortiWeb unit disable
{e;able | disable} completes the report, it removes the report profile from its hard disk.
Type disable to schedule a time to run the report, and to keep the
report profile for subsequent use.
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config log reports
Variable Description Default
output file {html Select the file type for the report when saving to the FortiWeb hard html
mht pdf rtf txt} |disk
period _end Enter the time and date that defines the end of the span of time whose | No default.
<time str> log messages you want to use when generating the report.
<date str> The time format is hh :mm and the date format is yyyy/mm/dd, where:
N * hhis the hour according to a 24-hour clock
e mm is the minute
e vyyyy is the year
* mm is the month
e ddis the day
This setting appears only when you select a period type of other.
period last n Enter the number that defines n if the period_type contains that No default.
<n int> - variable.
- This setting appears only when you select a period type of last-
n-days, last-n-hours, Or last-n-weeks.
period start Enter the time and date that defines the beginning of the span of time | No default.
<time str> whose log messages you want to use when generating the report.
<date str> The time format is hh :mm and the date format is yyyy/mm/dd, where:
N * hh is the hour according to a 24-hour clock
e mm is the minute
e yyyy is the year
e mm is the month
e ddis the day
This setting appears only when you select a period type of other.
period type Select the span of time whose log messages you want to use when last-7-
{last-1l4-days | generating the report. days
last-2-weeks | If you select last-n-days, last-n-hours, or last-nweeks, you
last-30-days | must also define n by entering peri.od_last_n <n_int>.
last-7-days | If you ’sellect other, you must also defme the start and end. of the
report’s time range by entering period start and period end.
lastmonth | . . . . — . =
The span of time will be included in the summary, if enabled. For
last-n-days | information on enabling the summary, see scope include summary
last-n-hours | {yes | no}. B B
last-nweeks |
last-quarter |
last-week | other |
thismonth |
this-quarter |
this-week |
this-year | today |
yesterday}
report desc Type a description of the report, if any, that you want to include in the | No default.
"<coomment str>" report summary.
- If the text is more than one word or contains special characters,
enclose it in double quotes ( " ).
For information on enabling the summary, see
scope_include_summary {yes | no}.
report title Type a title, if any, that you want to include in the report summary. No default.
"ctitle str>" If the text is more than one word or contains special characters,
- enclose it in double quotes ( " ).
For information on enabling the summary, see
scope include summary {yes | no}.
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Variable

Description

Default

Report attack acti
vity {attacks-type
attacks-url
attacks-date-type
attacks-month-type
attacks-day-type
attacks-hour-type
attacks-type-dev
attacks-dst-type
attacks-dst-ip
attacks-type-ip
attacks-method-typ
e attacks-cat
attacks-policy
attacks-day
attacks-ts
attacks-td
attacks-proto
attacks-date-sever
ity
attacks-month-seve
rity
attacks-day-severi
ty
attacks-hour-sever
ity
attacks-sessionid}

Type zero or more options to indicate which charts based upon attack
logs to include in the report.

For example, to include “Attacks By Policy,? enter a list of charts that
includes attacks-policy. To include “Top Attacked HTTP Methods

by Type,? enter a list of charts that includes attacks-method-type.

No default.

Report event activ
ity {ev-all
ev-all-cat
ev-all-type
ev-crit-hour
ev-crit-day
ev-warn-hour
ev-warn-day
ev-info-hour
ev-info-day
ev-emer-hour
ev-emer-day
ev-aler-hour
ev-aler-day
ev-err-hour
ev-err-day
ev-noti-hour
ev-noti-day
ev-hour
ev-hour-cat ev-day
ev-day-cat
ev-stat}

Type zero or more options to indicate which charts based upon event
logs to include in the report.

For example, to include “Top Event Categories by Status?, enter a list
of charts that includes ev-status.

No default.
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config log reports
Variable Description Default
Report traffic act |Type zero or more options to indicate which charts based upon traffic | No default.
ivity ?net—pol_ logs to include in the report.
net-srv net-src For example, to include “Top Sources By Day of Week?, enter a list of
charts that includes net-day-src.
net-dst
net-src-dst
net-dst-src
net-date-dst
net-hour-dst
net-day-dst
net-month-dst
net-date-src
net-hour-src
net-day-src
net-month-src}
schedule type Select when the FortiWeb unit will automatically run the report. If you | none
(daily | dates | reboot the FortiWeb unit while the report is being generated, report
generation resumes after the boot process is complete.
days | none} . . :
If schedule typeis daily, dates or days, specify the
schedule time, schedule days, of schedule dates when the
report will be generated.
If schedule type is none, the report will be generated only when you
manually initiate it.
schedule days If schedule type is not days, select the day of the week when the | No default.
{sun | mon | tue | report should be generated.
wed | thu | fri |
sat}
schedule time If schedule type is not none, select the time of day when the report | 00:00
<time str> should be run. The time format is hh : mm, where hh is the hour
- according to a 24-hour clock and mm is the minute.
scope_include summar |Enter yes toinclude a summary section at the beginning of the report. | yes
v {yes | no} The summary includes:
* custom company "<org str>"
* report title "<title str>"
e report desc "<comment str>"
» the date and time when the report was generated using this profile
» the span of time whose log messages were used to generate the
report, according to period type
scope_include table |Enter yes toinclude a table of contents at the beginning of the report. | yes
of content The table of contents includes links to each chart in the report.
{yes | no}
scope_topl Enter x number of items (up to 30) to include in the first cross-section of | 6
<topX int> ranked reports.
N For some report types, you can set the top ranked items for the report.
These reports have “Top? in their name, and will always show only the
top x entries. Reports that do not include “Top? in their name show all
information. Changing the values for top field will not affect these
reports.
scope_top2 Enter y number of items (up to 30) to include in the second cross- 3
<topY int> section of ranked reports.
N For some report types, you can set the number of ranked items to
include in the report. These reports have “Top? in their name, and will
always show only the top x entries. Some report types have two levels
of rankings: the top y sub-entries for each top x entry.
Reports that do not include “Top? in their name show all information.
Changing the values for top field will not affect these reports.
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Example

This example configures a report that will be generated every Saturday at 1 PM. The report, whose title is
“‘Report 17, includes all available charts, and covers the last 14 days’ worth of event, traffic, and attack
logs. Each time it is generated, it will be saved to the hard disk in both HTML and PDF file formats.
config log reports
edit "Report 1"
set Report attack activity attacks-type attacks-url attacks-date-type
attacks—-month-type attacks-day-type attacks-hour-type attacks-type-dev
attacks-dst-type attacks-dst-ip attacks-type-ip attacks-method-type
attacks-cat attacks-policy attacks-day attacks-ts attacks-td attacks-
proto attacks-date-severity attacks-month-severity attacks-day-
severity attacks-hour-severity attacks-sessionid
set Report event activity ev-all ev-all-cat ev-all-type ev-crit-hour ev-
crit-day ev-warn-hour ev-warn-day ev-info-hour ev-info-day ev-emer-hour
ev-emer-day ev-aler-hour ev-aler-day ev-err-hour ev-err-day ev-noti-
hour ev-noti-day ev-hour ev-hour-cat ev-day ev-day-cat ev-stat
set Report traffic activity net-pol net-srv net-src net-dst net-src-dst
net-dst-src net-date-dst net-hour-dst net-day-dst net-month-dst net-
date-src net-hour-src net-day-src net-month-src
set custom company "Example, Inc."
set custom footer options custom
set custom header "A fictitious corporation.”
set custom title logo "%$74%65%73%74%2e%70%6e%67"
set include nodata yes
set output file html pdf
set period type last-n-days
set report desc "A sample report."
set report title "Report 1"
set schedule type days
set custom footer "Weekly report for Example, Inc."
set period last n 14
set schedule days sat
set schedule time 01:00
next
end

History
FortiWeb v3.3.0 New.

Related topics
» config system report-lang
+ config log disk filter
» config log disk setting
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config log syslogd filter

log syslogd filter

Use this command to configure which types and severities of log messages that the FortiWeb unit will send
to the first Syslog server or FortiAnalyzer unit if enabled in config log syslogd setting.

—- Tip: For improved performance, when not necessary, avoid logging highly frequent log
types such as traffic logs.

To be able to use this command, in your administrator account’s access control profile, you must have
either w or rw permission to the 1oggrp area. For more information, see “Permissions” on page 25.
Syntax

config log syslogd filter
set attack {enable | disable}

set event {enable | disable}
set severity {alert | critical | debug | emergency | error | information |
notification | warning}
set traffic {enable | disable}
end
Variable Description Default
attack Enable to send log messages of the attack type to the first Syslog server. enable

{enable | disable} |The log message must also meet or exceed the severity level configured in
severity {alert | critical | debug | emergency | error |
information | notification | warning}.

event Enable to record log messages of the system event type to the first Syslog |disable
{enable | disable} |Se€rver.

The log message must also meet or exceed the severity level configured in
severity {alert | critical | debug | emergency | error |

information | notification | warning}.
severity {alert | Type the severity level that a log message must meet or exceed in orderto |alert
critical | debug | |cause the FortiWeb unitto send it to the first Syslog server.
emergency | error |
information |
notification |
warning}
traffic Enable to record log messages of the traffic type to the first Syslog server. |enable

{enable | disable} |The log message must also meet or exceed the severity level configured in
severity {alert | critical | debug | emergency | error |
information | notification | warning}.

Example

For an example, see “config log syslogd setting” on page 52.
History

FortiWeb v3.2.0 New.

Related topics
« config log syslogd setting
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config

log syslogd setting

Use this command to enable and configure logging to the first Syslog server or FortiAnalyzer unit.

To be able to use this command, in your administrator account’s access control profile, you must have
either w or rw permission to the 1oggrp area. For more information, see “Permissions” on page 25.

Syntax

config log syslogd setting

set status {enable | disable}
set csv {enable | disable}
set facility {alert | audit | auth | authpriv | clock | cron | daemon |
ftp | kernel | localO | locall | local2 | local3 | locald4d | localb5 |
local6 | local7 | lpr | mail | news | ntp | syslog | user | uucp}
set port <port int>
set server <syslogl ipvé4>
end
Variable Description Default
status Enable to send log messages to the first Syslog server if they meetthe |disable
{enable | disable) |Criteria configured in config log syslogd filter. Also configure csv,
facility, port and server.
csv Enable if the first Syslog server requires the FortiWeb unit to send log disable
{enable | disable)} |Messagesin comma-separated value (CSV) format, instead of the
standard Syslog format.
facility Enter the facility identifier that the FortiWeb unit will use to identify itself | 1ocal7
{alert | audit | when sending log messages to the first Syslog server.
auth | authpriv | To easily identify log messages from the FortiWeb unit when they are
clock | cron | stored on the Syslog server, enter a unique facility identifier, and verify
that no other network devices use the same facility identifier.
daemon | ftp |
kernel | localO |
locall | local2 |
local3 | locald |
local5 | localé6
local7 | lpr |
mail | news | ntp |
syslog | user |
uucp}
port <port int> Type the TCP port number on which the first Syslog server listens. 514
server Type the IP address of the first Syslog server. No default.
<syslogl ipvi4>

Example

This example enables logging to the first of three possible Syslog servers. It stores both system event and
attack log messages, but not traffic log messages, as long as they are more severe than the notification
level. The Syslog server is contacted by its IP address, 192.168.1.10. Communications occur over the
standard TCP port number for Syslog, UDP port 514. The FortiWeb unit sends log messages in the
standard log message format, not CSV, and uses the facility identifier 1ocal1 to differentiate its own log
messages from those of other network devices.
config log syslogd filter
set attack enable

set event enable

set traffic disable
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config

log syslogd setting

set
end

severity notification

config log syslogd setting

set
set
set
set
set
end

History

status enable
server 192.168.1.10
port 514

facility locall

csv disable

FortiWeb v3.2.0 New.

FortiWeb v3.3.0

Related topics

» config log syslogd filter

« config system dns

» config router static

The field server no longer accepts domain names as its value.

FortiWeb™ Web Application Security Version 3.3.2 CLI Reference

Revision 3

http://docs.fortinet.com/ « Feedback

53


http://docs.fortinet.com/
http://docs.fortinet.com/surveyredirect.html

log syslogd?2 filter config

log syslogd2 filter

Use this command to configure which types and severities of log messages that the FortiWeb unit will send
to the second Syslog server or FortiAnalyzer unit configured in config log syslogd2 setting.

—- Tip: For improved performance, when not necessary, avoid logging highly frequent log
types such as traffic logs.

To be able to use this command, in your administrator account’s access control profile, you must have
either w or rw permission to the 1oggrp area. For more information, see “Permissions” on page 25.

Syntax

config log syslogd2 filter
set attack {enable | disable}

set event {enable | disable}
set severity {alert | critical | debug | emergency | error | information |
notification | warning}
set traffic {enable | disable}
end
Variable Description Default
attack Enable to send log messages of the attack type to the second Syslog enable

{enable | disable} |Se€rver.

The log message must also meet or exceed the severity level configured in
severity {alert | critical | debug | emergency | error |
information | notification | warning}

event Enable to record log messages of the system event type to the second disable
{enable | disable} Syslog server.

The log message must also meet or exceed the severity level configured in
severity {alert | critical | debug | emergency | error |
information | notification | warning}

severity {alert | Type the severity level that a log message must meet or exceed in orderto |alert
critical | debug | |cause the FortiWeb unitto send it to the second Syslog server.

emergency | error |

information |

notification |

warning}

traffic Enable to record log messages of the traffic type to the second Syslog enable
{enable | disable} |Server.

The log message must also meet or exceed the severity level configured in
severity {alert | critical | debug | emergency | error |
information | notification | warning}.

Example

For an example, see “config log syslogd?2 setting” on page 55.
History

FortiWeb v3.2.0 New.

Related topics
+ config log syslogd? setting
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log syslogd2 setting

Use this command to enable and configure logging to the second Syslog server or FortiAnalyzer unit.

To be able to use this command, in your administrator account’s access control profile, you must have
either w or rw permission to the 1oggrp area. For more information, see “Permissions” on page 25.

Syntax

config log sys

logd2 setting

set status {enable | disable}
set csv {enable | disable}
set facility {alert | audit | auth | authpriv | clock | cron | daemon |
ftp | kernel | localO | locall | local2 | local3 | locald4d | localb5 |
local6 | local7 | lpr | mail | news | ntp | syslog | user | uucp}
set port <port int>
set server <syslog2 ipvé4>
end
Variable Description Default
status Enable to send log messages to the second Syslog server if they meet |disable
{enable | disable} |the criteria configured in config log syslogd? filter. Also configure csv,
facility, port and server.
csv Enable if the second Syslog server requires the FortiWeb unit to send log |disable
{enable | disable)} |Messagesin comma-separated value (CSV) format, instead of the
standard Syslog format.
facility Enter the facility identifier that the FortiWeb unit will use to identify itself | 1ocal?7
{alert | audit | when sending log messages to the second Syslog server.
auth | authpriv | To easily identify log messages from the FortiWeb unit when they are
clock | cron | stored on the Syslog server, enter a unique facility identifier, and verify
that no other network devices use the same facility identifier.
daemon | ftp |
kernel | localO |
locall | local2 |
local3 | locald |
local5 | localé6
local7 | lpr |
mail | news | ntp |
syslog | user |
uucp}
port <port int> Type the TCP port number on which the second Syslog server listens. 514
server Type the |IP address of the second Syslog server. No default.
<syslog2 ipvi4>

Example

This example enables logging to the second of three possible Syslog servers. It stores both system event

and attack log messages, but not traffic log messages, as long as they are more severe than the
notification level. The Syslog server is contacted by its IP address, 192.168.1.20. Communications
occur over the standard TCP port number for Syslog, UDP port 514. The FortiWeb unit sends log
messages in the standard log message format, not CSV, and uses the facility identifier 1ocal2 to
differentiate its own log messages from those of other network devices.
config log syslogd2 filter

set attack enable

set event enable

set traffic disable
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log syslogd? setting

config

set
end

severity notification

config log syslogd2 setting

set
set
set
set
set
end

History

status enable
server 192.168.1.20
port 514

facility local2

csv disable

FortiWeb v3.2.0 New.

FortiWeb v3.3.0

Related topics

» config log syslogd?2 filter

« config system dns

» config router static

The field server no longer accepts domain names as its value.
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log syslogda3 filter

Use this command to configure which types and severities of log messages that the FortiWeb unit will send
to the third Syslog server or FortiAnalyzer unit configured in config log syslogd3 setting.

—- Tip: For improved performance, when not necessary, avoid logging highly frequent log
types such as traffic logs.

To be able to use this command, in your administrator account’s access control profile, you must have
either w or rw permission to the 1oggrp area. For more information, see “Permissions” on page 25.
Syntax

config log syslogd3 filter
set attack {enable | disable}

set event {enable | disable}
set severity {alert | critical | debug | emergency | error | information |
notification | warning}
set traffic {enable | disable}
end
Variable Description Default
attack Enable to send log messages of the attack type to the third Syslog server. |enable

{enable | disable} |The log message must also meet or exceed the severity level configured in
severity {alert | critical | debug | emergency | error |
information | notification | warning}.

event Enable to record log messages of the system event type to the third Syslog |disable
{enable | disable} |Se€rver.

The log message must also meet or exceed the severity level configured in
severity {alert | critical | debug | emergency | error |

information | notification | warning}.
severity {alert | Type the severity level that a log message must meet or exceed in orderto |alert
critical | debug | |cause the FortiWeb unitto send it to the third Syslog server.
emergency | error |
information |
notification |
warning}
traffic Enable to record log messages of the traffic type to the third Syslog server. | enable

{enable | disable} |The log message must also meet or exceed the severity level configured in
severity {alert | critical | debug | emergency | error |
information | notification | warning}.

Example

For an example, see “config log syslogd3 setting” on page 58.
History

FortiWeb v3.2.0 New.

Related topics
+ config log syslogd3 setting
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config

log syslogd3 setting

Use this command to enable and configure logging to the third Syslog server or FortiAnalyzer unit.

To be able to use this command, in your administrator account’s access control profile, you must have
either w or rw permission to the 1oggrp area. For more information, see “Permissions” on page 25.

Syntax

config log sys

logd3 setting

set status {enable | disable}
set csv {enable | disable}
set facility {alert | audit | auth | authpriv | clock | cron | daemon |
ftp | kernel | localO | locall | local2 | local3 | locald4d | localb5 |
local6 | local7 | lpr | mail | news | ntp | syslog | user | uucp}
set port <port int>
set server <syslog3 ipvé4>
end
Variable Description Default
status Enable to send log messages to the third Syslog server if they meet the |disable
{enable | disable} |Criteria configured in config log syslogd3 filter. Also configure csv,
facility, port and server.
csv Enable if the third Syslog server requires the FortiWeb unit to send log disable
{enable | disable) |Messagesin comma-separated value (CSV) format, instead of the
standard Syslog format.
facility Enter the facility identifier that the FortiWeb unit will use to identify itself | 1ocal?7
{alert | audit | when sending log messages to the third Syslog server.
auth | authpriv | To easily identify log messages from the FortiWeb unit when they are
clock | cron | stored on the Syslog server, enter a unique facility identifier, and verify
that no other network devices use the same facility identifier.
daemon | ftp |
kernel | localO |
locall | local2 |
local3 | locald |
local5 | localé6
local7 | lpr |
mail | news | ntp |
syslog | user |
uucp}
port <port int> Type the TCP port number on which the third Syslog server listens. 514
server Type the IP address of the third Syslog server. No default.
<syslog3 ipvi4>

Example

This example enables logging to the third of three possible Syslog servers. It stores both system event and
attack log messages, but not traffic log messages, as long as they are more severe than the notification
level. The Syslog server is contacted by its IP address, 192.168.1.30. Communications occur over the
standard TCP port number for Syslog, UDP port 514. The FortiWeb unit sends log messages in the
standard log message format, not CSV, and uses the facility identifier 1ocal3 to differentiate its own log
messages from those of other network devices.
config log syslogd3 filter

set attack enable

set event enable

set traffic disable
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log syslogd3 setting

set
end

severity notification

config log syslogd3 setting

set
set
set
set
set
end

History

status enable
server 192.168.1.30
port 514

facility local3

csv disable

FortiWeb v3.2.0 New.

FortiWeb v3.3.0

Related topics

» config log syslogda3 filter

« config system dns

» config router static

The field server no longer accepts domain names as its value.
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