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INTRODUCTION

About this guide

This guide will help you plan and configure your phone system to use VoIP
(Voice over IP) in order to:

e Use external IP extensions.

¢ Connect multiple branches.

e Subscribe to a VoIP service provider.

Where to go for further information

You can find additional documentation:
¢ Within the Management software by clicking the Help @ icons.

e By choosing Start > Programs > FortiVoice 7.10 >
FortiVoice Configuration 7.10 > Documentation once the software is
installed.

¢ On the Management Software CD.

e On the Fortinet Technical Documentation website at:
http://docs.fortinet.com

Documentation

In addition to this guide, the following documentation is available:

e Adding IP Phones in Chapter 2 of the FortiVoice User Guide describes configuring
IP extensions.

e VoIP service provider configuration guides.
e The FortiVoice Start Guide shows how to install and set up a system.

¢ The FortiVoice User Guide provides complete information about the system.

Contacting Technical Support

We trust your phone system will provide exceptional features, performance and
value to your business. Should you have any further questions:

e Contact your authorized FortiVoice reseller or visit the Fortinet Technical
Support website at: http://www.fortinet.com/fortivoice.

FORTIVOICE VOIP NETWORK CONFIGURATION GUIDE
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CONNECTING TO A NETWORK

Each location requires a high-speed connection to the Internet or private IP network that is sufficient
for VoIP calls.

Connecting to local and IP networks

Set up a LAN (local area network) with an Ethernet switch, router, and modem or gateway. The
Ethernet switch can be integrated into the router. Connect a computer to the LAN for configuring the
phone system and other equipment. Use the provided RJ-45 Ethernet cable to connect the phone
system to the LAN. To ensure reliability, all equipment should be connected to a UPS (uninterrupted
power supply).

Ethernet switch Router MudTm T —

P 7 Internet/
( = - :
| =1 7
I

_network
Or router with integrated

[P~ Ethernet switch
P

L

Figure 1: Local and IP network setup

Confirming network capacity

Ensure the LAN in each location has a reliable high-speed broadband connection to the Internet or
private IP network. The quality of VoIP calls, especially on mixed voice and data networks, depends
on high data-transfer rates across the network. The limiting factor is the upstream bandwidth to the
ISP (Internet Service Provider). ‘Lite’ broadband connections (128 Kbps or less) are not suitable for
simultaneous voice and data traffic.

To test the VoIP call capacity based on your Internet connection speed, perform the test found on
the Fortinet Technical Support website at: http://www.fortinet.com/fortivoice.
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CONFIGURING IP ADDRESSES

Setting the system IP settings

Each unit must be configured with a local IP address. These addresses are used to direct VoIP calls to
the appropriate location.

Configuration Menu |IP Configuration &

Global Settings rSystem P Settings

@ About

ES) Administration Use configured IP and DNS information [ 9

(&) Scheduling

& P Configuration 0.“ IP address: 192 | 168 | .1 103 Subnet mask: |255 ||255 ||255 ||o

&) On-Hold / Ringback

[ Email Service Unit 2 IP address: Defautt gateway: 192 |(168 [|1 1

& VoIP Configuration @
Unit 3 IP address: Preferred DNS server: (192 | 168 |1 1

——— Unit 4 IP address: I I H Alternate DNS server: [0 |J0 [[0 |0

£ Local Extensions / Fax
B Remote Extensions

£ Ring / Page Groups

I_E General Voice Mailboxes T T
[/ Voicemail Preferences

. & Voicemail Broadcast

=2} Permissions Public IP Addr
% System Speed Dials

rLocal Pr

Type of public address: Dynamic public IP address [v]

Lines and Greetings Current public IP address:
T Telephone Lines
T2 VolP Numbers Public domain name (FQDN):

<{, Caller ID Based Routing
= Line Hunt Groups

= rRouter Port For ing
&7 Auto Attendants
LAN IP address of gateway: Linksys Router It is recommended that you perform the firewal traversal test to ensure router port
mappings are correct for VolP calls.
[ Auto Route Selection FirewallNAT traversal: Manual port mapping required
&) Call Bridge (DISA)
&) Auto Call Back
(5] Frompted Call Back
©2011 Fortinet, Inc. Al rights reserved Connected - System

1. In the Management Software, select the IP Configuration page. By default, Obtain IP and DNS
information automatically is selected and the area shows IP addresses from the router.

nNo

Change Obtain IP and DNS information automatically to Use configured IP and DNS information in
order to lock in the IP addresses.

w

In some cases, the System IP Settings area may be blank because your router has not delivered
the IP addresses. If so, enter the following IP addresses from your LAN administrator:

a) Enter a static IP address for each unit in the Unit IP address boxes.

b) Enter the Subnet mask for the LAN. This address determines the subnet that the unit IP
addresses belong to.

c) Enter the IP address of the Default gateway on your network. A gateway is a hardware device
that connects the office network to the Internet. The router may act as default gateway.

d) Enter the IP address of the Preferred DNS server. DNS is a service that is used to resolve a
domain name to an IP address. The router may act as DNS server.

e) If applicable, enter the IP address of the Alternate DNS server.

FORTIVOICE VOIP NETWORK CONFIGURATION GUIDE 3



Setting the public IP address

If you are setting up an external IP extension, or the SIP server of a multi-branch VoIP network, you
must configure a public IP address for the system. Some service provider VoIP networks also require

the system to have a public IP address.

Configuration Menu |IP Configuration e

Global Settings _System IP Setting

@ About
(] Administration [Uss configursd IP and DNS information [v]
(2} Scheduling
Unit 1 IP address: 192 | 168 |1 | |103 Subnet mask; 255 | 255 ||255 | [0
) On-Hold / Ringback
2] Email Service Unit 2 IP address: A Default gateway: | 192 . 188 .1 1

& VolP Configuration
Unit 3 IP address: B Preferred DNS server: 192 |, 188 |1 1

Extenzions and Voicemail Unit 4 IP address: B Alternate DNS server: |0 .0 .0 .0

£\ Local Extensions / Fax

[E| Remote Extensions
r~Local Pr

&5 Ring / Page Groups.
[ General Voice Maiboxes

= voicemai Preferences Unit acting as proxy: Unit1 | Change Proxy.

. L Voicemail Broadcast

{ Permissions rPublic IP Addr

&5 System Speed Dials
Type of public address: | Dynamic public IF sddress o
Lines and Greetings Current public IP address: 6

=) Telephone Lines
3 VolP Numbers Public domaln name (FQDN): 9
=5 Caller ID Based Routing

g Line Hunt Groups ~Router Port Forwarding

&’ Auto Attendants

mappings are correct for VolP calls.

Call Cost Reduction Features Default gateway: 192.168.1.1
[+ Auto Route Selection FirewallNAT traversal: Manual port mapping required Check Firewall

(&) Call Bridge (DISA)

LAN IP address of gateway: Linksys Router It is recommended that you perform the firewall traversal test to ensure router port

() Auto Call Back
(& Prompted Call Back

©® 2011 Fortinet, Inc. All rights reserved

Connected - System

1. Set the Type of public address. Choices are:

e Dynamic public IP address — This is the default setting. Your ISP (Internet Service Provider)
will assign different public IP addresses to your location. The system will check its public IP
address every few minutes. When the public IP address changes, the system will automatically

use the new one, in order to manage VoIP calls properly.

e Static public IP address — A static IP address is fixed. Your Internet Service Provider assigns
the static IP address. If this location will have the SIP server for a multi-branch VoIP network,

we recommend using a static IP address.

If Static public IP address is selected, the window allows you to enter the Current public

IP address.

4 FORTIVOICE VOIP NETWORK CONFIGURATION GUIDE



2. If you selected Dynamic public IP address, enter the Public domain name. Get the public domain
name from your ISP.

A DDNS (Dynamic Domain Name Service) provider such as www.dyndns.com matches your
dynamic IP addresses to your public domain name, so your multi-branch VoIP network or external
IP phones will continue to work when the IP address changes.

If your router supports DDNS, ensure it supports your DDNS provider, and configure it to update
the DNS servers.

If your router does not support DDNS, download one of the applications specified on
www.dyndns.com. To update the DNS servers, the application needs to run on a PC connected to
the same LAN as the phone system.

3. If you selected Static public IP address, enter the Current public IP address from your Internet
Service Provider. Leave the Public domain name box blank.

If the phone system is not behind a router, or if a private virtual network is used, the public IP
address is the local IP address of the unit acting as local proxy.

Note that it will take up to one minute for the new static public IP address to take effect.
4. Record the Current public IP address or the Public domain name.

If you are setting up an external IP extension, you will need the public IP address or public
domain name of the system.

If you are setting up a multi-branch VoIP network, the multi-branch profiles of the SIP clients
must be configured with the public IP address or public domain name of the SIP server.

FORTIVOICE VOIP NETWORK CONFIGURATION GUIDE 5



CONFIGURING THE ROUTER

The Router Port Forwarding area of the IP Configuration page displays the type of gateway device
(i.e. the type of router), the IP address of the gateway (i.e. router), and whether router configuration
is required.

A router is a gateway between the local area network and the Internet. Most routers have a firewall
to block unwanted data from the Internet. For voice data to reach the phone system through the
firewall, port forwarding is required.

If you are setting up external IP extensions, a multi-branch VoIP network, or a VoIP service that
doesn’t handle port forwarding, port forwarding is required.

If port forwarding is required, and your router supports uPNP (Universal Plug and Play), ensure uPNP
is enabled. The system will use uPNP to automatically set up port forwarding, and the Automatic
(uPNP Enabled) link will appear. No router configuration is required.

If port forwarding is required but your router doesn’t support uPNP, or automatic port forwarding
doesn't work, the Manual port mapping required link will appear. You will need to configure the
router as described below.

1. Select the IP Configuration page.

2. If required, click the Manual port mapping required link. The Manual Port Mapping window
appears. It lists the packet type, port number, IP address and protocol of each required port.

Manual Port Mapping
rManual Port Mapping
The system requires the following firewall ports be mapped to the following IP addresses for
proper VolP communication
Description Fort System IP Protocol
SIP (VoIP signalling) 5060 192.168.1.102 | UDP -~
RTP Audio (Unit 1, Port 1) 6100 192.168.1.102 | UDP 7]
RTP Audio (Unit 1, Port 2) 6102 192.168.1.102 | UDP
RTP Audio (Unit 1, Port 3) 6104 192.168.1.102 | UDP
RTP Audio (Unit 1, Port 4) 6106 192.168.1.102 | UDP L
RTP Audio (Unit 1, Port 5) 6108 192.168.1.102 | UDP 1
RTP Audio (Unit 1, Port 6) G110 192.168.1.102 | UDP
RTP Audio (Unit 1, Port 7) 6112 192.168.1.102 | UDP
RTP Audio (Unit 1, Port 8) G114 192.168.1.102 | UDP " |
TFTP (IP Phone Configuration 69 192.168.1.102 | UDP M

6 FORTIVOICE VOIP NETWORK CONFIGURATION GUIDE



3. To access the router configuration:

2)

b)

c)
d)

Click the link containing the IP address of the gateway. The default browser starts, and
prompts you for the router’s user name and password.

Enter the router’s user name and password. The browser shows a setup screen.
Navigate to the screen used to set up port forwarding. See your router documentation.

Set up port forwarding using the information from the Manual Port Mapping window. See
your router documentation for instructions on how to map ports.

4. To check the status of each port through the firewall, click Check Firewall. The Firewall Test
window appears.

Firewall Test

rFirewall Setting:

Service Status Service Status
Internet Access RTP Audio (Unit 1, Port 6)

HTTP (XML Service) RTP Audio (Unit 1, Port 7)

[] RTP Audio (Unit 1, Port 1} [¥] RTP Audio (Unit 1, Port 8)

RTP Audio (Unit 1, Port 2} SIP (VolP signaling)

RTP Audio (Untt 1, Port 3} TFTP (IP Phone Configuration )

RTP Audio (Unit 1, Port 4}
RTP Audio (Unit 1, Port 5)

oo

5. Select the services you want to check.

6. Click Test Ports. The system will check the ports for the selected services.

FORTIVOICE VOIP NETWORK CONFIGURATION GUIDE



Configuring the router manually

If you cannot access the router configuration through the IP Configuration page, configure the
router manually.

1. Open the router configuration and navigate to the screen used to set up port forwarding. See
your router documentation.

2. In the Management software on the IP Configuration page, click the Manual Port Mapping
Required link.

3. Map the port indicated for SIP (VoIP) signaling.

If required, you can map a different port. Select Troubleshooting > VoIP and enter the port in
the SIP signalling port field.

Map the rest of the ports to the IP addresses indicated in the Manual Port Mapping window.

Manual Port Mapping E
~Manual Port Mapping @1
The system requires the following firewall portz be mapped to the following IP addreszes for
proper VolP communication
Dre=cription Port System IP Protocol
SIP (VolP signaling) 5060 192.168.1.103 | UDP s
RTP Audio (Unit 1, Port 1) 6100 192.168.1.103 | UDP
RTP Audio (Unit 1, Port 2) 6102 192.168.1.103 | UDP
RTP Audio (Unit 1, Port 3) 6104 192.168.1.103 | UDP
RTP Audio (Unit 1, Port 4) 6106 192.168.1.103 | UDP L
RTP Audio (Unit 1, Port 5) 6108 192.168.1.103 | UDP i
RTP Audio (Unit 1, Port &) 6110 192.168.1.103 | UDP
RTP Audio (Unit 1, Port 7} 6112 192.168.1.103 | UDP
RTP Audio (Unit 1, Port 8) 6114 192.168.1.103 | UDP
TFTP (IP Phone Configuration ) &9 192.168.1.103 | UDP M

If required, you can map different ports. Select Troubleshooting > VoIP.

4. Map ports 9393, 8485 and 8486 (Type: TCP) to the unit acting as local proxy to allow remote
configuration of the system.

5. If available, enable Quality of Service (QoS) to give voice traffic priority over data.

6. Save the configuration to the router.

8 FORTIVOICE VOIP NETWORK CONFIGURATION GUIDE



EXTERNAL IP EXTENSIONS

send the correct address to the emergency operator. We strongly recommend that you

n Warning! Calls to an emergency service number from an external IP extension will not
apply a warning label to any external IP extension stating:

If an emergency call is made from this phone, you must provide your address to
the emergency operator.

An external IP extension is an IP phone located outside the office. It is configured as a local
extension of a system, but connects over the Internet or private data network. A user can receive or
place a call with their external IP extension through the phone system to the standard telephone
network or to a VoIP network.

For example, the following illustration shows external IP extension 151 at a home office, and 152 at
a branch office. The external IP extensions connect to the phone system at the main office over the
Internet. In this example, a user can receive or place a call with their external IP extension through
the phone system to the standard telephone network.

e~ Home office
Telephone \
network -

Main office

Phone system

Figure 2: External IP extensions

Before proceeding, ensure you have:

e Connected the system at each location to a network (see page 2).
¢ Configured local and public IP addresses (page 3).

¢ Configured the router (page 6).

FORTIVOICE VOIP NETWORK CONFIGURATION GUIDE 9



To set up an external IP extension:

1.

10

Add the external IP extension, as described in Adding IP Phones in Chapter 2 of the FortiVoice
User Guide.

Verify operation of the external IP extension:
a) Select the Local Extension/Fax page.
b) Select the external IP extension.

c) Confirm Extension status is Registered, and the phone’s IP address appears in the IP Extension
Details area.

IP Extension Details
Location: |Interna| M Extension status: Registered
MAC address: | 001ATEAECS3E Select... IP address:
Unit: | 1 ]

Optionally, set the Time zone of the extension.
Optionally, perform advanced VoIP configuration:

a) All VoIP lines are shared by default. You can reserve VoIP lines for the external IP extensions.
See Reserving VoIP lines on page 25.

b) External IP extensions use G.711yn as their preferred codec. This can be changed under
Troubleshooting > Extensions > IP Extensions.

FORTIVOICE VOIP NETWORK CONFIGURATION GUIDE



MULTI-BRANCH VOIP NETWORK

A multi-branch VoIP network has at least one SIP device at each location. A SIP device is a VoIP-
enabled phone system, IP telephone or SIP gateway. One phone system in the network acts as the SIP
server. The other SIP devices are SIP clients.

A user, auto attendant or call cascade can dial a VoIP number to reach an extension, auto attendant
or voice mailbox at any location.

For example, the following illustration shows a multi-branch VoIP network with two locations. Calls
between the offices are routed over the Internet, and local calls are routed over the traditional
telephone network.

New York office
361 366
R 362 367
Y . 363 368
Telephone 364 369
network 365
I—

San Francisco office

- -

w
351 Phone system
352 Internet :
353 s
354
355

Phone system

Figure 3: Multi-branch VoIP network

Five VoIP numbers are assigned to San Francisco (351 to 355), and nine are assigned to New York
(361 to 369). These VoIP numbers can be dialed directly from any extension, auto attendant or call
cascade in the network.

The phone system in the San Francisco office has a static public IP address, so is designated as the
SIP server. The phone system in New York is a SIP client.

VoIP location numbers should have the number of digits specified in your numbering plan for maximum
functionality (3, 4 or 5 digits). All units in the VoIP network should have the same dialing plan.
Before proceeding, ensure you have:

¢ (Connected the system at each location to a network (see page 2).

e Configured local and public IP addresses (page 3).

¢ Configured the router (page 6).

FORTIVOICE VOIP NETWORK CONFIGURATION GUIDE 11



SETTING UP A MULTI-BRANCH PROFILE FOR THE SIP SERVER

The multi-branch profile for the SIP server shows registration details and contains authentication
information.

1.

Connect to the system that will act as the SIP server.

2. Select the VoIP Configuration page.

3. Select Profile MB, which is for configuring the multi-branch profile.

10.

12

@ About

[ Administration

@ scheduling

(& IP Configuration
W) On-Hold / Ringback
(=] Email Service

£ Local Extensions / Fax
[E| Remote Extensions

4% Ring / Page Groups

[ General Voice Waiboxes
(=] Voicemail Preferences
. 1 Voicemail Broadcast

|-} Permissions

& System Speed Dials

Lines and Grestings.

'3 Telephone Lines
= VolP Numbers
£ Caller ID Based Routing
=%, Line Hunt Groups
’ Auto Attendants

[+ Auto Route Selection
& Call Bridge (DISA)
@) Auto Call Back

(&) Prompted Call Back

€ volP Configuration 9

Activate Profik ©)
Profie =
IR 1uit-branch Profile name: [Mul-branch
SPA_| My Service Provider
[5B2 | Service Provider 2 Start VoIP location numbers at: [350 e (range is +50 from the start number)
SP3 | Service Provider 3
[I5P@ | Service Provider 4 [] Disable public IP address substitution 9
Codec Options.
g Details é
This iocation is the ProxyiReqistrar @
Proxy/Registrar server name:
[V»ew Registrar Entries. ] [View All Registrations, ]
=)
@
Registrar authentication Q
User/account:  MyAccounthame @
Password: |MyPassword @
[ System VolP Ot
\olP Caller ID- '_,:;: Line Reser :g
O Use system name in Caller ID information for all outgoing VolP calls Reserve ines for specific services (optional)
(3) Use extension names in Caller ID information for all outgoing Vol calls Reserve Vol Lines..

@ 2011 Fortinet, Inc. Al rights reserved.

Connected - System

Set the starting number for VoIP numbers range. A range of 50 numbers is reserved for VoIP
numbers in the system. The range will begin with the number you put here.

Leave the Disable public IP address substitution checkbox cleared.

Select the This location is the Proxy/Registrar checkbox.

Set Registrar authentication to Yes. This restricts access and allows only authorized devices to

connect.

Enter a User/account name. All SIP clients must use this name.

Enter a Password. All SIP clients must use this password.

Ensure your router is set up to perform port forwarding for the SIP Signalling and RTP ports.
See Configuring the router on page 6.

FORTIVOICE VOIP NETWORK CONFIGURATION GUIDE



SETTING UP A MULTI-BRANCH PROFILE FOR A SIP CLIENT

The multi-branch profile for a SIP client contains registration details and authentication information.
1. Connect to a system that will be a SIP client.

2. Select the VoIP Configuration page.

3. Select Profile MB, which is for configuring the multi-branch profile.

Configuration Menu |VelIP Configuration [ ]
Global Settings Jr— ©
@ About Profle =
(-] Administration T MuFibranch ) Profie name: | Muti-branch
&) Scheduing 5P| My Servics Provider s
(& IP Configuration [I5P2 | Service Provider 2 Start VolP location numbers at; | 350 (range is +50 from the start number)
W) On-Hold / Ringback ISP Service Provider 3
e [SP@ | Service Provider 4 [] Disable pubiic IP address substitution 6
&4 Email Service P
[ Vol Configuration

- Codec Options.
Extensions and Voicemail R —— =
£ Local Extensions / Fax =
[E| Remote Extensions 2 e
2 Ring / Page Groups
54 General Voics Maiboxes ProxyiRegistrar server name: @
= Voicemail Preferences
"~ 7 Voicemail Broadcast [view Registrar Entriss | [isw All Registrations._ |
|-} Permissions
& System Speed Diaks

o ©
Lines and Groslings Registrar authentication:
= Telephone Li
% VSIP”NMED nes Userfaccount: | lyAccountiiame
olP Numbers
<G, Caller ID Based Routing Password: |MyPassviord @
=, Line Hunt Groups
& Auto Attendants
System VolP Opt

Call Cost Reduction Features VolP Caller ID- (@) rLine ©)
[ Auto Route Selection
@ cal Bridge (DISA) O Use system name in Caller ID information for all outgoing VolP calls Reserve lines for specific services (optional)
(@) Auto Cal Back Use extension names in Caler ID information for all outgoing VoIP calls Reserve VolP Lines...
(&) Prompted Call Back

J Prompted Call Bach
@ 2011 Fortinet, Inc. Al ights reserved Connscted - System

4. Leave the Disable public IP address substitution checkbox cleared.
5. Leave the This location is the Proxy/Registrar checkbox cleared.

6. Enter the Current public IP address or Public domain name of the SIP server into the Proxy/
Registrar server name box.

If the SIP server is using a non-default SIP signalling port (i.e. if the SIP server is not using 5060
as the SIP signalling port), specify the port number after a colon at the end of the public IP
address or public domain name (e.g. 123.45.67.89:3456).

7. Enter the User/account name from the SIP server. All SIP clients must use this name.
8. Enter the Password from the SIP server. All SIP clients must use this password.

9. Ensure your router is set up to perform port forwarding for the SIP Signalling and RTP ports.
See Configuring the router on page 6.

FORTIVOICE VOIP NETWORK CONFIGURATION GUIDE 13



CONFIGURING VOIP NUMBERS FOR A MULTI-BRANCH VOIP NETWORK

A VoIP location number is like a telephone number, and is used to dial a system at a particular

location. Each VoIP location number must be unique (i.e. only used at one location).

VoIP location numbers can be dialed from any extension, auto attendant or call cascade to any
extension, auto attendant or voice mailbox in the multi-branch VoIP network. No hunt group number
is required.

To assist in assigning VoIP location numbers for your network, use the Appendix A — Multi-branch
VoIP network administration form on page 27.

1.

U W oM

14

Select the VoIP Numbers page.

@ About

[ Administration

(2 Scheduling

(& IP Configuration
%) On-Hold / Ringback
[ Email Service

(& VolP Configuration

Extensions and Voicemail

& Local Extensions / Fax
[E] Remote Extensions

& Ring / Page Groups

[ General Voice Maiboxes
[ Voicemail Preferences
. 1 Voicemail Broadcast

-} Permissions

& System Speed Dials

'3 Telephone Lines
= \/olP Numbers
< Caler ID Based Routing
Sy Line Hunt Groups.
& Auto Attendants

Call Cost Reduction Features.

[ Auto Route Selection
& Call Bridge (DISA)
&) Auto Call Back

(& Prompted Call Back

@R R

VoIP Number

.

=

Activate VolP Numbere

Select a VolP Profile: [Multi-branch e

Phone Number-

VolP location number. | 350

e

The numbers 350-389 are recommended unless you plan to access the VolP line using Hunt Groups.

()]

Status: Unregistered View All Registrations.

~Call Handling

|ring extensions M[

Fdt__ ]

perform no action

© 2011 Fortinet, Inc. All rights reserved.

If all extensions are busy or the callis not answered:

Mode 1 (Business Hours) Mode 2 (After Hours) |  Holiday Mode |

When a call comes in on this phone number, perform the following action

after

rings.

Connected - System

Select a VoIP number slot.
Select the Activate VoIP Number checkbox.
Set the VoIP profile to multi-branch.

Enter the VoIP location number into the VoIP location number box. The VoIP location number box
shows the range of reserved VoIP location numbers. Your VoIP location numbers should have the
same number of digits as the other numbers in your dialing plan for full functionality. You can

change the starting point of the range on the VoIP Configuration page.

Set up call handling for the VoIP number. For more information, click the Help @ icon in the
Call Handling area.

Repeat steps 2 to 6 for each additional VoIP number.
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SETTING UP LINE HUNT GROUPS

for calls to emergency services. Failure to properly configure hunt groups could prevent

Warning! Assign hunt group 9 or 0 to the group of telephone lines or VoIP trunks used
A emergency calls.

If a VoIP-enabled unit is present, hunt group 88 uses the multi-branch VoIP network by default, and
the other hunt groups use telephone lines. You can modify these default settings as described on
page 23.

Note that the user does not have to dial the hunt group number before VoIP numbers: these
automatically use the multi-branch VoIP network.

If 50 VoIP numbers aren’t enough for the network, you can set up longer VoIP numbers. To reach a
longer VoIP number, the user will first dial a hunt group number.

A local extension can be restricted to a set of hunt groups in order to control access to VoIP
networks. See Hunt group permissions in Chapter 2 of the FortiVoice User Guide.

ADVANCED VOIP CONFIGURATION
Optionally, perform advanced VoIP configuration.

1. The default preferred codec is G.729. You can select the Preferred codec for the multi-branch
profile. All locations must support the same codec. See Setting codec options on page 21.

2. VoIP calls use extension names for caller ID by default. You can set the source for VoIP caller ID at
each location. The same setting will be used by the multi-branch profile and all service provider
profiles. See Setting up caller ID on page 24.

3. All VoIP lines are shared by default. You can reserve VoIP lines for the multi-branch profile at
each location. See Reserving VoIP lines on page 25.

4. To transfer settings from your computer to the system, choose File > Save. A window appears
indicating the configuration is being sent.
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VERIFYING THE MULTI-BRANCH VOIP NETWORK

If you are configuring the multi-branch profile for the SIP server, the window enables the View
Registrar Entries button. Clicking the button shows the Registrar Entries window with a list of
VoIP numbers, their IP addresses and port numbers, and the number of seconds until their
registrations with the SIP server will expire.

1. Select the VoIP Configuration page.

2. Select Profile MB, and then click View Registrar Entries. The Registrar Entries window appears.

Registrar Entries

rRegistrar Entri

X

L2

Client

Conkack

Expires

350

350@192.165.1.100:5060

289

351

351@192.165.1.100:5060

290

3se

352@192.168.1.100:5060

291

353

353@192.166.1.100:5060

281

554

354@192.165.1.100:5060

282
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SERVICE PROVIDER VOIP NETWORK

Using a service provider VoIP network requires at least one VoIP-enabled phone system. The service
provider acts as the SIP server. The service provider assigns the VoIP numbers and VoIP configuration
parameters.

For example, the following illustration shows a service provider VoIP network.

Outside party

Telephone
network

Local extension

Phone system Outside party

Figure 4: Service provider VoIP network

To reach an outside party, the user dials the hunt group number associated with the service provider
profile, and then dials the phone number.

To reach a local extension, an outside party dials the VoIP number that was assigned to the system by
the service provider.

Before proceeding, ensure you have:

® Connected the system at each location to a network (see page 2).

e Configured local IP addresses (page 3), and public IP addresses if required.

® Configured the router (page 6).
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SETTING UP A SERVICE PROVIDER PROFILE

A service provider profile contains the settings that allow your phone system to register with
the provider.

If you are using an approved VoIP service provider, visit the Fortinet Technical Support website at
http://www.fortinet.com/fortivoice to access the service configuration guide for your VoIP service
provider.

1. Select the VoIP Configuration page.
2. Select a Profile (SP 1 to SP 4).

I Configuration Menu |VolIP Configuration I
o

Activate Profik 9 =
© ot [Profie | Profietame |
MB_| Mufi-branch
[ Administration 300 Example VolPCo Service Provider |ExampleVnIPCn I ‘ [ Update Configuration ]
o e i:; :N!m ;mv:eri Profile name: |ExampleVolPCo
(& IP Configuration (ISP Service Provider
9 On-Hold / Ringback B | 5orvico Providor & Disable public IP address substiution
(&4 Email Service [] Reqister with authentication username:
I % VoP Configuration o

Enable NAT keep alives
£, Local Extensions / Fax

[ Remote Extensions

£ Ring / Page Groups.

[3 General Voice Maiboxes

Provisioning Details ©)

[&] Voicemail Preferences ProxyiRegistrar server name:
»
& 1 Voicemail Broadcast

Registrar server name
2 Permissions

& System Speed Dials Outbound proxy:
Lines and Greetings R e
‘B3 Telephone Lines

I VolP Numbers View All Registrations...

£ Caller ID Based Routing

g Line Hunt Groups System VoIP Opti
& Auto Attendants

Call Cost Reduction Features

uto Route Selection Ise system name in Caler ID information for all outgoing VoIP cal

Auto Route Select Use syst Caller ID information for al oulgoing VolP calls Reserve lines for specific services (optional)
(& Call Brigge (DISA) (3) Use extension names in Caller ID information for all outgoing VolP calls Reserve VoPP Lines. ..

@) Auto Call Back

(& Prompted Call Back

VolP Caller ID- @) rline Q)

©2011 Fortinet, Inc. All rights reserved Connected - System

Activate profile

You can set up a service provider profile automatically or manually.
Automatic configuration

1. Select the Activate Profile checkbox.

2. The Service Provider menu offers a list of approved VoIP service providers. If your service provider
appears in the menu, click on the name. The name is then displayed in the Service Provider field.
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3. Click the Update configuration button. The essential settings for communication with the
service provider’s registration server will be completed automatically.

I Configuration Menu |VolIP Configuration I
(ElotalEatioas Activate Prnme—a ©
© oo ot z
MB__| Muti-branch
5] Administration ] P apCo Gy Servies Provider [Exampievolpco ~| [Update Canfiguration | 9
(O Scheduling :Iiii :"f” :’""’:eri Profile name: |ExampleVolPCo
& IP Configuration % Se“’f“" p'““ne' 3
rice Provider
V]
4 OnHold / Ringback Disable pubic P address substiution
[ Email Service [ Register with authentication username:
I @ VoP Configuration
- Enable NAT keep alives | Settings. .
& Local Extensions / Fax Codec Optians.
[ Remote Extensions
Ring / Page Groups. i
& Provisioning Details ©

[ General Voice Maiboxes
[&] Voicemail Preferences
& 1 Voicemail Broadcast
2 Permissions

& System Speed Dials
‘B3 Telephone Lines

&8 VolP Numbers

£ Caller ID Based Routing
S Line Hunt Groups

& Auto Attendants

[+ Auto Route Selection
(@) call Bridge (DISA)

@) Auto Call Back

(& Prompted Call Back

ProxyiRegistrar server name
Registrar server name:
Outbound prosy:

Realmidomain.

View All Registrations...

System VolP UD(IDns«@

Line:

VolP Caller ID-

(©)

O Use system name in Caler ID information for all outgoing VoIP calls

(5) Use extension names in Caler ID information for all outgoing VoIP calls

Reserve lines for specific services (optional)

Reserve VoIP Lines...
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Connected - System

4. If you want to customize other aspects of your VoIP lines, you may do so in the System VoIP

Options area. See System VoIP options in Chapter 2 of the FortiVoice User Guide.

Account-specific and number-specific settings are not automatically configured. These must be
entered on the VoIP Numbers page.

Manual configuration
1. Select the Activate Profile checkbox.
2. Enter the Profile name. The default profile name is Service provider n (e.g. Service provider 1).

3. If your service provider requires you to register using your private IP address, select the Disable
public IP address substitution checkbox. Check with your service provider.

4, Some providers require the system to register using the user name or account information rather
than the VoIP number(s) provided. If so, check the Register with authentication username box to
have the system register with the user name information provided in the VoIP numbers page.
Check with your VoIP service provider if you're uncertain which method of registration is required
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5. If your service provider requires keep alive messages, and if your router does not support uPNP,
check the Enable NAT keep alives checkbox.

a) Click Settings. The Keep Alive Settings window appears.

Keep Alive Settings

Select the method used to keep ports open: | Simple ping »

Specify the ping fregquency (in seconds): |45

b) Select the method used to keep ports open. Choices are:
e Simple ping — A standard ping message that works with all SIP servers.
e Nortel ping — A ping message that works with Nortel SIP servers (e.g. Nortel MCS 5200).

c) If necessary, change the ping frequency. The default setting is 45 seconds.

6. You can specify which codecs to use by clicking the Codec options button. See Setting codec
options on page 21.

Provisioning details

Enter the IP addresses or public domain names, as provided by the service provider, into the following
boxes. If the service provider does not specify a value, leave the box blank.

® Proxy server name

® Registrar server name

® Qutbound proxy

® Realm/domain

The View All Registration button will allow you to confirm connection to your service provider once
you have completed the configuration of your VoIP numbers.

If you want to customize other aspects of your VoIP lines, you may do so in the System VoIP Options
area. See System VoIP options in Chapter 2 of the FortiVoice User Guide.
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SETTING CODEC OPTIONS

If you are using an approved VoIP service provider, visit the Fortinet Technical Support website at
http://www.fortinet.com/fortivoice to access the service configuration guide for your VoIP service
provider. The service configuration guide lists supported codecs.

A codec is a method of compressing and decompressing audio signals for communication across a
network. The system supports the G.729 and G.711 (p-law or A-law) codecs for VoIP calls. If your
service provider or equipment requires specific codecs for VoIP or Fax over IP calls, you can restrict
the system to use the required codec.

The Codec Options window allows you to select the codecs that your system can use, specify the
preferred codec, and clear the unsupported codecs. You can specify the codecs for the multi-branch
profile, and for each service provider profile. External IP extensions will use the preferred codec
specified in the multi-branch profile.

1. Select the VoIP Configuration page.
2. Click Codec Options. The Codec Options window appears.

Codec Opti

If your Internet connection can support high bandwidth content, you can select G.711 (100 kbps
bandwidth). The default setting is G.729 (25 kbps bandwidth).

[¥] 6729 @] 6711p [F G6T11A [T woice activiy detection (VAD)
Preferred codec: |G.728 -

Not sure of your bandwidth capacity? Use our VolP Test Utility.

3. Select the codecs that your system can use, and clear the unsupported codecs. The following
codecs are supported:

e (.729 — This codec provides good quality. It requires the least bandwidth and accommodates
the highest number of concurrent calls.

e (.711n — This codec provides high quality and supports Fax over IP. It requires the most
bandwidth and accommodates the fewest number of concurrent calls. G.711p is used in North
America and Japan.

e (.711A — This codec provides high quality and supports Fax over IP. It requires the most
bandwidth and accommodates the fewest number of concurrent calls. G.711A is used
worldwide except for North America and Japan.

4. Select the Preferred codec. G.729 is the default codec, which uses the least bandwidth and
accommodates the highest number of concurrent calls.

5. Set Voice activity detection (VAD). Enabling VAD reduces voice bandwidth when no speech is
detected, and reduces transmission of background noise. We recommend disabling VAD to keep
bandwidth available for speech.

FORTIVOICE VOIP NETWORK CONFIGURATION GUIDE 21


http://www.fortinet.com/fortivoice

CONFIGURING VOIP NUMBERS FOR A SERVICE PROVIDER VOIP NETWORK

If you are using a FortiVoice-certified VoIP service provider, visit the Fortinet Technical Support
website at http://www.fortinet.com/fortivoice to access the service configuration guide for your
VoIP service provider. Otherwise, use the procedures in this section.

Your service provider will assign you VoIP numbers.

1. Select the VoIP Numbers page.

Configuration Menu |VoIP Numbers B

Global Settings =
] Activate VolP Number.

@ about D | VolP Number _9 ©

=] Administration o] 3‘*5575 Select a VolP Frofile: | My Service Provider e

(@ Sscheduling 9 Phone Numb (@) Usemame and Password———————————(@)
(& IP Configuration

W) On-Hold / Ringback
&4 Email Service =
(&) VP Configuration City or area code: 234 6 Password: |My Password

Country code: |1 UserfAccount: | My Account

[EEIEE

Number: | 5678
£ Local Extensions / Fax

[E| Remote Extensions

4% Ring / Page Groups

[ General Voice Maiboxes
(=] Voicemail Preferences

. 1 Voicemail Broadcast

|-} Permissions

& System Speed Diak

Registration Stat ©

Status: Unregistered View All Registrations...

Call Handling

)

Wode 1 (Business Hours) | Mode 2 (After Hours) | Holiday Mode |

When a call comes in on this phone number, perform the following action:

Lines and Grestings

'3 Telephone Lines.
VolP Numbers
<, Caller D Based Routing
s Line Hunt Groups

& Auto Attendants

‘rmgexlensmns u[ Edt.. ]

If all extensions are busy or the call is not answered

perform no action after rings.

[+ Auto Route Selection
& Call Bridge (DISA)
@) Auto Call Back

(&) Prompted Call Back
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2. Select a VoIP number slot.

3. Select the Activate VoIP Number checkbox.

4. Set the VoIP profile to the service provider (e.g. My Service Provider).

5. Enter the Country Code (if required), the City or Area Code and the Number.
6. Enter the User/account and the Password (if required) for this number.

7. Set up call handling for the VoIP number. For more information, click the Help @ icon in the
Call Handling area.

8. Repeat steps 2 to 7 for each additional VoIP number.
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SETTING UP LINE HUNT GROUPS

VoIP trunks used for calls to emergency services. Failure to properly configure hunt

Caution! Ensure that hunt group 9 or 0 is assigned to the group of telephone lines or
A groups could prevent emergency calls.

A hunt group is a set of lines that are available for making an outbound call. It can use selected
telephone lines, all VoIP lines associated with the multi-branch VoIP network, or all VoIP lines
associated with a service provider VoIP network.

The configuration has nine different hunt groups. If a VoIP-enabled unit is present, hunt group 88
uses the multi-branch VoIP network by default, and the other hunt groups use telephone lines. You
can modify these default settings as required. If you are using multiple service provider VoIP
networks, set up a hunt group for each service provider.

A local extension can be restricted to a set of hunt groups in order to control access to VoIP
networks. See Hunt group permissions in Chapter 2 of the FortiVoice User Guide.

1. Select the Line Hunt Groups page.

Configuration Menu |Line Hunt Groups =
[Siobal Settinag) Activate Hunt Grou )
p &7 @)
@ About HG | Name =
3
] Aministration = Hunt Group name: My Service Provider] 9
(@ Scheduing El
(& P Configuration [e2 | ] =
= rHunt Group Line ©
9 On-Hold / Ringback [Be] =
[ Email Service [es ] 9 Line type: [SP1 Vol Service ( My Servics Provider ) s 9
(& olP Configuration =
E3 VolP lines wil be selected automatically. To modify the number of ValP lines available for sach Service Provider, go to
Fll| My Service Provider :
=] the VolP Configuration page
Extoneions snd Vojcoamd Number of nes avaiable: 8
& Local Extensions / Fax
| Remote Extensions Number of ines reserved: 0
£ Ring / Page Groups
[efl General Voice Maiboxes
[ Voicemil Preferences
. 1 Woicemail Broadcast
[} Permissions
& System Speed Dials
Hunting Order for Outgoing Cals ©
Lines and Greetings. 2 s ©
'S Telephone Lines Hunt lines in the following order:
T3 VolP Numbers
< Calker ID Based Routing
Hunt Group Busy Overflow for Outgoing Calls 7))
& Auto Attendants e
i ey it g, e 70— | O
Call Cost Reduction Features. If al nes are busy in the previous hunt group, use
T Auto Route Selection
@ Cal Bridge (DISA) 5
(&) Auto Call Back Overflow Tone ©)
7 Prompted Cal Back
(& Prompled Cal Bac { Play nofification tone when overflowing to another hunt group.
©2011 Fortinet, Inc. Al rights reserved. Connected - System

2. Select a hunt group.

3. If necessary, select Activate Hunt Group. All hunt groups are active by default.
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4, Enter a Hunt Group name. The default name is Hunt Group.
5. Set Line type to multi-branch VoIP or SPn VoIP Service.

6. Select the overflow hunt group. Choices are no overflow and the other activated hunt groups. If you
select an overflow hunt group, ensure it contains different lines than the original hunt group.

ADVANCED VOIP CONFIGURATION

Optionally, perform advanced VoIP configuration.

Setting up caller ID

The VoIP Caller ID area allows you to set up the source for caller ID for outbound VoIP calls. The same
setting is used for the multi-branch profile and all service provider profiles. Extension names are used
by default.

1. Select the VoIP Configuration page.

2. Set the caller ID for outbound VoIP calls.

® To use the System name from the Administration page, select Use System Name in caller ID
information for all outgoing VoIP calls.

® To use the First name and Last name from the Local Extension/Fax page set up for each
extension, select Use Extension Names in caller ID information for all outgoing VoIP calls.

WoIP Caller 1T

L

() Use System Mame in caller 1D information for &l outgoing YoIP calls

() Use Extension Mames in caller ID information For all outgoing YoIP calls
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Reserving VolP lines

By default, all VoIP lines are available for external IP extensions, multi-branch VoIP network calls,
and/or service provider calls on a first-come first-served basis. You can also reserve VoIP lines for a
specific use. For example, you can set aside two lines for external IP extensions.

Reserving VoIP lines guarantees resources for a specific network. Sharing VoIP lines uses them
most efficiently.

1. Select the VoIP Configuration page.

2. Click Reserve VoIP Lines. The VoIP Resource Reservation window appears.

-

VolP Resource Reservation

By default, the sy=tem shares VolP rezources. If you need to guarantee availability of VolIP lines for pecific
=services, then reserve lines for these services.

rVolP Resource Reservation

External IP extension calls: '
Multi-branch VolP network calls: '
My Service Provider calls: .

Service Provider 2 calls:

Service Provider 3 calls:

Service Provider 4 calls:

Total VolP lines available on system: &
Total VoIP lines shared: &

Total WolP lines reserved: 0

[ o J[ conn

3. Select the number of VoIP lines to set aside for each service. Choices range from 1 to the number
of unreserved VoIP lines at this location. Shared means no VoIP lines are reserved for this service.
Only unreserved lines will be available.

4. To transfer settings from your computer to the system, choose File > Save. A window appears
indicating the configuration is being sent.
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VERIFYING REGISTRATION

Clicking the View All Registrations button shows a window with a list of VoIP numbers, their
registration status, and the number of seconds until their registrations with the SIP server will
expire. This confirms that the system is registered with a SIP server.

1. Select the VoIP Configuration page.

2. Click View All Registrations. The Registration status window appears.

3. Choose All Registered Numbers or an active profile.

Registration status

rRegistration skaku.

© 5

Client

Status

Expires

350

Registered

170

351

Registered

171

352

Registered

17z

353

Registered

162

554

Reqgistered

163

My Service Provider
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APPENDIX A — MULTI-BRANCH VOIP NETWORK ADMINISTRATION FORM

Use this form to keep track of VoIP numbers assigned to locations within a multi-branch
VoIP network.

Location of the SIP server:

Equipment at the SIP server location:

VoIP numbers assigned to the SIP server location:

VoIP numbers assigned to locations

Location name Equipment VolIP numbers
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