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Introduction
This document describes the Fortinet FortiSwitch Fabric Manager application (FFM). FFM 
is a web-based solution used to manage and monitor the devices in a FortiSwitch Ethernet 
fabric. The FFM consists of pre-built EMS/NMS components addressing generic topology 
and FCAPS functionality.
This document also describes the process of installing the FFM in both Windows and 
Linux environments, and includes trouble-shooting tips. 
 The FFM is designed to provide the following management functions:
• Network Topology Network Topology provides a real-time view of the deployment of 

FFM devices across various sites of the service provider.
• Configuration Management Configuration Management supports the configuration of 

software maintenance, periodically upgrading the software and configuration of various 
provisioning activities across the FFM devices.

• Performance Management Performance Management supports the real-time 
statistics, polling services and graphs to help the user understand network usage 
patterns of fabric devices.

• Fault Management Fault Management is used for detection, identification and 
correlation of faults as and when they happen, and also provides various management 
functions for addressing the faults.

• Security Management Security Management provides access control to the EMS 
application, and maintains access logs and audit trails.

Audience
This guide is intended for use by data center administrators, system administrators and 
customer support personnel responsible for monitoring or configuring a FortiSwitch 
Ethernet fabric using the FortiSwitch Fabric Manager. It assumes a basic familiarity with 
network administration.

Customer service & technical support
Fortinet Technical Support provides services designed to make sure that you can install 
your Fortinet products quickly, configure them easily, and operate them reliably in your 
network. 
To learn about the technical support services that Fortinet provides, visit the Fortinet 
Technical Support web site at https://support.fortinet.com.
You can dramatically improve the time that it takes to resolve your technical support ticket 
by providing your configuration file, a network diagram, and other specific information. For 
a list of required information, see the Fortinet Knowledge Base article Technical Support 
Requirements.

Training
Fortinet Training Services provides classes that orient you quickly to your new equipment, 
and certifications to verify your knowledge level. Fortinet provides a variety of training 
programs to serve the needs of our customers and partners world-wide.
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Documentation Introduction
To learn about the training services that Fortinet provides, visit the Fortinet Training 
Services web site at http://campus.training.fortinet.com, or email them at 
training@fortinet.com.

Documentation 
The Fortinet Technical Documentation web site, http://docs.fortinet.com, provides the 
most up-to-date versions of Fortinet publications, as well as additional technical 
documentation such as technical notes.
In addition to the Fortinet Technical Documentation web site, you can find Fortinet 
technical documentation on the Fortinet Tools and Documentation CD, and on the Fortinet 
Knowledge Base.

Fortinet Tools & Documentation CD
Many Fortinet publications are available on the Fortinet Tools and Documentation CD 
shipped with your Fortinet product. The documents on this CD are current at shipping 
time. For current versions of Fortinet documentation, visit the Fortinet Technical 
Documentation web site, http://docs.fortinet.com.

Fortinet Knowledge Base 
The Fortinet Knowledge Base provides additional Fortinet technical documentation, such 
as troubleshooting and how-to-articles, examples, FAQs, technical notes, a glossary, and 
more. Visit the Fortinet Knowledge Base at http://kb.fortinet.com.

Comments on Fortinet technical documentation
Please send information about any errors or omissions in this document to 
techdoc@fortinet.com.

Acronyms
The following acronyms are used in this document:

Table 1: Acronyms

FFM FortiSwitch Fabric Manager

NE Network Element, generic reference to a FortiSwitch switch

Device Generic reference to a FortiSwitch switch

SNMP Simple Network Management Protocol

NMS Network Management System

EMS Element Management System

ARP Address Resolution Protocol

CLI Command Line Interface

ICMP Internet Control Message Protocol

FTP File Transfer Protocol
FortiSwitch™ Fabric Manager Version 1.1 Administration Guide
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Installing FortiSwitch Fabric Manager
This chapter explains the software and hardware requirements and the procedure for 
installing the FFM under Windows and Linux operating systems. It also shows the initial 
steps to discover network topology and add devices for management, and explains how to 
install and configure a database to work with the FFM server.

FFM Binaries
The FFM release will contain the following folders and files for installation in 32-bit and 64-
bit operating systems:
32_bit_OS/ (This folder contains binaries to be used in a 32-bit Linux or Windows)
• FortiSwitch_EMS_Linux.zip
• FortiSwitch_EMS_Windows.zip
• my.cnf
• my.ini
• mysql-connector-java-5.0.7-bin.jar
• ojdbc14.jar
64_bit_OS/ (This folder contains binaries to be used in a 64-bit Linux or Windows)
• FortiSwitch_EMS_Linux.zip
• FortiSwitch_EMS_Windows.zip
• my.cnf
• my.ini
• mysql-connector-java-5.0.7-bin.jar
• ojdbc14.jar

Installation Environments
The FFM can be installed under Windows or Linux operating systems and can use either 
MySQL or Oracle databases. The detailed installation steps for each environment are 
given below.

FFM Installation in Linux OS with MySQL Database
Requirements

FortiSwitch Fabric Manager Files
The following files are required to install FFM in this environment:
• FortiSwitch_EMS_Linux.zip
• my.cnf
• mysql-connector-java-5.0.7-bin.jar
To install in a 32-bit OS, the above files should be taken from 32_bit_OS folder.
To install in a 64-bit OS, the above files should be taken from 64_bit_OS folder.
ortiSwitch™ Fabric Manager Version 1.1 Administration Guide
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FFM Installation in Linux OS with MySQL Database Installing FortiSwitch Fabric Manager
Software Requirement
• MySQL Server v5.0.x 
• OS: Linux CentOS 5 / Fedora Core 9 / RHEL 4 / RHEL (Note: OS has to be installed in 

default Server GUI mode)
• Client Browser Requirements: Mozilla Firefox 3.X (Recommended)

Hardware Requirements
• Minimum requirements for Client: 2.66 GHz., 1 GB RAM, 20 GB HDD
• Recommended requirements for Server: 2.66 GHz, 4 GB RAM, 200 GB HDD

Setting Up the Environment
Set the Locale to English (United States).

Verification of Software Requirements
Verify if MySQL server is running by executing the command “mysql -u root” on the 
terminal. If the MySQL server is running, you will be taken to the mysql prompt shown 
below:

[root@FortiSwitch fred]# mysql –u root
Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 1
Server version: 5.0.67-community MySQL Community Edition (GPL)
Type 'help;' or '\h' for help. Type '\c' to clear the buffer.
mysql>

For steps to install MySQL please check the Section “Mysql Installation Steps”.

Preconditions
• Appropriate binaries should be taken from 32_bit_OS or 64_bit_OS folder, based on 

the operating system.
• Ensure that the FFM server is not running currently.
• The server should be installed and started as root user.
• Verify proper FFM license file is generated for corresponding server MAC address 

(server running machine)
• DNS for the HOSTNAME of the Linux machine should be resolved to the system’s IP. 

To verify it please do a ping $HOSTNAME from the shell prompt. If the command is 
successful and resolves to the correct IP-address assigned for the server, then you can 
install the server. In case of a problem please edit, the /etc/hosts file to correct the DNS 
issue. A sample file will look like this:
127.0.0.1 Local host
172.18.20.221 Management_Server

Installing the FFM Application 
The FFM can be installed on MySQL database through the following steps.

1 Stop the MySQL Server (following command may be used)

Note: These MySQL configuration steps are to be carried out ONLY ONCE during 
installation of FFM in any specific machine for the first time. These steps are NOT required 
for re-installation of FFM on the same machine).
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/etc/init.d/mysqld stop

2 Delete the files ib_logfile0, ib_logfile1, ibdata1 located in the MySQL installed folder. 
E.g. /var/lib/mysql

3 Copy the my.cnf file to /etc/ folder. This file is provided as part of the release.
4 Start the MySQL server. (following command may be used)

/etc/init.d/mysqld start

5 Login into the MySQL command prompt and execute the command “show engines;” 
and verify that the Support status of “InnoDB” is set to “Yes” or “Enabled”.

6 Extract the "FortiSwitch_EMS_Linux.zip" file using the following command.
unzip FortiSwitch_EMS_Linux.zip

7 Once FFM has been successfully extracted, the FortiSwitch directory and 
subdirectories will have been created.

8 A FFM license must be generated to complete the installation. The hardware MAC 
address of the interface running FFM is required to generate the License.dat file. Once 
the License.dat file is received, the user can proceed with the installation.

9 Copy the license file (License.dat), into the folder: "FortiSwitch/EMS/server/ems/conf".
10 Copy the "mysql-connector-java-5.0.7-bin.jar" in the following extracted folders 

"FortiSwitch/EMS/server/ems/lib" and “FortiSwitch/EMS/dbrestore/lib”
11 Create a new database in MySQL. (Execute this command to create a new database: 

"mysqladmin create -u root FFM_EMS_DB").Here "FFM_EMS_DB" is the default 
database name which the FFM server uses. To configure the server, change 
directories (cd) to "FortiSwitch/EMS/bin" and execute the "sh configureserver.sh" file. 
Then set the database as MySQL (which is the default selection) and set the newly 
created database name in the “Database Name” field, and click “OK” button.
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Figure 1: Configure Server screen for MySQL database

12 Start the server, by changing the directory to "FortiSwitch\EMS\bin" and run the "sh 
startFFMserver.sh" file. This command must be run either from the server GUI console, 
or through a VNC connection.

13 The client can be started in any machine in the same network, either in an IE 7 browser 
or Mozilla Firefox 3.x version web browser. Type the following URL scheme of 
"http://<IP address of the machine on which the server is running>:8080". 
Example: http://172.18.20.221:8080 to access a FFM server running on a machine at 
172.18.20.221

MySQL Installation Steps
1 Download the latest MySQL community edition (server) for RHEL 4 (same rpm can be 

used for CentOS 5 / Fedora Core 9 / RHEL 5) from URL: 
http://dev.mysql.com/get/Downloads/MySQL-5.0/MySQL-server-community-5.0.67-
0.rhel4.i386.rpm/from/pick#mirrors

2 Download the latest MySQL community edition (client) for RHEL 4 (same rpm can be 
used for CentOS 5 / Fedora Core 9 / RHEL 5) from URL: 
http://dev.mysql.com/get/Downloads/MySQL-5.0/MySQL-client-community-5.0.67-
0.rhel4.i386.rpm/from/pick#mirrors       Note: Appropriate rpm should be obtained 
depending on the 32 or 64 bit OS

3 The user must be a super user (i.e. root user) or a user with super user privilege to 
properly download and install MySQL and FFM.

4 Go to the rpm downloaded path: (in this example, the files are downloaded to the "/" 
directory.
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5 Run the following command “rpm –ivh MySQL-server-community-5.0.67- 
0.rhel4.i386.rpm”. 

6 Run the following command "rpm -ivh MySQL-client-community-5.0.67- 
0.rhel4.i386.rpm"

7 Verify whether MySQL Server is running by executing the command “mysql -u root” 
from the terminal.
[root@FortiSwitch]# mysql –u root
Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 1
Server version: 5.0.67-community MySQL Community Edition (GPL)
Type 'help;' or '\h' for help. Type '\c' to clear the buffer.
mysql>

8 Getting around in MySQL
• Typing “mysql -u root” will get you into the mysql monitor
• Typing “exit” will quit out of the mysql monitor

9 To get help on MySQL commands, type “?” or “help” at the MySQL prompt, as shown 
below:
mysql>?
mysql> help

Unzip and Transfer Issues
Transferring or downloading files may cause corruption. Verify the files using the Linux 
command “chksum” both prior to downloading and after the transfer has completed on the 
server.
[root@FortiSwitch]# unzip -tq FortiSwitch_EMS_Linux.zip
[FortiSwitch_EMS_Linux.zip]
End-of-central-directory signature not found. Either this file is 
not a zip file, or it constitutes one disk of a multi-part archive. 
In the latter case the central directory and zip file comment will 
be found on the last disk(s) of this archive.
unzip: cannot find zip file directory in one of 
FortiSwitch_EMS_Linux.zip or FortiSwitch_EMS_Linux.zip.zip, and 
cannot find FortiSwitch_EMS_Linux.zip.ZIP, period.
[root@FortiSwitch]#

FFM Installation in Linux OS with Oracle Database
Requirements

FortiSwitch Fabric Manager Files
The following files are required to install FFM in this environment:
• FortiSwitch_EMS_Linux.zip
• ojdbc14.jar
To install in a 32-bit OS, the above files should be taken from 32_bit_OS folder.
To install in a 64-bit OS, the above files should be taken from 64_bit_OS folder.

Software Requirement
• Oracle 10g Server and Client
ortiSwitch™ Fabric Manager Version 1.1 Administration Guide
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• OS: Linux CentOS 5 / Fedora Core 9 / RHEL 4 / RHEL (Note: OS has to be installed in 
default Server GUI mode)

• Client Browser Requirements: Mozilla Firefox 3.X (recommended)

Hardware Requirements
• Minimum requirements for Client: 2.66 GHz., 1 GB RAM, 20 GB HDD
• Recommended requirements for Server: 2.66 GHz, 4 GB RAM, 200 GB HDD
• Recommended requirements for Oracle Server: 2.66 GHz, 4 GB RAM, 200 GB HDD

Setting Up the Environment
Set the locale to English (United States).

Preconditions
Appropriate binaries should be taken from 32_bit_OS or 64_bit_OS folder, based on the 
operating system.
Ensure that the FFM server is not running currently. 
The server should be installed and started as root user.
Verify proper FFM license file is generated for corresponding server MAC address (Server 
running machine).
DNS for the HOSTNAME of the Linux machine should be resolved to the system’s IP. To 
verify it please do a ping $HOSTNAME from the shell prompt. If the command is 
successful and resolves to the correct IP-address assigned for the server, then you can 
install the server. In case of a problem please edit, the /etc/hosts file to correct the DNS 
issue. A sample file will look like

127.0.0.1 Local host
172.18.20.221 Management_Server

• To configure FFM application for Oracle database, the server machine running FFM 
needs to have Oracle 10g client installed.

• Oracle server needs to be accessible to the server running FFM application through 
Oracle client.

• For database backup and restore operation to work in FFM, the following changes 
have to be done in the FFM server machine.

1 Edit the file sqlnet.ora available under the directory where Oracle client is installed
example: <oracle_install_dir>/product/10.2.0/client_1/network/admin

2 Change the line NAMES.DIRECTORY_PATH= (TNSNAMES) to 
NAMES.DIRECTORY_PATH= (ezconnect,TNSNAMES).

Installing the FFM Application
The FFM is installed on an Oracle database by using the following steps.
1 Extract "FortiSwitch_EMS_Linux.zip" file using the following command.

unzip FortiSwitch_EMS_Linux.zip

2 Once FFM has been successfully extracted, the FortiSwitch directory and 
subdirectories will have been created. Then complete the following procedures.

3 A FFM license must be generated to complete the installation. The hardware MAC 
address of the interface running FFM is required to generate the License.dat file. Once 
the License.dat file is received, the user can proceed with the installation.
FortiSwitch™ Fabric Manager Version 1.1 Administration Guide
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4 Copy the license file (License.dat), into the folder: "FortiSwitch/EMS/server/ems/conf".
5 Copy the "ojdbc14.jar" in the following extracted folders 

"FortiSwitch/EMS/server/ems/lib", “FortiSwitch/EMS/dbrestore/lib”.
6 In the Oracle database server, create a new user ffm with password as ffm. Provide 

CONNECT, DBA, RESOURCE roles and ALTER TABLESPACE, UNLIMITED 
TABLESPACE system privileges for the ffm user. Note: User name created in oracle 
should not contain any special characters.

7 To configure the server, change directories (cd) to "FortiSwitch/EMS/bin" and execute 
the "sh configureserver.sh" file. And provide the following information
• Select Oracle in Database field
• Enter the IP address of the Oracle server machine
• By default the Oracle server listener port will be 1521, change this incase oracle 

listener is running in a different port
• Enter the Oracle service identifier name used for connecting to Oracle in the SID 

field
• Enter the user name as ffm
• Enter the password as ffm
• Click OK button
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Figure 2: Configure Server screen for Oracle database

8 Start the server, by changing the directory to “FortiSwitch/EMS/bin” and run the “sh 
startFFMserver.sh” file. This command must be run either from the server GUI console, 
or through a VNC connection.

9 The client can be started in any machine in the same network, either in an IE 7 browser 
or Mozilla Firefox 3.x version web browser. Type the following URL scheme of 
“http://<IP Address of the machine where the server is running>:8080” 
Example: http://172.18.20.221:8080 to access the FFM server at IP address 
172.18.20.221

Unzip and Transfer Issues
Transferring or downloading files may cause corruption. Verify the files using the Linux 
command “chksum” both prior to downloading and after the transfer has completed on the 
server.
[root@FortiSwitch]# unzip -tq FortiSwitch_EMS_Linux.zip
[FortiSwitch_EMS_Linux.zip]
End-of-central-directory signature not found. Either this file is 
not a zip file, or it constitutes one disk of a multi-part archive. 
In the latter case the central directory and zip file comment will 
be found on the last disk(s) of this archive.

ffm
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unzip: cannot find zip file directory in one of 
FortiSwitch_EMS_Linux.zip or FortiSwitch_EMS_Linux.zip.zip, and 
cannot find FortiSwitch_EMS_Linux.zip.ZIP, period.
[root@FortiSwitch]#

FFM Installation in Windows OS with MySQL Database
Requirements

FortiSwitch Fabric Manager
The following files are required to install FFM in this environment:
• FortiSwitch_EMS_Windows.zip
• my.ini
• mysql-connector-java-5.0.7-bin.jar
To install in a 32-bit OS, the above files should be taken from 32_bit_OS folder.
To install in a 64-bit OS, the above files should be taken from 64_bit_OS folder.

Software Requirements
• MySQL Server v5.0.x
• OS: Windows XP/2003/Vista
• Client Browser Requirements: Internet Explorer 7.0 (Recommended), Mozilla Firefox 

3.X (optional)

Hardware Requirements
• Minimum requirements for Client: 2.66 GHz., 1 GB RAM, 20 GB HDD
• Recommended requirements for Server: 2.66 GHz, 4 GB RAM, 200 GB HDD

Setting Up the Environment
• Set MySQL's bin directory in the PATH environment variable (This needs to set after 

installing the MySQL)
• Set the locale to English (United States).

Verification of the Software Requirements
Verify if MySQL server is running by executing the command “mysql -u root” on the 
terminal.
If the MySQL server is running, you will be taken to the mysql prompt i.e. “mysql >”. For 
steps to install MySQL please check the section “Mysql Installation Steps”.

Preconditions
• Appropriate binaries should be taken from 32_bit_OS or 64_bit_OS folder, based on 

the operating system.
• Ensure that the FFM server is not running currently
• Verify proper FFM license file is generated for corresponding server MAC address 

(server running machine).
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Installing the FFM Application
The FFM can be installed on MySQL database through the following steps.

1 Stop the MySQL Server. (It can be done through Control Panel > Administrative Tools 
> Services > MySQL)

2 Delete the files ib_logfile0, ib_logfile1, ibdata1 located under “data” folder of MySQL 
installed folder. E.g. “C:\Program Files\MySQL\MySQL Server 5.0\data”

3 Copy the my.ini file to “C:\Program Files\MySQL\MySQL Server 5.0” folder. This file is 
provided as part of the release

4 Start the MySQL server. (It can be done through Control Panel > Administrative Tools > 
Services > MySQL

5 Log in into the MySQL command prompt and execute the command “show engines;” 
and verify that the Support status of “InnoDB” is set to “Yes” or “Enabled”

6 Extract the “FortiSwitch_EMS_Windows.zip” file.
7 Once FFM has been successfully extracted, the FortiSwitch directory and 

subdirectories will have been created
8 A FFM license must be generated to complete the installation. The hardware MAC 

address of the interface running FFM is required to generate the License.dat file. Once 
the License.dat file is received, the user can proceed with the installation

9 Copy the license file (License.dat), into the folder: “FortiSwitch\EMS\server\ems\conf”
10 Copy the “mysql-connector-java-5.0.7-bin.jar” in the following extracted folders 

“FortiSwitch\EMS\server\ems\lib” and “FortiSwitch\EMS\dbrestore\lib”. This file will be 
provided to the user as part of the release.

11 Create a new database in MySQL. (Execute this command to create the database 
“mysqladmin create -u root FFM_EMS_DB”). Here “FFM_EMS_DB” is the default DB 
name which the FFM Server uses. If you want to create the DB with some other name 
then you have to configure the server to use your database. To configure the server 
change the directory to the “FortiSwitch\EMS\bin” and execute the 
“configureserver.bat” file and set the new database name in “Database Name” field and 
click “OK”.

Note: These MySQL configuration steps are to be carried out ONLY ONCE during 
installation of FFM in any specific machine for the first time. These steps are NOT required 
for re-installation of FFM on the same machine).
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Figure 3: Configure Server screen for MySQL database

12 Then start the server, by changing the directory to "FortiSwitch\EMS\bin" and run the 
"startFFMserver.bat" file. Note: FFM server should be started locally from that machine 
and NOT to be started remotely (e.g. should not be started using Remote Desktop 
connection).

13 Client can be started in either IE 7 browser or Mozilla Firefox 3.x version web browser 
by typing “http://< IP Address of the machine where the server is running>:8080” e.g., 
http://172.18.20.221:8080.

MySQL Installation Steps
1 Download the latest MySQL community edition for Windows from URL: 

http://dev.mysql.com/downloads/mysql/5.0.html#win32
2 In the above URL page select “Windows ZIP/Setup.EXE” from the list Note: 

Appropriate MYSQL executable should be obtained depending on the 32 or 64 bit OS
3 Unzip the downloaded file and execute the EXE (Setup.exe).
4 First Screen provides a Copyright notice, Click Next in the First Screen.
5 Second screen asks for the setup type: Select “Typical” and click Next.
6 Click Install in the Next Screen.
7 Skip Sign-Up Windows by clicking Next.
8 Select “Configure MySQL Server Now” checkbox and click on Finish button. It opens 

up the MySQL Server Instance Configuration Wizard.
9 Select “Standard Configuration” and click Next.
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10 Select “Install As Windows Service” and “Include Bin Directory in Windows Path” 
checkboxes, Click Next.

11 De-select Modify Security Settings (to re-use the empty root password) and click Next.
12 Next screen requests for User's confirmation, Click on Execute button.
13 Next screen displays a Success message, Click Finish button.

FFM Installation in Windows OS with Oracle Database
Requirements

FortiSwitch Fabric Manager 
The following files are required to install FFM in this environment:
• FortiSwitch_EMS_Windows.zip
• ojdbc14.jar
To install in a 32-bit OS, the above files should be taken from 32_bit_OS folder.
To install in a 64-bit OS, the above files should be taken from 64_bit_OS folder.

Software Requirements
• Oracle 10g Server and Client
• OS: Windows XP/2003/Vista
• Client Browser Requirements: Internet Explorer 7.0(Recommended), Mozilla Firefox 

3.X (Optional)

Hardware Requirements
• Minimum requirements for Client: 2.66 GHz., 1 GB RAM, 20 GB HDD
• Recommended requirements for Server: 2.66 GHz, 4 GB RAM, 200 GB HDD
• Recommended requirements for Oracle Server: 2.66 GHz, 4 GB RAM, 200 GB HDD

Setting Up the Environment
Set the locale to English (United States).

Preconditions
• Appropriate binaries should be taken from 32_bit_OS or 64_bit_OS folder, based on 

the operating system.
• Ensure that the FFM server is not running currently
• Verify proper FFM license file is generated for corresponding server MAC address 

(Server running machine)
• To configure FFM application for Oracle database, the server machine running FFM 

needs to have Oracle 10g client installed
• Oracle server needs to be accessible to the server running FFM application through 

Oracle client
• For database backup and restore operation to work in FFM, the following changes 

have to be done in the FFM server machine:
1 Edit the file sqlnet.ora available in the directory where Oracle client is installed (e.g. 

<oracle_install_dir>\product\10.2.0\client_1\NETWORK\ADMIN)
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2 Change the line NAMES.DIRECTORY_PATH= (TNSNAMES) to 
NAMES.DIRECTORY_PATH= (ezconnect,TNSNAMES)

Installing the FFM Application 
Use the following steps to install FFM on an Oracle database:
1 Extract the "FortiSwitch_EMS_Windows.zip” file.
2 Once FFM has been successfully extracted, the FortiSwitch directory and 

subdirectories will be created.
3 A FFM license must be generated to complete the installation. The hardware MAC 

address of the interface running FFM is required to generate the License.dat file. Once 
the License.dat file is received, the user can proceed with the installation.

4 Copy the license file (License.dat), into the folder: “FortiSwitch\EMS\server\ems\conf”
5 Copy the “ojdbc14.jar “in the following extracted folders 

“FortiSwitch\EMS\server\ems\lib” and “FortiSwitch\EMS\dbrestore\lib”
6 In Oracle database server create a new user ffm with password as ffm. Provide 

CONNECT, DBA, RESOURCE roles and ALTER TABLESPACE, UNLIMITED 
TABLESPACE system privileges for the ffm user Note: User name created in oracle 
should not contain any special characters.

7 To configure the server, change directories (cd) to “FortiSwitch\EMS\bin” and execute 
the “configureserver.bat” file. And provide the following information:
• Select Oracle in the Database field
• Enter the IP address of the Oracle server machine
• By default the Oracle server listener port will be 1521, change this incase oracle 

listener is running in a different port
• Enter the Oracle service identifier name used for connecting to Oracle in the SID 

field
• Enter the user name as ffm
• Enter the password as ffm
• Click OK button
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Figure 4: Configure Server screen for Oracle database

8 Then start the server, by changing the directory to “FortiSwitch\EMS\bin” and run the 
“startFFMserver.bat” file. Note: FFM server should be started locally from that machine 
and NOT to be started remotely (e.g. should not be started using Remote Desktop 
connection).

9 Client can be started in either a IE 7 browser or Mozilla Firefox 3.x version web 
browser by typing “http://<IP Address of the machine where the server is 
running>:8080” e.g., http://172.18.20.221:8080

Working with FFM Server
Client can be started in either a IE 7 browser or Mozilla Firefox 3.x version web browser by 
typing “http://<IP Address of the machine where the server is running>:8080” e.g. 
http://172.18.20.221:8080
1 In the login screen, provide the username and password (default is admin and 

admin123).
2 Press the Login button to connect to the FFM server.

Discovering a Network
1 Click “Topology” menu in the menu bar and select “Discovery” menu item.

ffm
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2 You will receive a dialog with the “Discovery” tab (and other tabs). Click Add button.
3 The user will receive the “Add - Discovery Details” dialog with either “Entire Network” or 

“IP Range” options.
4 If an entire network needs to be discovered, choose Entire Network, then type the 

network IP address in “Network Address”, e.g., “192.168.20.0”, with the net mask 
address in the “Mask Address” e.g., “255.255.255.0”. Then click the Start button to 
start the discovery process.

5 If a specific IP range is to be discovered, choose IP Range, then type the start IP 
address in “Start IP Address” and the end IP address in “End IP Address” and click the 
Start button to start the discovery process.

6 Then the discovery module will discover the FortiSwitch Fabrics (default SNMP 
community used is “public”).

Adding a Device
1 Right click on the “FortiSwitch Fabric” node in the topology tree and select the “Add 

Element” menu item.
2 User will get an “Add Element” dialog; enter the device’s IP address and the device 

name and click the OK button to add the device to the FFM.

Shutting Down the FFM Server
To shut the server down open a command prompt and change the directory location to 
“FortiSwitch\EMS\bin” and execute “shutdown.bat -S” command.

Enabling Telnet from FortiSwitch Fabric Manager
The following error indicates the IE or Firefox browsers are not enabled for telnet:

The webpage cannot be displayed

Most likely cause: Some content or files on this webpage require a program that you 
don’t have installed.
What you can try: To enable Telnet in IE, you should make an update to the registry. The 
instructions to enable it in both IE and Mozilla are available here: 
http://www.lib.berkeley.edu/Catalogs/telnet_problems.html
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FFM Web Application GUI Overview
To access the FFM application, the user will require a user ID and password, which are 
provided by the manager or system administrator
The default username and password are:

• Username: admin
• Password: admin123

The following steps should allow you to log in and out of the FFM application:
1 Open a FFM-supported web browser (either Mozilla FireFox 3.x or Internet Explorer 7) 

and type “http://<IP Address of the machine where the FFM server is running>:8080”.

2 This opens the FFM client login screen.
3 Enter the Username and Password.
4 Click Login to connect to the FFM application. You will see the welcome screen shown 

below.

Figure 5: Welcome Screen

5 Click Logout to exit from the FFM application as shown below.

Example Note: If the IP address of the FFM server is 178.18.20.221, then type the URL as 
http://172.18.20.221:8080
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Figure 6: Logout menu

FFM Graphical User Interface
The web-based FFM graphical user interface enables the user to monitor and configure a 
FortiSwitch fabric remotely using a web connection and an approved browser (Mozilla 
Firefox 3.x or Internet Explorer 7.0).
The layout of the FFM web application window is shown below.

Figure 7: Screen layout

Logout

Main Dropdown Menu Tabbed Window

Tree Window
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The FFM UI screen is divided into three major divisions, which are
• Tree Window 
• Tabbed Window 

• Tabbed Windows at the Global Level
• Tabbed Windows at the Fabric Group Level
• Tabbed Windows at the Node Level

• Tabbed Windows for the FortiSwitch-1000
• Tabbed Windows in Line Card Group
• Tabbed Windows in Line Card
• Tabbed Windows in Management Card
• Tabbed Windows in Fabric Card
• Tabbed Windows in FortiSwitch-500
• Tabbed Windows in FortiSwitch-100

• Quick Alarms
The main menu, which drops down from the Start dropdown list, gives persistent access to 
the primary FFM functions as shown below.

Figure 8: Start Dropdown Menu

Modules of FFM
The FortiSwitch Fabric Manager has six modules, and each module has sub-menus and 
slab menus. The modules are:
• Topology
• Configuration
• Performance
• Fault
• Security
• Tools

Tree Window
The Tree Window displays a hierarchical view of all the fabrics known to the FFM, and all 
the nodes within those fabrics. Clicking an item in the Tree Window populates the tabbed 
window to the right with information relevant to the item clicked. The Tree Window 
hierarchy is as follows:
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• Global 
• Fabric Group
• Nodes or Elements

Global
The highest level of the Tree Window hierarchy is the Global level, which displays all 
FortiSwitch fabrics discovered by FFM or added manually.
Right click Global to view the contextual menu shown below.

Figure 9: Global right-click menu

The menu choices at the global level are:
• Add FortiSwitch Fabric
• Inventory Management
Add FortiSwitch Fabric is used to manually add a new fabric group.
Inventory Management displays the following resource information for all groups:
• Group Resource ID
• Resource Name
• Resource Status
• Resource Type
• IP Address
• Subnet Mask

Fabric Group
Beneath the Global level, each fabric known to the FFM is shown as a fabric group.
Right click the name of a listed fabric group to view the contextual menu shown below.

Figure 10: Fabric group right-click menu

The menu choices at the fabric level are:
• Add Device
• Edit FortiSwitch Fabric
• Delete
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• Inventory Management

Nodes or Elements
The heading for each fabric group can be expanded to show all of the nodes which are 
known members of that fabric.
The different elements or nodes supported by FFM are as follows:
• FS-1000
• FS-500
• FS-100
Right click the name of a listed element to view the contextual menu shown below.

Figure 11: Element right-click menu

The menu choices at the element level are:
• Inventory Management
• Historical
• Real Time
• Deleting Node or Element
• MIB Browser
• Add Community
• Telnet
• Editing Node or Element
• NE Remarks
• Execute Command

Tabbed Windows at the Global Level
The tabbed windows shown when a user clicks on Global in the Tree Window are as 
follows:
• Fabrics View
• Location View
• Alarms
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• Logs

Fabrics View
The Fabrics View shows each FortiSwitch fabric known to the FFM as an icon with right-
click behaviors as described below.

Figure 12: Fabrics view

Right-click on a listed fabric group to view the contextual menu shown below. (This is the 
same contextual menu that is accessed by right-clicking on a fabric group in the Tree 
Window.)

Figure 13: Fabric right-click menu

The menu choices available from the fabric right-click menu are as follows:
• Add Device
• Edit FortiSwitch Fabric
• Delete
• Inventory Management

Location View
The Location View displays an icon for each FortiSwitch fabric known to the FFM on a 
Google-generated map which includes standard Google map controls:
• Map View
• Satellite View
• Hybrid View
• Pan and zoom controls
To change the map location of a fabric group, click the group icon and drag it to the 
desired location.
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Figure 14: Location view

Alarms
Faults and failures in any FFM-monitored device generate alarms which are displayed in 
the Alarms View. They are color-coded to indicate the severity of the fault or failure, and 
are stored in the alarm database for a period of time determined by the alarm purge 
interval (ten days by default). For details on configuring the purge interval, see “Configure 
Purge Interval” on page 235.
The alarms screen is shown below; right click any alarm to view the contextual menu 
shown below. See “Alarms” on page 199 for more details.
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Figure 15: Alarms right-click menu

Logs
The Logs View shows event logs for all devices being monitored by FFM. The log entries 
are color-coded to indicate the severity of the event.
The Logs screen is shown below; right click any log to view the contextual menu shown 
below. See “Logs” on page 246 for more details.

Figure 16: Logs right-click menu

Tabbed Windows at the Fabric Group Level
The tabbed windows shown when a user clicks on a fabric group in the Tree Window are 
as follows:
• Nodes
• Alarms
• Logs
• Fabric Internal View
• Fabric Utilization
• Statistics
• Availability
• Scope

Nodes
The Nodes View is used to view the elements or nodes in the fabric group currently 
selected in the Tree Window. It also displays the elements in hierarchy order as follows:
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• FS-1000
• FS-500
• FS-100
The Nodes View is shown below; right-click any node to view the hierarchical menu as 
shown.

Figure 17: Node right-click menu

Alarms
Faults and failures in any FFM-monitored device generate alarms which are displayed in 
the Alarms View. They are color-coded to indicate the severity of the fault or failure, and 
are stored in the alarm database for a period of time determined by the alarm purge 
interval (ten days by default). For details on configuring the purge interval, see “Configure 
Purge Interval” on page 235.
The alarms screen is shown below; right click any alarm to view the contextual menu 
shown below. See “Alarms” on page 199 for more details.

Figure 18: Alarm Screen

Logs
The Logs View is used to view the event logs of each node in the fabric group currently 
selected in the Tree Window. The log entries are color-coded to indicate the severity of the 
event.
The Logs screen is shown below; right click any log to view the contextual menu shown 
below. See “Logs” on page 246 for more details.
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Figure 19: Logs screen

Fabric Internal View
The Fabric Internal View is a graphical representation of connections between the nodes 
in the selected fabric group, color-coded in real time to show data traffic speed. The 
connections between the devices are entered manually through Fabric Link.
The Slider filters the view by showing only links on which the data transmitted or received 
is above the specified speed limit set in Mbps. Click Stop to specify the visibility floor 
speed limit.
The Drop-Down List allows the user to specify whether the graphic shows data 
transmitted, received or both. The parameter options available (on the right side top of the 
screen) are as follows:
• Data Rate - Rx (Data Received)
• Data Rate - Tx (Data Transmitted)
• Data Rate - Tx and Rx (Data Transmitted and Received)
The Fabric Internal View screen is shown below.
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Figure 20: Fabric Internal View Screen

Fabric Utilization
The Fabric Utilization screen provides a consolidated utilization report for all FortiSwitch 
devices deployed in a fabric group in a specific location. It also provides the details of 
individual FortiSwitch devices in a fabric group. The fabric utilization screen is shown 
below.
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Figure 21: Fabric Utilization Screen

The meter on the left side top of the screen is used to show the consolidated aggregate 
percentage utilization of all FortiSwitch devices. The meters below show utilization for 
each FortiSwitch in the fabric group.
The drop-downs on the upper right of the screen allow the user to specify the parameters 
of the utilization display. The upper drop-down specifies whether the meters are showing 
line rate or data rate for faceplate, VSP to fabric or the fabric itself. The lower drop-down 
modifies the display to show one of the following:
• Running Capacity Ports that have a minimum of 10 Kbps of data flowing through 

them.
• Available Capacity Ports that are connected for traffic (Admin & Operational status as 

Up).
• Total Capacity Total capacity of the system, based on the number of line cards 

inserted.
The Play/Stop button starts and stops the display itself. In order to adjust the parameters, 
push the red Stop button to stop the display. Once you have made your changes, press 
the green Play button to view the results.

Statistics
The Statistics screen provides consolidated performance reports about all elements in a 
fabric group based on predefined metrics. The statistics screen is shown below.
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Figure 22: Statistics Screen

Statistics are of two types:
• Real Time
• Historical
Statistics screens contain the following menus in the toolbar:
• Edit Dashboard
• New Dashboard
• Delete Dashboard

Edit Dashboard
To edit a Dashboard, follow these steps:
1 Click the Edit Dashboard icon in the toolbar. The Dashboard Editor screen is 

displayed as shown below.
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Figure 23: Dashboard Editor

2 Select Default if you wish to set the current dashboard as the default dashboard. 
3 Select a layout option to change the layout of the Dashboard screen. 
4 Use the Filter if you wish to configure the filter parameters, values and conditions in 

order to view a filtered set of statistics. To configure the filter, see “Alarm Filters” on 
page 211 for more details. 

5 Click Save to save your changes.

Filters
Filters are used to create new filters and to modify the existing filter based on the 
parameters, values and conditions required. It helps to view the desired data based on the 
specification mentioned in the filter configuration.
1 Click Filter from the Dashboard Editor screen.
2 The Filter Manager screen is shown below.
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Figure 24: Filter Screen

3 To configure the filter see “Alarm Filters” on page 211 for more details. 

New Dashboard
To add a new dashboard, click the New Dashboard icon in the toolbar on the Statistics 
screen. The Dashboard Editor screen will be displayed as shown below. Configuration of a 
new dashboard is identical to editing an existing dashboard; see “Edit Dashboard” on 
page 43 for more details.
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Figure 25: New Dashboard Screen

Delete Dashboard
To delete an existing dashboard, follow these steps:
1 Select the dashboard to be deleted.
2 Click the Delete icon in the toolbar on the Statistics screen. A confirmation window will 

be displayed.
3 Click OK to delete the selected dashboard or click Cancel.
The default dashboard cannot be deleted; attempting to delete it displays an error 
message.

Availability
The Availability Screen displays the following information: 
• Device uptime
• Mean time to failure
• Mean time to repair
• Mean time between failures
 This information is represented graphically as shown below.
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Figure 26: Availability Screen

Scope
The Scope Screen gives a consolidated “scope” view for the entire fabric by retrieving 
latency information for all the VLANS from the individual FortiSwitch edge nodes and 
displaying it in a single scope graph. 
The Scope Screen is shown below.
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Figure 27: Scope screen

Tabbed Windows at the Node Level
The tabbed windows are different for each of the following node types:
• FortiSwitch-1000
• FortiSwitch-500
• FortiSwitch-100

Tabbed Windows for the FortiSwitch-1000

The FortiSwitch-1000 contains three major card types: line cards, management cards and 
fabric cards.
• Line Card The line cards provide data transfer to and from other elements in the fabric. 

The maximum number of line cards an FortiSwitch-1000 can support is twelve. Each 
card provides twelve GE ports.

• Management Card The management card controls the switch and is the point of 
contact between the FortiSwitch-1000 and the FFM server.

• Fabric Card The fabric card provides connectivity among the line cards of a single 
FortiSwitch-1000. The maximum number of fabric cards an FortiSwitch-1000 can 
support is 6.

The tabbed windows shown for an FortiSwitch-1000 node are:
• Nodes
• Alarms
• Logs
• Internal Chassis
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• Utilization
• Statistics
• Availability
• Scope
• Waterfall
• Port Rates

Nodes
The Nodes View is similar to the nodes view in a fabric group. See “Nodes” on page 38 for 
more details.

Alarms
Faults and failures in any card within the FortiSwitch-1000 generate alarms which are 
displayed in the Alarms View. They are color-coded to indicate the severity of the fault or 
failure, and are stored in the alarm database for a period of time determined by the alarm 
purge interval (ten days by default). For details on configuring the purge interval, see 
“Configure Purge Interval” on page 235.
The alarms screen is shown below; right click any alarm to view the contextual menu. See 
“Alarms” on page 199 for more details.

Figure 28: Alarm screen
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Logs
The Logs View shows event logs for all cards in the selected FortiSwitch-1000. The log 
entries are color-coded to indicate the severity of the event.
The Logs screen is shown below; right click any log to view the contextual menu shown 
below. See “Logs” on page 246 for more details.

Figure 29: Logs screen

Internal Chassis
The Internal Chassis View is a graphical representation of connections between the line 
cards and fabric cards in the selected FortiSwitch-1000, color-coded in real time to show 
data traffic speed. Unlike in Fabric Internal View, the connections between the cards are 
predefined.
The Slider filters the view by showing only links on which the data transmitted or received 
is above the specified speed limit set in Mbps. Click Stop to specify the visibility floor 
speed limit.
The Drop-Down List allows the user to specify whether the graphic shows data 
transmitted, received or both. The parameter options available (on the right side top of the 
screen) are as follows:
• Data Rate - Rx (Data Received)
• Data Rate - Tx (Data Transmitted)
• Data Rate - Tx and Rx (Data Transmitted and Received)
The Internal Chassis View screen is shown below.
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Figure 30: Internal Chassis view

Utilization
The Utilization screen provides a consolidated utilization report for all line cards in the 
selected FortiSwitch-1000. It also provides the details of the individual line cards. The 
Utilization screen is shown below.
The meter on the left side top of the screen is used to show the consolidated aggregate 
percentage utilization of all line cards on the EFX. The meters below show utilization for 
each line card.
The drop-downs on the upper right of the screen allow the user to specify the parameters 
of the utilization display. The upper drop-down specifies whether the meters are showing 
line rate or data rate for faceplate, VSP to fabric or the fabric itself. The lower drop-down 
modifies the display to show one of the following:
• Running Capacity Ports that have a minimum of 10 Kbps of data flowing through 

them.
• Available Capacity Ports that are connected for traffic (Admin & Operational status as 

Up).
• Total Capacity Total capacity of the system, based on the number of line cards 

inserted.
The Play/Stop button starts and stops the display itself. In order to adjust the parameters, 
push the red Stop button to stop the display. Once you have made your changes, press 
the green Play button to view the results.
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Figure 31: Utilization screen

Statistics
The Statistic screen is used to provide the consolidated performance report in graphical 
representation of all cards in a FortiSwitch-1000 device based on predefined metrics. The 
statistics screen is shown below.
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Figure 32: Statistics screen

Statistics are of two types
• Real Time
• Historical
Statistics screen contains the following menus in the toolbar, which are.
• Edit Dashboard
• New Dashboard
• Delete Dashboard

Availability
The Availability screen is used to know the following information 
• Device up time
• Mean time to failure 
• Mean time to repair 
• Mean time between failure 
 These details are represented in graphical representation as shown below.
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Figure 33: Availability screen

Scope
The Scope screen is used to provide a consolidated scope view drawn for the entire Line 
cards by retrieving all the VLANS and their latency from the individual FortiSwitch-1000 
edge nodes and displaying it in a single Scope graph. It is useful to understand the latency 
distribution across all the cards in the FortiSwitch-1000 device. 
The scope screen is shown below.

Figure 34: Scope screen

Waterfall
The Waterfall screen is a real-time report used to display the running rate of a specific 
metric across all the ports in a device. It also allows to select the required metrics from the 
options available on the right side top of the screen as follows:
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• Select the port statistics metric to be plotted in the graph. 
• Specify whether to plot the data for the entire switch or for a specific line card.
The waterfall screen is shown below.

Figure 35: Waterfall screen

The colour shading at the bottom of the screen is used to indicate the bandwidth speed in 
Mbps.

Port Rates
The Port Rates screen is used to provide a real time report of overall metrics collected for 
all cards. Specific metrics can be selected for observation for a period of time.
The port rates screen is shown below.
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Figure 36: Port Rates Chart Selector screen

Click Apply, after selecting the required metrics. The FFM would automatically plot the 
graph and display the following screen as shown below.

Figure 37: Port Rates Graphical Representation screen
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Tabbed Windows in Line Card Group
The Line Card Group tabbed view has the following tabbed windows:
• Line Cards
• Alarms
• Logs
• Statistics Cube

Line Cards
The Line Cards screen is used to provide the detailed information of each line card, which 
are:
• Model Name
• Serial No
• Hardware Version
• Part Number
• Number of Ports
• Number of Active Ports
• Status
Each line card has a status indicator next to it, which indicates the current status of the 
card. The line card screen is shown below.

Figure 38: Line Card screen

Alarms
Alarms are used to provide a consolidated report of all line cards in a element. Alarms get 
generated when there is an event which indicates a failure in any of the cards in a device. 
To view a specific alarm details, select the parameter options available on the right side 
top of the screen.
Right click the selected alarm details to view the other menus available. See “Alarms” on 
page 199 for more details.
The alarms screen is shown below.

Status Icon
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Figure 39: Alarms screen

Logs
The Logs View is used to view the event details of each card connected to the FortiSwitch-
1000 device in FFM.
1 To view a specific Log details, select the parameter options available on the right side 

top of the screen. 
2 The colour shadings indicates the severity of the fault or failure.
3 Right click the selected log details to view the other menus.
4 See “Logs” on page 246 for more details.
5  The logs screen is shown below.

Figure 40: Logs screen

Figure 1: Alarms Screen
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