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8.2.3.8 Managing Route Table  

Viewing Router Route Table  
Non-Configurable Data 

Network Address - The IP route prefix for the destination.  

Subnet Mask - Also referred to as the subnet/network mask, this indicates the portion of the IP 
interface address that identifies the attached network.  

Protocol - This field tells which protocol created the specified route. The possibilities are one of the 
following:  

 Local  
 Static  
 Default  
 MPLS  
 OSPF Intra  
 OSPF Inter  
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 OSPF Type-1  
 OSPF Type-2  
 RIP  
 BGP4  

Next Hop Slot/Port - The outgoing router interface to use when forwarding traffic to the destination.  

Next Hop IP Address - The outgoing router IP address to use when forwarding traffic to the next router 
(if any) in the path towards the destination. The next router will always be one of the adjacent neighbors 
or the IP address of the local interface for a directly attached network.  

Total Number of Routes - The total number of routes in the route table.  

Command Buttons  

Refresh - Refresh the data on the screen with the present state of the data in the switch.  

 

 
 

 

 

Viewing Router Best Route Table  
Non-Configurable Data 

Network Address - The IP route prefix for the destination.  

Subnet Mask - Also referred to as the subnet/network mask, this indicates the portion of the IP 
interface address that identifies the attached network.  

Protocol - This field tells which protocol created the specified route. The possibilities are one of the 
following:  

 Local  
 Static  
 Default  
 MPLS  
 OSPF Intra  
 OSPF Inter  
 OSPF Type-1  
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 OSPF Type-2  
 RIP  
 BGP4  

Next Hop Slot/Port - The outgoing router interface to use when forwarding traffic to the destination.  

Next Hop IP Address - The outgoing router IP address to use when forwarding traffic to the next router 
(if any) in the path towards the destination. The next router will always be one of the adjacent neighbors 
or the IP address of the local interface for a directly attached network.  

Total Number of Routes - The total number of routes in the route table.  

Command Buttons  

Refresh - Refresh the data on the screen with the present state of the data in the switch.  

 

 
 

 

Configuring Router Static Route Entry  
Selection Criteria  

Network Address - Specifies the IP route prefix for the destination. In order to create a route a valid 
routing interface must exist and the next hop IP Address must be on the same network as the routing 
interface. Routing interfaces are created on the IP Interface Configuration page. Valid next hop IP 
Addresses can be viewed on the 'Route Table' screen.  

Route Type - This field can be either default or static. If creating a default route, all that needs to be 
specified is the next hop IP address, otherwise each field needs to be specified.  

Non-Configurable Data 

Subnet Mask - Also referred to as the subnet/network mask, this indicates the portion of the IP 
interface address that identifies the attached network.  

Protocol - This field tells which protocol created the specified route. The possibilities are one of the 
following:  

 Static  
 Default  
 MPLS  
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 OSPF Intra  
 OSPF Inter  
 OSPF Type-1  
 OSPF Type-2  
 RIP  
 BGP4Local  

Next Hop Slot/Port - The outgoing router interface to use when forwarding traffic to the destination.  

Next Hop IP Address - The outgoing router IP address to use when forwarding traffic to the next router 
(if any) in the path towards the destination. The next router will always be one of the adjacent neighbors 
or the IP address of the local interface for a directly attached network. When creating a route, the next 
hop IP must be on the same network as the routing interface. Valid next hop IP Addresses can be seen 
on the 'Route Table' page.  

Metric - Administrative cost of the path to the destination. If no value is entered, default is 1. The range 
is 0 - 255.  

Command Buttons  

Add Route - Go to a separate page where a route can be created.  

 

 
 

 

Configuring Router Static Route Entry  
Selection Criteria  

Route Type - This field can be either default or static. If creating a default route, all that needs to be 
specified is the next hop IP address, otherwise each field needs to be specified.  

Non-Configurable Data 

Network Address - The IP route prefix for the destination.  

Subnet Mask - Also referred to as the subnet/network mask, this indicates the portion of the IP 
interface address that identifies the attached network.  

Next Hop IP Address - The outgoing router IP address to use when forwarding traffic to the next router 
(if any) in the path towards the destination. The next router will always be one of the adjacent neighbors 
or the IP address of the local interface for a directly attached network.  
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Preference - Specifies a preference value for the configured next hop.  

Command Buttons  

Add Route - Go to a separate page where a route can be created.  

 

 
 

 

Configuring Router Route Preference  
Use this panel to configure the default preference for each protocol (e.g. 60 for static routes, 
170 for BGP). These values are arbitrary values in the range of 1 to 255 and are independent 
of route metrics. Most routing protocols use a route metric to determine the shortest path 
known to the protocol, independent of any other protocol. 

The best route to a destination is chosen by selecting the route with the lowest preference 
value. When there are multiple routes to a destination, the preference values are used to 
determine the preferred route. If there is still a tie, the route with the best route metric will be 
chosen. To avoid problems with mismatched metrics (i.e. RIP and OSPF metrics are not 
directly comparable) you must configure different preference values for each of the protocols. 

Configurable Data 

Static - The static route preference value in the router. The default value is 1. The range is 1 to 255.  

OSPF Intra - The OSPF intra route preference value in the router. The default value is 8. The range is 
1 to 255. The OSPF specification (RFC 2328) requires that preferences must be given to the routes 
learned via OSPF in the following order: intra < inter < type-1 < type-2.  

OSPF Inter - The OSPF inter route preference value in the router. The default value is 10. The range is 
1 to 255. The OSPF specification (RFC 2328) requires that preferences must be given to the routes 
learned via OSPF in the following order: intra < inter < type-1 < type-2.  

OSPF Type-1 - The OSPF type-1 route preference value in the router. The default value is 13. The 
range is 1 to 255. The OSPF specification (RFC 2328) requires that preferences must be given to the 
routes learned via OSPF in the following order: intra < inter < type-1 < type-2.  

OSPF Type-2 - The OSPF type-2 route preference value in the router. The default value is 150. The 
range is 1 to 255. The OSPF specification (RFC 2328) requires that preferences must be given to the 
routes learned via OSPF in the following order: intra < inter < type-1 < type-2.  

RIP - The RIP route preference value in the router. The default value is 15. The range is 1 to 255.  

Non-Configurable Data 
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Local - This field displays the local route preference value.  

Command Buttons  

Submit - Send the updated configuration to the switch. Configuration changes take effect immediately. 
These changes will not be retained across a power cycle unless a save is performed.  

 

 
 

 

8.2.3.9 Managing VLAN Routing  

Configuring VLAN Routing  
Selection Criteria 

VLAN ID - Enter the ID of a VLAN you want to configure for VLAN Routing. Initially, the field will display 
the ID of the first VLAN. After you enter a new VLAN ID and click on the Create button the 
non-configurable data will be displayed. See below for detailed instructions on how to use that data to 
complete the configuration of the VLAN.  

Non-Configurable Data 

Slot/Port - The interface assigned to the VLAN for routing.  

MAC Address - The MAC Address assigned to the VLAN Routing Interface  

Command Buttons  

Create - Send the updated configuration to the switch. Configuration changes take effect immediately. 
These changes will not be retained across a power cycle unless a save is performed.  

Delete - Remove the VLAN Routing Interface specified in the VLAN ID input field from the router 
configuration.  
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Instructions for creating a VLAN 

 Enter a new VLAN ID in the field labeled VLAN ID.  
 Click on the Create button. The page will be updated to display the interface and MAC address 

assigned to this new VLAN. The IP address and Subnet Mask fields will be 0.0.0.0.  
 Note the interface assigned to the VLAN.  
 Use the index pane to change to the IP Interface Configuration page.  
 Select the interface assigned to the VLAN. The IP address and Subnet Mask fields will be 0.0.0.0.  
 Enter the IP address and subnet mask for the VLAN.  
 Select the Submit button.  
 Change back to the VLAN Routing Summary page. The new VLAN should appear in the table with 

the correct IP address and subnet mask assigned.  

 

 
 

 

Viewing VLAN Routing Summary Information 
Non-Configurable Data 

VLAN ID - The ID of the VLAN whose data is displayed in the current table row  

Slot/Port - The Slot/Port assigned to the VLAN Routing Interface  

MAC Address - The MAC Address assigned to the VLAN Routing Interface  

IP Address - The configured IP Address of the VLAN Routing Interface. This will be 0.0.0.0 when the 
VLAN Routing Interface is first configured and must be entered on the IP Interface Configuration page.  

Subnet Mask - The configured Subnet Mask of the VLAN Routing Interface. This will be 0.0.0.0 when 
the VLAN Routing Interface is first configured and must be entered on the IP Interface Configuration 
page.  
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8.2.3.10 Managing VRRP  

Configuring VRRP  
Configurable Data 

VRRP Admin Mode - This sets the administrative status of VRRP in the router to active or inactive. 
Select enable or disable from the pulldown menu. The default is disable.  

Command Buttons  

Submit - Send the updated configuration to the switch. Configuration changes take effect immediately. 
These changes will not be retained across a power cycle unless a save is performed.  

 

 
 

 

Configuring Virtual Router  
Selection Criteria 

VRID and Slot/Port - Select 'Create' from the pulldown menu to configure a new Virtual Router, or 
select one of the existing Virtual Routers, listed by interface number and VRID.  

Configurable Data 

VRID - This field is only configurable if you are creating new Virtual Router, in which case enter the 
VRID in the range 1 to 255 .  
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Slot/Port - This field is only configurable if you are creating new Virtual Router, in which case select the 
Slot/Port for the new Virtual Router from the pulldown menu.  

Pre-empt Mode - Select enable or disable from the pulldown menu. If you select enable a backup 
router will preempt the master router if it has a priority greater than the master virtual router's priority 
provided the master is not the owner of the virtual router IP address. The default is enable.  

Priority - Enter the priority value to be used by the VRRP router in the election for the master virtual 
router. If the Virtual IP Address is the same as the interface IP Address, the priority gets set to 255 no 
matter what the user enters. If the user enters a priority of 255 when the Virtual and interface IP 
Addresses are not the same, the priority gets set to the default value of 100.  

Advertisement Interval - Enter the time, in seconds, between the transmission of advertisement 
packets by this virtual router. Enter a number between 1 and 255. The default value is 1 second.  

IP Address - Enter the IP Address associated with the Virtual Router. The default is 0.0.0.0.  

Authentication Type - Select the type of Authentication for the Virtual Router from the pulldown menu. 
The default is None. The choices are:  

 0-None - No authentication will be performed.  
 1-Key - Authentication will be performed using a text password.  

Authentication Data - If you selected simple authentication, enter the password.  

Status - Select active or inactive from the pulldown menu to start or stop the operation of the Virtual 
Router. The default is inactive.  

Non-Configurable Data 

Interface IP Address - Indicates the IP Address associated with the selected interface.  

Command Buttons 

Submit - Send the updated configuration to the switch. Configuration changes take effect immediately. 
These changes will not be retained across a power cycle unless a save is performed.  

Delete - Delete the selected Virtual Router. Note that the router can not be deleted if there are 
secondary addresses configured.  

Secondary IP Address - Proceed to the Secondary IP Address configuration screen.  
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Viewing Virtual Router Status 
Non-Configurable Data 

VRID - Virtual Router Identifier.  

Slot/Port - Indicates the interface associate with the VRID.  

Priority - The priority value used by the VRRP router in the election for the master virtual router.  

Pre-empt Mode -  

 Enable - if the Virtual Router is a backup router it will preempt the master router if it has a priority 
greater than the master virtual router's priority provided the master is not the owner of the virtual 
router IP address.  

 Disable - if the Virtual Router is a backup router it will not preempt the master router even if its 
priority is greater.  

Advertisement Interval - the time, in seconds, between the transmission of advertisement packets by 
this virtual router.  

Virtual IP Address - The IP Address associated with the Virtual Router.  

Interface IP Address - The actual IP Address associated with the interface used by the Virtual Router.  
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Owner - Set to 'True' if the Virtual IP Address and the Interface IP Address are the same, otherwise set 
to 'False'. If this parameter is set to 'True', the Virtual Router is the owner of the Virtual IP Address, and 
will always win an election for master router when it is active.  

VMAC Address - The virtual MAC Address associated with the Virtual Router, composed of a 24 bit 
organizationally unique identifier, the 16 bit constant identifying the VRRP address block and the 8 bit 
VRID.  

Auth Type - The type of authentication in use for the Virtual Router  

 None  
 Simple  

State - The current state of the Virtual Router:  

 Initialize  
 Master  
 Backup  

Status - The current status of the Virtual Router:  

 Inactive  
 Active  

Command Buttons  

Refresh - Refresh the data on the screen with the present state of the data in the switch. 

 

 
 

 

Viewing Virtual Router Statistics 
Selection Criteria  

VRID and Slot/Port - Select the existing Virtual Router, listed by interface number and VRID, for which 
you want to display statistical information.  

Non-Configurable Data 
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Router Checksum Errors - The total number of VRRP packets received with an invalid VRRP 
checksum value.  

Router Version Errors - The total number of VRRP packets received with an unknown or unsupported 
version number.  

Router VRID Errors - The total number of VRRP packets received with an invalid VRID for this virtual 
router.  

VRID - the VRID for the selected Virtual Router.  

Slot/Port - The Slot/Port for the selected Virtual Router.  

Up Time - The time, in days, hours, minutes and seconds, that has elapsed since the virtual router 
transitioned to the initialized state.  

State Transitioned to Master - The total number of times that this virtual router's state has transitioned 
to Master.  

Advertisement Received - The total number of VRRP advertisements received by this virtual router.  

Advertisement Interval Errors - The total number of VRRP advertisement packets received for which 
the advertisement interval was different than the one configured for the local virtual router .  

Authentication Failure - The total number of VRRP packets received that did not pass the 
authentication check.  

IP TTL Errors - The total number of VRRP packets received by the virtual router with IP TTL 
(Time-To-Live) not equal to 255.  

Zero Priority Packets Received - The total number of VRRP packets received by the virtual router with 
a priority of '0'.  

Zero Priority Packets Sent - The total number of VRRP packets sent by the virtual router with a priority 
of '0'.  

Invalid Type Packets Received - The number of VRRP packets received by the virtual router with an 
invalid value in the 'type' field.  

Address List Errors - The total number of packets received for which the address list does not match 
the locally configured list for the virtual router.  

Invalid Authentication Type - The total number of packets received with an unknown authentication 
type.  

Authentication Type Mismatch - The total number of packets received with an authentication type 
different to the locally configured authentication method.  

Packet Length Errors - The total number of packets received with a packet length less than the length 
of the VRRP header.  

Command Buttons  
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Refresh - Refresh the data on the screen with the present state of the data in the switch. 

 

 
 

 

 

 

 

8.2.4 Security Menu 

8.2.4.1 Managing Access Control (802.1x) 

Defining Access Control Page 
Configurable Data 

Administrative Mode - This selector lists the two options for administrative mode: enable and disable. 
The default value is disabled.  
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Command Buttons  

Submit - Sends the updated screen to the switch and causes the changes to take effect on the switch 
but these changes will not be retained across a power cycle unless a save is performed.  

 
 

 

Configuring each Port Access Control Configuration Page 
Selection Criteria 

Port - Selects the port to be configured. When the selection is changed, a screen refresh will occur 
causing all fields to be updated for the newly selected port. All physical interfaces are valid.  

Configurable Data 

Control Mode - This selector lists the options for control mode. The control mode is only set if the link 
status of the port is link up. The options are:  

force unauthorized: The authenticator port access entity (PAE) unconditionally sets the controlled port to 
unauthorized  

force authorized: The authenticator PAE unconditionally sets the controlled port to authorized.  

auto: The authenticator PAE sets the controlled port mode to reflect the outcome of the authentication 
exchanges between the supplicant, authenticator, and the authentication server.  

Quiet Period - This input field allows the user to configure the quiet period for the selected port. This 
command sets the value, in seconds, of the timer used by the authenticator state machine on this port to 
define periods of time in which it will not attempt to acquire a supplicant. The quiet period is the period for 
which the authenticator does not attempt to acquire a supplicant after a failed authentication exchange 
with the supplicant. The quiet period must be a number in the range of 0 and 65535. A quiet period value 
of 0 means that the authenticator state machine will never acquire a supplicant. The default value is 60. 
Changing the value will not change the configuration until the Submit button is pressed.  

Transmit Period - This input field allows the user to configure the transmit period for the selected port. 
The transmit period is the value, in seconds, of the timer used by the authenticator state machine on the 
specified port to determine when to send an EAPOL EAP Request/Identity frame to the supplicant. The 
transmit period must be a number in the range of 1 to 65535. The default value is 30. Changing the value 
will not change the configuration until the Submit button is pressed.  

Supplicant Timeout - This input field allows the user to enter the supplicant timeout for the selected port. 
The supplicant timeout is the value, in seconds, of the timer used by the authenticator state machine on 
this port to timeout the supplicant. The supplicant timeout must be a value in the range of 1 to 65535. The 
default value is 30. Changing the value will not change the configuration until the Submit button is 
pressed.  

Server Timeout - This input field allows the user to enter the server timeout for the selected port. The 
server timeout is the value, in seconds, of the timer used by the authenticator on this port to timeout the 
authentication server. The server timeout must be a value in the range of 1 to 65535. The default value is 
30. Changing the value will not change the configuration until the Submit button is pressed.  
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Maximum Requests - This input field allows the user to enter the maximum requests for the selected 
port. The maximum requests value is the maximum number of times the authenticator state machine on 
this port will retransmit an EAPOL EAP Request/Identity before timing out the supplicant. The maximum 
requests value must be in the range of 1 to 10. The default value is 2. Changing the value will not change 
the configuration until the Submit button is pressed.  

Reauthentication Period - This input field allows the user to enter the reauthentication period for the 
selected port. The reauthentication period is the value, in seconds, of the timer used by the authenticator 
state machine on this port to determine when reauthentication of the supplicant takes place. The 
reauthentication period must be a value in the range of 1 to 65535. The default value is 3600. Changing 
the value will not change the configuration until the Submit button is pressed.  

Reauthentication Enabled - This field allows the user to enable or disable reauthentication of the 
supplicant for the specified port. The selectable values are 'true' and 'false'. If the value is 'true' 
reauthentication will occur. Otherwise, reauthentication will not be allowed. The default value is false. 
Changing the selection will not change the configuration until the Submit button is pressed.  

Command Buttons  

Initialize - This button begins the initialization sequence on the selected port. This button is only 
selectable if the control mode is 'auto'. If the button is not selectable, it will be grayed out. Once this 
button is pressed, the action is immediate. It is not required to press the Submit button for the action to 
occur.  

Reauthenticate - This button begins the reauthentication sequence on the selected port. This button is 
only selectable if the control mode is 'auto'. If the button is not selectable, it will be grayed out. Once this 
button is pressed, the action is immediate. It is not required to press the Submit button for the action to 
occur.  

Submit - Sends the updated screen to the switch and causes the changes to take effect on the switch 
but these changes will not be retained across a power cycle unless a save is performed.  

Refresh - Update the information on the page.  

 
 

 

Viewing each Port Access Control Configuration Information Page 
Selection Criteria 
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Port - Selects the port to be displayed. When the selection is changed, a screen refresh will occur 
causing all fields to be updated for the newly selected port. All physical interfaces are valid.  

Non-Configurable Data 

Control Mode - Displays the configured control mode for the specified port. Options are:  

force unauthorized: The authenticator port access entity (PAE) unconditionally sets the controlled 
port to unauthorized  

force authorized: The authenticator PAE unconditionally sets the controlled port to authorized.  

auto: The authenticator PAE sets the controlled port mode to reflect the outcome of the 
authentication exchanges between the supplicant, authenticator, and the authentication server.  

Quiet Period - This field displays the configured quiet period for the selected port. This quiet period is the 
value, in seconds, of the timer used by the authenticator state machine on this port to define periods of 
time in which it will not attempt to acquire a supplicant. The quiet period is the period for which the 
authenticator does not attempt to acquire a supplicant after a failed authentication exchange with the 
supplicant. The quiet period is a number in the range of 0 and 65535.  

Transmit Period - This field displays the configured transmit period for the selected port. The transmit 
period is the value, in seconds, of the timer used by the authenticator state machine on the specified port 
to determine when to send an EAPOL EAP Request/Identity frame to the supplicant. The transmit period 
is a number in the range of 1 to 65535.  

Supplicant Timeout - This field displays the configured supplicant timeout for the selected port. The 
supplicant timeout is the value, in seconds, of the timer used by the authenticator state machine on this 
port to timeout the supplicant. The supplicant timeout is a value in the range of 1 to 65535.  

Server Timeout - This field displays the configured server timeout for the selected port. The server 
timeout is the value, in seconds, of the timer used by the authenticator on this port to timeout the 
authentication server. The server timeout is a value in the range of 1 to 65535.  

Maximum Requests - This field displays the configured maximum requests for the selected port. The 
maximum requests value is the maximum number of times the authenticator state machine on this port 
will retransmit an EAPOL EAP Request/Identity before timing out the supplicant. The maximum requests 
value is in the range of 1 to 10.  

Reauthentication Period - This field displays the configured reauthentication period for the selected 
port. The reauthentication period is the value, in seconds, of the timer used by the authenticator state 
machine on this port to determine when reauthentication of the supplicant takes place. The 
reauthentication period is a value in the range of 1 to 65535.  

Reauthentication Enabled - This field displays if reauthentication is enabled on the selected port. This 
is a configurable field. The possible values are 'true' and 'false'. If the value is 'true' reauthentication will 
occur. Otherwise, reauthentication will not be allowed.  

Control Direction - This displays the control direction for the specified port. The control direction 
dictates the degree to which protocol exchanges take place between Supplicant and Authenticator. This 
affects whether the unauthorized controlled port exerts control over communication in both directions 
(disabling both incoming and outgoing frames) or just in the incoming direction (disabling only the 
reception of incoming frames). This field is not configurable on some platforms.  

Protocol Version - This field displays the protocol version associated with the selected port. The only 
possible value is 1, corresponding to the first version of the 802.1x specification. This field is not 
configurable.  

PAE Capabilities - This field displays the port access entity (PAE) functionality of the selected port. 
Possible values are "Authenticator" or "Supplicant". This field is not configurable.  

Authenticator PAE State - This field displays the current state of the authenticator PAE state machine. 
Possible values are:  
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"Initialize"  

"Disconnected"  

"Connecting"  

"Authenticating"  

"Authenticated"  

"Aborting"  

"Held"  

"ForceAuthorized"  

"ForceUnauthorized".  

Backend State - This field displays the current state of the backend authentication state machine. 
Possible values are:  

"Request"  

"Response"  

"Success"  

"Fail"  

"Timeout"  

"Initialize"  

"Idle"  

Command Buttons  

Refresh - Update the information on the page.  
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Viewing Access Control Summary Page 
Non-Configurable Data 

Port - Specifies the port whose settings are displayed in the current table row.  

Control Mode - This field indicates the configured control mode for the port. Possible values are:  

Force Unauthorized: The authenticator port access entity (PAE) unconditionally sets the controlled 
port to unauthorized.  

Force Authorized: The authenticator PAE unconditionally sets the controlled port to authorized.  

Auto: The authenticator PAE sets the controlled port mode to reflect the outcome of the 
authentication exchanges between the supplicant, authenticator, and the authentication server.  

Operating Control Mode - This field indicates the control mode under which the port is actually 
operating. Possible values are:  

ForceUnauthorized  

ForceAuthorized  

Auto  

Reauthentication Enabled - This field shows whether reauthentication of the supplicant for the 
specified port is allowed. The possible values are 'true' and 'false'. If the value is 'true' reauthentication 
will occur. Otherwise, reauthentication will not be allowed.  

Port Status - This field shows the authorization status of the specified port. The possible values are 
'Authorized' and 'Unauthorized'.  

Command Buttons  

Refresh - Update the information on the page.  
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Viewing each Port Access Control Statistics Page 
Selection Criteria 

Port - Selects the port to be displayed. When the selection is changed, a screen refresh will occur 
causing all fields to be updated for the newly selected port. All physical interfaces are valid.  

Non-Configurable Data 

EAPOL Frames Received - This displays the number of valid EAPOL frames of any type that have been 
received by this authenticator.  

EAPOL Frames Transmitted - This displays the number of EAPOL frames of any type that have been 
transmitted by this authenticator.  

EAPOL Start Frames Received - This displays the number of EAPOL start frames that have been 
received by this authenticator.  

EAPOL Logoff Frames Received - This displays the number of EAPOL logoff frames that have been 
received by this authenticator.  

Last EAPOL Frame Version - This displays the protocol version number carried in the most recently 
received EAPOL frame.  
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Last EAPOL Frame Source - This displays the source MAC address carried in the most recently 
received EAPOL frame.  

EAP Response/Id Frames Received - This displays the number of EAP response/identity frames that 
have been received by this authenticator.  

EAP Response Frames Received - This displays the number of valid EAP response frames (other than 
resp/id frames) that have been received by this authenticator.  

EAP Request/Id Frames Transmitted - This displays the number of EAP request/identity frames that 
have been transmitted by this authenticator.  

EAP Request Frames Transmitted - This displays the number of EAP request frames (other than 
request/identity frames) that have been transmitted by this authenticator.  

Invalid EAPOL Frames Transmitted - This displays the number of EAPOL frames that have been 
received by this authenticator in which the frame type is not recognized.  

EAP Length Error Frames Received - This displays the number of EAPOL frames that have been 
received by this authenticator in which the frame type is not recognized.  

Command Buttons  

Refresh - Update the information on the page.  

Clear All - This button resets all statistics for all ports to 0. There is no confirmation prompt. When this 
button is pressed, the stats are immediately cleared.  

Clear - This button resets the statistics for the selected port. There is no confirmation prompt. When this 
button is pressed, the stats are immediately cleared.  

 
 

 

Defining Access Control User Login Page 
Selection Criteria 

Users - Selects the user name that will use the selected login list for 802.1x port security.  
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Configurable Data 

Login - Selects the login to apply to the specified user. All configured logins are displayed.  

Command Buttons  

Submit - Sends the updated screen to the switch and causes the changes to take effect on the switch 
but these changes will not be retained across a power cycle unless a save is performed.  

Refresh - Update the information on the page.  

 
 

 

Defining each Port Access Privileges Page 
Selection Criteria 

Port - Selects the port to configure.  

Configurable Data 

Users - Selects the users that have access to the specified port or ports.  

Command Buttons  

Submit - Sends the updated screen to the switch and causes the changes to take effect on the switch 
but these changes will not be retained across a power cycle unless a save is performed.  

Refresh - Update the information on the page.  

 
 

 

Viewing each Port Access Privileges Summary Page 
Non-Configurable Data 
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Port - Displays the port in Slot/Port format.  

Users - Displays the users that have access to the port.  

Command Buttons  

Refresh - Update the information on the page.  

 
 

 

 

 

8.2.4.2 Managing RADIUS 

Configuring RADIUS Configuration Page 
Configurable Data 

Max Number of Retransmits - The value of the maximum number of times a request packet is 
retransmitted. The valid range is 1 - 15. Consideration to maximum delay time should be given when 
configuring RADIUS maxretransmit and RADIUS timeout. If multiple RADIUS servers are configured, the 
max retransmit value on each will be exhausted before the next server is attempted. A retransmit will not 
occur until the configured timeout value on that server has passed without a response from the RADIUS 
server. Therefore, the maximum delay in receiving a response from the RADIUS application equals the 
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sum of (retransmit times timeout) for all configured servers. If the RADIUS request was generated by a 
user login attempt, all user interfaces will be blocked until the RADIUS application returns a response.  

Timeout Duration (secs) - The timeout value, in seconds, for request retransmissions. The valid range 
is 1 - 30. Consideration to maximum delay time should be given when configuring RADIUS 
maxretransmit and RADIUS timeout. If multiple RADIUS servers are configured, the max retransmit 
value on each will be exhausted before the next server is attempted. A retransmit will not occur until the 
configured timeout value on that server has passed without a response from the RADIUS server. 
Therefore, the maximum delay in receiving a response from the RADIUS application equals the sum of 
(retransmit times timeout) for all configured servers. If the RADIUS request was generated by a user 
login attempt, all user interfaces will be blocked until the RADIUS application returns a response.  

Accounting Mode - Selects if the RADIUS accounting mode is enabled or disabled.  

Non-Configurable Data 

Current Server IP Address - The IP address of the current server. This field is blank if no servers are 
configured.  

Number of Configured Servers - The number of RADIUS servers that have been configured. This 
value will be in the range of 0 and 3.  

Command Buttons  

Submit - Sends the updated screen to the switch and causes the changes to take effect on the switch 
but these changes will not be retained across a power cycle unless a save is performed.  

Refresh - Update the information on the page.  

 
 

 

Viewing Radius Statistics Page 
Non-Configurable Data 

Invalid Server Addresses - The number of RADIUS Access-Response packets received from unknown 
addresses.   

Command Buttons  

Refresh - Update the information on the page.  
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Configuring RADIUS Server Configuration Page 
Selection Criteria 

RADIUS Server IP Address - Selects the RADIUS server to be configured. Select add to add a server.  

Configurable Data 

IP Address - The IP address of the server being added.  

Port - The UDP port used by this server. The valid range is 0 - 65535.  

Secret -  The shared secret for this server. This is an input field only.  

Apply - The Secret will only be applied if this box is checked. If the box is not checked, anything entered 
in the Secret field will have no affect and will not be retained. This field is only displayed if the user has 
READWRITE access.  

Primary Server - Sets the selected server to the Primary or Secondary server.  

Message Authenticator - Enable or disable the message authenticator attribute for the selected server.  

Non-Configurable Data 

Current - Indicates if this server is currently in use as the authentication server.  

Secret Configured - Indicates if the shared secret for this server has been configured.  

Command Buttons  

Submit - Sends the updated screen to the switch and causes the changes to take effect on the switch 
but these changes will not be retained across a power cycle unless a save is performed.  

Remove - Remove the selected server from the configuration. This button is only available to 
READWRITE users. These changes will not be retained across a power cycle unless a save is 
performed.  

Refresh - Update the information on the page.  

 
 

 

Viewing RADIUS Server Statistics Page 
Selection Criteria 
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RADIUS Server IP Address - Selects the IP address of the RADIUS server for which to display 
statistics.  

Non-Configurable Data 

Round Trip Time (secs) - The time interval, in hundredths of a second, between the most recent 
Access-Reply/Access-Challenge and the Access-Request that matched it from this RADIUS 
authentication server.  

Access Requests - The number of RADIUS Access-Request packets sent to this server. This number 
does not include retransmissions.  

Access Retransmissions - The number of RADIUS Access-Request packets retransmitted to this 
server.  

Access Accepts - The number of RADIUS Access-Accept packets, including both valid and invalid 
packets that were received from this server.  

Access Rejects - The number of RADIUS Access-Reject packets, including both valid and invalid 
packets that were received from this server.  

Access Challenges - The number of RADIUS Access-Challenge packets, including both valid and 
invalid packets that were received from this server.  

Malformed Access Responses - The number of malformed RADIUS Access-Response packets 
received from this server. Malformed packets include packets with an invalid length. Bad authenticators 
or signature attributes or unknown types are not included as malformed access-responses.  

Bad Authenticators - The number of RADIUS Access-Response packets containing invalid 
authenticators or signature attributes received from this server.  

Pending Requests - The number of RADIUS Access-Request packets destined for this server that have 
not yet timed out or received a response.  

Timeouts - The number of authentication timeouts to this server.  

Unknown Types - The number of RADIUS packets of unknown type which were received from this 
server on the authentication port.  

Packets Dropped - The number of RADIUS packets received from this server on the authentication port 
and dropped for some other reason.  

Command Buttons  

Refresh - Update the information on the page.  



 

586 

 
 

 

Defining RADIUS Accounting Server Configuration Page 
Selection Criteria 

Accounting Server IP Address - Selects the accounting server for which data is to be displayed or 
configured. If the add item is selected, a new accounting server can be configured.  

Configurable Data 

IP Address - The IP address of the accounting server to add. This field is only configurable if the add 
item is selected.  

Port - Specifies the UDP Port to be used by the accounting server. The valid range is 0 - 65535. If the 
user has READONLY access, the value is displayed but cannot be changed.  

Secret - Specifies the shared secret to use with the specified accounting server. This field is only 
displayed if the user has READWRITE access.  

Apply - The Secret will only be applied if this box is checked. If the box is not checked, anything entered 
in the Secret field will have no affect and will not be retained. This field is only displayed if the user has 
READWRITE access.  

Non-Configurable Data 

Secret Configured - Indicates if the secret has been configured for this accounting server.  

Command Buttons  

Submit - Sends the updated screen to the switch and causes the changes to take effect on the switch 
but these changes will not be retained across a power cycle unless a save is performed.  

Remove - Remove the selected accounting server from the configuration. This button is only available to 
READWRITE users. These changes will not be retained across a power cycle unless a save is 
performed.  

Refresh - Update the information on the page.  
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Viewing RADIUS Accounting Server Statistics Page 
Non-Configurable Statistics 

Accounting Server IP Address - Identifies the accounting server associated with the statistics.  

Round Trip Time (secs) - Displays the time interval, in hundredths of a second, between the most 
recent Accounting-Response and the Accounting-Request that matched it from this RADIUS accounting 
server.  

Accounting Requests - Displays the number of RADIUS Accounting-Request packets sent not 
including retransmissions.  

Accounting Retransmissions - Displays the number of RADIUS Accounting-Request packets 
retransmitted to this RADIUS accounting server.  

Accounting Responses - Displays the number of RADIUS packets received on the accounting port 
from this server.  

Malformed Accounting Responses - Displays the number of malformed RADIUS 
Accounting-Response packets received from this server. Malformed packets include packets with an 
invalid length. Bad authenticators and unknown types are not included as malformed accounting 
responses.  

Bad Authenticators - Displays the number of RADIUS Accounting-Response packets that contained 
invalid authenticators received from this accounting server.  

Pending Requests - Displays the number of RADIUS Accounting-Request packets sent to this server 
that have not yet timed out or received a response.  

Timeouts - Displays the number of accounting timeouts to this server.  

Unknown Types - Displays the number of RADIUS packets of unknown type that were received from 
this server on the accounting port.  

Packets Dropped - Displays the number of RADIUS packets that were received from this server on the 
accounting port and dropped for some other reason.  

Command Buttons  

Refresh - Update the information on the page.  
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Resetting All RADIUS Statistics Page 
Command Buttons  

Clear All RADIUS Statistics - This button will clear the accounting server, authentication server, and 
RADIUS statistics.  

 
 

 

 

 

8.2.4.3 Defining TACACS Configuration 

Configuring TACACS Configuration Page 
Use this menu to configure the parameters for TACACS+, which is used to verify the login 
user's authentication. Note that only a user with Read/Write access privileges may change 
the data on this screen.  

Configurable Data 

Authen. State - TACACS+ administration mode which are Enable and Disable.  

Server ID - The TACACS+ server index which are 1, 2, and 3.  

Authen. Server - TACACS+ server IP address.  
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Authen. Port - The TCP port number of TACACS+.  

Server Time Out - Timeout value of TACACS+ packet transmit.  

Retry Count - Retry count after transmit timeout.  

Status - The TACACS+ server status which are "disable”, “master" and "slave".  

Share Secret - The key only transmit between TACACS+ client and server..  

Command Buttons  

Submit - Send the updated screen to the switch. Changes take effect on the switch but these changes 
will not be retained across a power cycle unless a save is performed.  

Clear All - Reset all configured to default.  

 
 

 

 

 

8.2.4.4 Defining IP Filter Configuration 

IP Filter Configuration Page 
Management IP filter designates stations that are allowed to make configuration changes to 
the Switch. Select up to five management stations used to manage the Switch. If you choose 
to define one or more designated management stations, only the chosen stations, as defined 
by IP address, will be allowed management privilege through the web manager, Telnet 
session, Secure Shell (SSH) or Secure Socket Layer (SSL) for secure HTTP.  

Configurable Data 

Filter Address 1~5 - Stations that are allowed to make configuration changes to the Switch.  
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Command Buttons  

Submit - Send the updated screen to the switch. Changes take effect on the switch but these changes 
will not be retained across a power cycle unless a save is performed.  

 
 

 

 

 

8.2.4.5 Defining Secure Http Configuration 

Secure HTTP Configuration Page 
Configurable Data 

Admin Mode - This field is used to enable or disable the Administrative Mode of Secure HTTP. The 
currently configured value is shown when the web page is displayed. The default value is disabled.  

TLS Version 1 - This field is used to enable or disable Transport Layer Security Version 1.0. The 
currently configured value is shown when the web page is displayed. The default value is enabled.  

SSL Version 3 - This field is used to enable or disable Secure Sockets Layer Version 3.0. The currently 
configured value is shown when the web page is displayed. The default value is enabled.  

HTTPS Port Number - This field is used to set the HTTPS Port Number. The value must be in the range 
of 1 to 65535. Port 443 is the default value. The currently configured value is shown when the web page 
is displayed.  

Command Buttons  

Submit - Send the updated screen to the switch. Changes take effect on the switch but these changes 
will not be retained across a power cycle unless a save is performed.  

Download Certificates - Link to the File Transfer page for the SSL Certificate download. Note that to 
download SSL Certificate files SSL must be administratively disabled.  
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8.2.4.6 Defining Secure Shell Configuration 

Configuring Secure Shell Configuration Page 
Configurable Data 

Admin Mode - This select field is used to Enable or Disable the administrative mode of SSH. The 
currently configured value is shown when the web page is displayed. The default value is Disable.  

SSH Version 1 - This select field is used to Enable or Disable Protocol Level 1 for SSH. The currently 
configured value is shown when the web page is displayed. The default value is Enable.  

SSH Version 2 - This select field is used to Enable or Disable Protocol Level 2 for SSH. The currently 
configured value is shown when the web page is displayed. The default value is Enable.  

Maximum Number of SSH Sessions Allowed - This select field is used to configure the maximum 
number of inbound SSH sessions allowed on the switch. The currently configured value is shown when 
the web page is displayed. The range of acceptable values for this field is (0-5).  

SSH Session Timeout (Minutes) - This text field is used to configure the inactivity timeout value for 
incoming SSH sessions to the switch. The acceptable range for this value is (1-160) minutes.  

Non-Configurable Data 

SSH Connections in Use - Displays the number of SSH connections currently in use in the system.  

Command Buttons  

Submit - Send the updated screen to the switch. Changes take effect on the switch but these changes 
will not be retained across a power cycle unless a save is performed.  

Download Host Keys - Link to the File Transfer page for the Host Key download. Note that to 
download SSH key files SSH must be administratively disabled and there can be no active SSH 
sessions.  
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8.2.5 QOS Menu 

8.2.5.1 Managing Access Control Lists 

Configuring IP Access Control List Configuration Page 
An IP ACL consists of a set of rules which are matched sequentially against a packet. 
When a packet meets the match criteria of a rule, the specified rule action 
(Permit/Deny) is taken and the additional rules are not checked for a match. On this 
menu the interfaces to which an IP ACL applies must be specified, as well as 
whether it applies to inbound traffic. Rules for the IP ACL are specified/created using 
the IP ACL Rule Configuration menu. 
Selection Criteria  

IP ACL - Make a selection from the pulldown menu. A new IP Access Control List may be created or 
the configuration of an existing IP ACL can be updated.  

Configurable Data 

IP ACL ID - IP ACL ID must be a whole number in the range of 1 to 99 for IP Standard Access Lists and 
100 to 199 for IP Extended Access Lists.  

Non-Configurable Data 

Table - Displays the current and maximum number of IP ACLs.  

Command Buttons  

Submit - Send the updated configuration to the switch. Configuration changes take effect immediately. 
These changes will not be retained across a power cycle unless a save is performed.  

Delete - Removes the currently selected IP ACL from the switch configuration.  
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Viewing IP Access Control List Summary Page 
Non-Configurable Data 

IP ACL ID - The IP ACL identifier.  

Rules - The number of rules currently configured for the IP ACL.  

Direction - The direction of packet traffic affected by the IP ACL.  
Direction can only be:  

 Inbound  

Slot/Port(s) - The interfaces to which the IP ACL applies. 

Command Buttons  

Refresh - Refresh the data on the screen to the latest state.  

 

 
 

 

Configuring IP Access Control List Rule Configuration Page 
Use these screens to configure the rules for the IP Access Control Lists created 
using the IP Access Control List Configuration screen. What is shown on this screen 
varies depending on the current step in the rule configuration process. A 
Standard/Extended IP ACL must first be selected to configure rules for. The rule 
identification, and the 'Action' and 'Match Every' parameters must be specified next. 
If 'Match Every' is set to false a new screen will then be presented from which the 
match criteria can be configured.  
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Selection Criteria  

IP ACL ID - Use the pulldown menu to select the IP ACL for which to create or update a rule.  

Rule - Select an existing rule from the pulldown menu, or select 'Create New Rule.' ACL as well as an 
option to add a new Rule. New rules cannot be created if the maximum number of rules has been 
reached. For each rule, a packet must match all the specified criteria in order to be true against that rule 
and for the specified rule action (Permit/Deny) to take place.  

Configurable Data 

Rule ID - Enter a whole number in the range of 1 to 8 that will be used to identify the rule. An IP ACL 
may have up to 8 rules.  

Action - Specify what action should be taken if a packet matches the rule's criteria. The choices are 
permit or deny.  

Assign Queue ID - Specifies the hardware egress queue identifier used to handle all packets matching 
this IP ACL rule. Valid range of Queue Ids is (0 to 6). This field is visible when 'Permit' is chosen as 
'Action'.  

Redirect Interface - Specifies the specific egress interface where the matching traffic stream is forced, 
bypassing any forwarding decision normally performed by the device. This field is visible when 'Permit' 
is chosen as 'Action'.  

Match Every - Select true or false from the pulldown menu. True signifies that all packets will match the 
selected IP ACL and Rule and will be either permitted or denied. In this case, since all packets match 
the rule, the option of configuring other match criteria will not be offered. To configure specific match 
criteria for the rule, remove the rule and re-create it, or re-configure 'Match Every' to 'False' for the other 
match criteria to be visible.  

Protocol Keyword - Specify that a packet's IP protocol is a match condition for the selected IP ACL 
rule. The possible values are ICMP, IGMP, IP, TCP, and UDP. Either the 'Protocol Keyword' field or the 
'Protocol Number' field can be used to specify an IP protocol value as a match criterion.  

Protocol Number - Specify that a packet's IP protocol is a match condition for the selected IP ACL rule 
and identify the protocol by number. The protocol number is a standard value assigned by IANA and is 
interpreted as an integer from 1 to 255. Either the 'Protocol Number' field or the 'Protocol Keyword' field 
can be used to specify an IP protocol value as a match criterion.  

Source IP Address - Enter an IP address using dotted-decimal notation to be compared to a packet's 
source IP Address as a match criteria for the selected IP ACL rule.  

Source IP Mask - Specify the IP Mask in dotted-decimal notation to be used with the Source IP 
Address value.  

Source L4 Port Keyword - Specify a packet's source layer 4 port as a match condition for the selected 
extended IP ACL rule. This is an optional configuration. The possible values are DOMAIN, ECHO, FTP, 
FTPDATA, HTTP, SMTP, SNMP, TELNET, TFTP, and WWW. Each of these values translates into its 
equivalent port number, which is used as both the start and end of the port range.  

Source L4 Port Number - Specify a packet's source layer 4 port as a match condition for the selected 
extended IP ACL rule. This is an optional configuration.  
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Destination IP Address - Enter an IP address using dotted-decimal notation to be compared to a 
packet's destination IP Address as a match criteria for the selected extended IP ACL rule.  

Destination IP Mask - Specify the IP Mask in dotted-decimal notation to be used with the Destination 
IP Address value.  

Destination L4 Port Keyword - Specify the destination layer 4 port match conditions for the selected 
extended IP ACL rule. The possible values are DOMAIN, ECHO, FTP, FTPDATA, HTTP, SMTP, 
SNMP, TELNET, TFTP, and WWW. Each of these values translates into its equivalent port number, 
which is used as both the start and end of the port range. This is an optional configuration.  

Destination L4 Port Number - Specify a packet's destination layer 4 port number match condition for 
the selected extended IP ACL rule. This is an optional configuration.  

Service Type - Select a Service Type match condition for the extended IP ACL rule from the pulldown 
menu. The possible values are IP DSCP, IP precedence, and IP TOS, which are alternative ways of 
specifying a match criterion for the same Service Type field in the IP header, however each uses a 
different user notation. After a selection is made the appropriate value can be specified.  

 IP DSCP Configuration  
Specify the IP DiffServ Code Point (DSCP) field. The DSCP is defined as the high-order six bits of 
the Service Type octet in the IP header. This is an optional configuration. Enter an integer from 0 to 
63. The IP DSCP is selected by possibly selection one of the DSCP keyword from a dropdown box. 
If a value is to be selected by specifying its numeric value, then select the 'Other' option in the 
dropdown box and a text box will appear where the numeric value of the DSCP can be entered.  

 

 IP Precedence Configuration  
The IP Precedence field in a packet is defined as the high-order three bits of the Service Type octet 
in the IP header. This is an optional configuration. Enter an integer from 0 to 7.  

 

 IP TOS Configuration  
The IP TOS field in a packet is defined as all eight bits of the Service Type octet in the IP header. 
The TOS Bits value is a hexadecimal number from 00 to FF. The TOS Mask value is a hexadecimal 
number from 00 to FF. The TOS Mask denotes the bit positions in the TOS Bits value that are used 
for comparison against the IP TOS field in a packet. For example, to check for an IP TOS value 
having bits 7 and 5 set and bit 1 clear, where bit 7 is most significant, use a TOS Bits value of 0xA0 
and a TOS Mask of 0xFF. This is an optional configuration.  

Command Buttons  

Configure - Configure the corresponding match criteria for the selected rule.  

Delete - Remove the currently selected Rule from the selected ACL. These changes will not be 
retained across a power cycle unless a save configuration is performed.  
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Configuring MAC Access Control List Configuration Page 
A MAC ACL consists of a set of rules which are matched sequentially against a 
packet. When a packet meets the match criteria of a rule, the specified rule action 
(Permit/Deny) is taken and the additional rules are not checked for a match. On this 
menu the interfaces to which an MAC ACL applies must be specified, as well as 
whether it applies to inbound or outbound traffic. Rules for the MAC ACL are 
specified/created using the MAC ACL Rule Configuration menu. 
Selection Criteria  

MAC ACL - A new MAC Access Control List may be created or the configuration of an existing MAC 
ACL can be updated based on selection.  

Configurable Data 

MAC ACL Name - Specifies MAC ACL Name string which may include alphabetic, numeric, dash, 
underscore or space characters only. The name must start with an alphabetic character. This field 
displays the name of the currently selected MAC ACL if the ACL has already been created.  

Command Buttons  

Submit - Send the updated configuration to the switch. Configuration changes take effect immediately. 
These changes will not be retained across a power cycle unless a save is performed.  

Rename - Renames the currently selected MAC ACL.  

Delete - Removes the currently selected MAC ACL from the switch configuration.  
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Viewing MAC Access Control List Summary Page 
Non-Configurable Data 

MAC ACL Name - MAC ACL identifier.  

Rules - The number of rules currently configured for the MAC ACL.  

Direction - The direction of packet traffic affected by the MAC ACL.  
Valid Directions  

 Inbound  

Slot/Port - The interfaces to which the MAC ACL applies. 

Command Buttons  

Refresh - Refresh the data on the screen to the latest state.  

 

 
 

 

Configuring MAC Access Control List Rule Configuration Page 
Selection Criteria  

MAC ACL - Select the MAC ACL for which to create or update a rule.  

Rule - Select an existing rule or select 'Create New Rule' to add a new Rule. New rules cannot be 
created if the maximum number of rules has been reached. For each rule, a packet must match all the 
specified criteria in order to be true against that rule and for the specified rule action (Permit/Deny) to 
take place.  
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Configurable Data 

Rule - Enter a whole number in the range of (1 to 8) that will be used to identify the rule.  

Action - Specify what action should be taken if a packet matches the rule's criteria. The choices are 
permit or deny.  

Assign Queue ID - Specifies the hardware egress queue identifier used to handle all packets matching 
this ACL rule. Valid range of Queue Ids is (0 to 6).  

Redirect Interface - Specifies the specific egress interface where the matching traffic stream is forced, 
bypassing any forwarding decision normally performed by the device.  

CoS - Specifies the 802.1p user priority to compare against an Ethernet frame. Valid range of values is 
(0 to 7).  

Destination MAC - Specifies the destination MAC address to compare against an Ethernet frame. 
Valid format is (xx:xx:xx:xx:xx:xx). The BPDU keyword may be specified using a Destination MAC 
address of 01:80:C2:xx:xx:xx.  

Ethertype Key - Specifies the Ethertype value to compare against an Ethernet frame.  
Valid values are  

 Appletalk  
 ARP  
 IBM SNA  
 IPv4  
 IPv6  
 IPX  
 MPLS multicast  
 MPLS unicast  
 NetBIOS  
 Novell  
 PPPoE  
 Reverse ARP  
 User Value  

Ethertype User Value - Specifies the user defined customised Ethertype value to be used when the 
user has selected "User Value" as Ethertype Key, to compare against an Ethernet frame. Valid range of 
values is (0x0600 to 0xFFFF).  

Source MAC - Specifies the Source MAC address to compare against an Ethernet frame. Valid format 
is (xx:xx:xx:xx:xx:xx).  

VLAN - Specifies the VLAN ID to compare against an Ethernet frame. Valid range of values is (1 to 
3965). Either VLAN Range or VLAN can be configured.  

Match Every - Specifies an indication to match every Layer 2 MAC packet.  
Valid values are  

 True - Signifies that every packet is considered to match the selected ACL Rule.  
 False - Signifies that it is not mandatory for every packet to match the selected ACL Rule.  
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Command Buttons  

Submit - Send the updated configuration to the switch. Configuration changes take effect immediately. 
These changes will not be retained across a power cycle unless a save is performed.  

Delete - Remove the currently selected Rule from the selected ACL. These changes will not be 
retained across a power cycle unless a save configuration is performed.  

 
 

 

 

Configuring Access Control List Interface Configuration Page 
Configurable Data 

Slot/Port - Specifies list of all available valid interfaces for ACL mapping. All non-routing physical 
interfaces and interfaces participating in LAGs are listed.  

Direction - Specifies the packet filtering direction for ACL.  
Valid Directions  

 Inbound  

ACL Type - Specifies the type of ACL.  
Valid ACL Types  

 IP ACL  
 MAC ACL  

IP ACL - Specifies list of all IP ACLs. This field is visible only if the user has selected "IP ACL" as "ACL 
Type".  

MAC ACL - Specifies list of all MAC ACLs. This field is visible only if the user has selected "MAC ACL" 
as "ACL Type".  

Sequence Number - An optional sequence number may be specified to indicate the order of this 
access list relative to other access lists already assigned to this interface and direction. A lower number 
indicates higher precedence order. If a sequence number is already in use for this interface and 
direction, the specified access list replaces the currently attached access list using that sequence 
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number. If the sequence number is not specified by the user, a sequence number that is one greater 
than the highest sequence number currently in use for this interface and direction will be used. Valid 
range is (1 to 4294967295).  

Non-Configurable Data 

Slot/Port - Displays selected interface.  

Direction - Displays selected packet filtering direction for ACL.  

ACL Type - Displays the type of ACL assigned to selected interface and direction.  

ACL Identifier - Displays the ACL Number(in case of IP ACL) or ACL Name(in case of MAC ACL) 
identifying the ACL assigned to selected interface and direction.  

Sequence Number - Displays the Sequence Number signifying the order of specified ACL relative to 
other ACLs assigned to selected interface and direction.  

Command Buttons  

Submit - Send the updated configuration to the switch. Configuration changes take effect immediately. 
These changes will not be retained across a power cycle unless a save is performed.  

 

 
 

 

 

8.2.5.2 Managing Differentiated Services 

Defining DiffServ Configuration Page 
Operation 

Packets are filtered and processed based on defined criteria. The filtering criteria is defined 
by a class. The processing is defined by a policy's attributes. Policy attributes may be defined 
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on a per-class instance basis, and it is these attributes that are applied when a match occurs. 
 
The configuration process begins with defining one or more match criteria for a class. Then 
one or more classes are added to a policy. Policies are then added to interfaces. 
 
Packet processing begins by testing the match criteria for a packet. The 'all' class type option 
defines that each match criteria within a class must evaluate to true for a packet to match that 
class. The 'any' class type option defines that at least one match criteria must evaluate to 
true for a packet to match that class. Classes are tested in the order in which they were 
added to the policy. A policy is applied to a packet when a class match within that policy is 
found. 

Selection Criteria 

DiffServ Admin Mode - This lists the options for the mode, from which one can be selected. The default 
value is 'enable'. While disabled, the DiffServ configuration is retained when saved and can be changed, 
but it is not activated. When enabled, Diffserv services are activated.  

Non-Configurable Data 

Class table - Displays the number of configured DiffServ classes out of the total allowed on the switch.  

Class Rule table - Displays the number of configured class rules out of the total allowed on the switch.  

Policy table - Displays the number of configured policies out of the total allowed on the switch.  

Policy Instance table - Displays the number of configured policy class instances out of the total allowed 
on the switch.  

Policy Attributes table - Displays the number of configured policy attributes (attached to the policy 
class instances) out of the total allowed on the switch.  

Service table - Displays the number of configured services (attached to the policies on specified 
interfaces) out of the total allowed on the switch.  

Command Buttons  

Submit - Send the updated configuration to the switch. Configuration changes take effect immediately. 
These changes will not be retained across a power cycle unless a save is performed.  

 
 

 

Configuring DiffServ Class Configuration Page 
Selection Criteria 
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Class Selector - Along with an option to create a new class, this lists all the existing DiffServ class 
names, from which one can be selected. The content of this screen varies based on the selection of this 
field. If an existing class is selected then the screen will display the configured class. If '--create--' is 
selected, another screen appears to facilitate creation of a new class. The default is the first class 
created. If no classes exist, the default is '--create--'.  

Class Type - This lists all the platform supported DiffServ class types from which one can be selected. 
Possible options are 'all', 'any', or 'acl'. If 'acl' is (supported and) selected, then an access list (ACL) 
number is required which is an integer specifying an existing ACL. Only when a new class is created, is 
this field a selector field. After class creation this becomes a non-configurable field displaying the 
configured class type.  

Class Match Selector - This lists all match criteria from which one can be selected to be added to a 
specified class. The match criterion 'Every' denotes that every packet is considered to match the 
specified class and no additional input information is needed. The content of this drop down list varies for 
a specified class based on the selection of the match criterion 'Reference Class':  

If the specified class does not reference any other class, the 'Reference Class' match criterion is 
included in the drop down match criteria list. A class reference can be established by selecting 
'Reference Class' and invoking the 'Add Match Criteria' button.  

If the specified class references another class, the 'Reference Class' match criterion is not included in 
the drop down match criteria list. This prevents the user from trying to add yet another class reference, 
since a specified class can reference at most one other class of the same type. Moreover, a 'Remove 
Class Reference' button appears on the screen that can be invoked to remove the current class 
reference. 

Configurable Data 

Class Name - This is a case-sensitive alphanumeric string from 1 to 31 characters uniquely identifying a 
class. Class name 'default' is reserved and must not be used.  

Non-Configurable Data 

Class Type - Displays type of the configured class as 'all', 'any', or 'acl'. Only when a new class is 
created, is this field a selector field. After class creation this becomes a non-configurable field.  

Match Criteria - Displays the configured match criteria for the specified class.  

Values - Displays the values of the configured match criteria.  

 
 

 

Viewing DiffServ Class Summary Page 
Non-Configurable Data 

Class Name - Displays names of the configured DiffServ classes.  
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Class Type - Displays types of the configured classes as 'all', 'any', or 'acl'. Class types are platform 
dependent.  

Reference Class/ACL Number - Displays name of the configured class of type 'all' or 'any' referenced 
by the specified class of the same type. For the specified class type of 'acl', the ACL number attached to 
the specified class is displayed.  

 
 

 

DiffServ Policy Configuration Page 
Selection Criteria 

Policy Selector - Along with an option to create a new policy, this lists all the existing DiffServ policy 
names, from which one can be selected. The content of this screen varies based on the selection of this 
field. If an existing policy is selected then the screen will display Member Classes for that DiffServ policy. 
If 'create' is selected, another screen appears to facilitate creation of a new policy. The default is 'create'.  

Policy Type - In indicates the type is specific to inbound traffic direction. Only when a new policy is 
created, this field is a selector field. After policy creation this becomes a non-configurable field displaying 
the configured policy type.  

Available Class List - This lists all existing DiffServ class names, from which one can be selected. This 
field is a selector field only when a new policy class instance is to be created. After creation of the policy 
class instance this becomes a non-configurable field.  

Member Class List - This lists all existing DiffServ classes currently defined as members of the specified 
Policy, from which one can be selected. This list is automatically updated as a new class is added to or 
removed from the policy. This field is a selector field only when an existing policy class instance is to be 
removed. After removal of the policy class instance this becomes a non-configurable field.  

Configurable Data 

Policy Name - This is a case-sensitive alphanumeric string from 1 to 31 characters uniquely identifying a 
policy.  

Non-Configurable Data 

Policy Type - In indicates the type is specific to inbound traffic direction. Only when a new policy is 
created, this field is a selector field. After policy creation this becomes a non-configurable field displaying 
the configured policy type. 

Member Class List - Displays all the member classes for the selected DiffServ policy. It is automatically 
updated as a new class is added to or removed from the policy. Only when an existing policy class 
instance is to be removed, is this field a selector field. After removal of the policy class instance this 
becomes a non-configurable field.  

Available Class List - Displays all the member classes for the specified policy. It is automatically 
updated as a new class is added to or removed from the policy. Only when a new policy class instance is 
to be created is this field a selector field. After creation of the policy class instance this becomes a 
non-configurable field.  
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Viewing DiffServ Policy Summary Page 
Non-Configurable Data 

Policy Name - Displays name of the DiffServ policy.  

Policy Type - Displays type of the policy as 'In'.  

Member Classes - Displays name of each class instance within the policy.  

 
 

 

Configuring DiffServ Policy Class Definition Page 
Selection Criteria 

Policy Selector - This lists all the existing DiffServ policy names, from which one can be selected.  

Member Class List - This lists all existing DiffServ classes currently defined as members of the specified 
Policy, from which one can be selected. This list is automatically updated as a new class is added to or 
removed from the policy.  

Policy Attribute Selector - This lists all attributes supported for this type of policy, from which one can 
be selected.  

Non-Configurable Data 

Policy Type - Displays type of the configured policy as 'In'.  
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Viewing DiffServ Policy Attribute Summary Page 
Non-Configurable Data 

Policy Name - Displays name of the specified DiffServ policy.  

Policy Type - Displays type of the specified policy as 'In’ or 'Out'.  

Class Name - Displays name of the DiffServ class to which this policy is attached.  

Attribute - Displays the attributes attached to the policy class instances.  

Attribute Details - Displays the configured values of the attached attributes.  

Command Buttons 

Refresh - Refresh the displayed data.  

 
 

 

Configuring DiffServ Service Configuration Page 
Selection Criteria 

Slot/Port - Select the Slot/Port that uniquely specifies an interface. This is a list of all valid slot number 
and port number combinations in the system. For Read/Write users where 'All' appears in the list, select 
it to specify all interfaces.  

Direction - Select the traffic direction of this service interface. This selection is only available to 
Read/Write users when Slot/Port is specified as 'All'.  

Configurable Data 

Policy In - This lists all the policy names of type 'In' from which one can be selected. If 'none' is selected, 
this will detach the policy from the interface in this direction. This field is not shown for Read/Write users 
where inbound service policy attachment is not supported by the platform.  

 

Non-Configurable Data 

This information is only displayed when Slot/Port is specified as 'All'.  
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Slot/Port - Shows the Slot/Port that uniquely specifies an interface.  

Direction - Shows the traffic direction of this service interface.  

Oper. Status - Shows the operational status of this service interface, either Up or Down.  

Policy Name - Shows the name of the attached policy.  

 
 

 

Viewing DiffServ Service Summary Page 
Non-Configurable Data 

Slot/Port - Shows the Slot/Port that uniquely specifies an interface.  

Direction - Shows the traffic direction of this service interface, either In or Out.  

Oper. Status - Shows the operational status of this service interface.  

Policy Name - Shows the name of the attached policy.  

 
 

 

Viewing DiffServ Service Statistics Page 
This screen displays service-level statistical information in tabular form for all interfaces in 
the system to which a DiffServ policy has been attached in the inbound and/or outbound 
traffic directions. Use the 'Counter Mode Selector' to specify the counter display mode as 
either octets or packets (the default).  
Selection Criteria 

Counter Mode Selector - Specifies the format of the displayed counter values, which must be either 
Octets or Packets. The default is 'Packets'.  

Non-Configurable Data 

Slot/Port - Shows the Slot/Port that uniquely specifies an interface.  

Direction - Shows the traffic direction of this service interface.  

Operational Status - Shows the operational status of this service interface, either Up or Down.  
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Viewing DiffServ Service Detailed Statistics Page 
This screen displays class-oriented statistical information for the policy, which is specified by 
the interface and direction. The 'Member Classes' drop down list is populated on the basis of 
the specified interface and direction and hence the attached policy (if any). Highlighting a 
member class name displays the statistical information for the policy-class instance for the 
specified interface and direction.  
Selection Criteria 

Counter Mode Selector - Specifies the format of the displayed counter values, which must be either 
Octets or Packets. The default is 'Packets'.  

Slot/Port - List of all valid slot number and port number combinations in the system that have a DiffServ 
policy currently attached (in either direction), from which one can be chosen.  

Direction - List of the traffic direction of interface. Only shows the direction(s) for which a DiffServ policy 
is currently attached.  

Member Classes - List of all DiffServ classes currently defined as members of the selected Policy Name. 
Choose one member class name at a time to display its statistics. If no class is associated with the 
chosen policy then nothing will be populated in the list.  

Non-Configurable Data 

Policy Name - Name of the policy currently attached to the specified interface and direction.  

Operational Status - Operational status of the policy currently attached to the specified interface and 
direction. The value is either Up or Down.  
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8.2.5.3 Configuring Diffserv Wizard Page 

Operation 

The DiffServ Wizard enables DiffServ on the switch by creating a traffic class, adding the 
traffic class to a policy, and then adding the policy to the ports selected on DiffServ Wizard 
page. The DiffServ Wizard will:  

Create a DiffServ Class and define match criteria used as a filter to determine if incoming traffic meets 
the requirements to be a member of the class.  

Set the DiffServ Class match criteria based on Traffic Type selection as below:  

VOIP - sets match criteria to UDP protocol.  

HTTP - sets match criteria to HTTP destination port.  

FTP - sets match criteria to FTP destination port.  

Telnet - sets match criteria to Telnet destination port.  

Any - sets match criteria to all traffic.  

Create a DiffServ Policy and adds the DiffServ Policy to the DiffServ Class created.  

If Policing is set to YES, then DiffServ Policy style is set to Simple. Traffic which conforms to the Class 
Match criteria will be processed according to the Outbound Priority selection. Outbound Priority 
configures the handling of conforming traffic as below:  

High - sets policing action to markdscp ef.  

Med - sets policing action to markdscp af31.  

Low - sets policing action to send.  

If Policing is set to NO, then all traffic will be marked as specified below:  

High - sets policy mark ipdscp ef.  

Med - sets policy mark ipdscp af31.  

Low - sets policy mark ipdscp be.  

Each port selected will be added to the policy created.  

Selection Criteria 

Traffic Type - Traffic type is used to define the DiffServ Class. Traffic type options: VOIP, HTTP, FTP, 
Telnet, and Any.  

Ports - List the ports which can be configured to support a DiffServ policy. The DiffServ policy will be 
added to selected ports.  

Policing - Enabling policing will add policing to the DiffServ Policy and the policing rate will be applied.  

Committed Rate - When Policing is enabled, the committed rate will be applied to the policy and the 
policing action is set to conform. When Policing is disabled, the committed rate is not applied and the 
policy is set to markdscp.  

Outbound Priority - When Policing is enabled, Outbound Priority defines the type of policing conform 
action where: High sets action to markdscp ef, Med sets action to markdscp af31, and Low sets action to 
send. When Policing is disabled, Outbound Priority defines the policy where: High sets policy to mark 
ipdscp ef, Med sets policy to mark ipdscp af31, Low set policy to mark ipdscp be.  
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8.2.5.4 Managing Class of Service 

Managing Table Configuration Page 
Selection Criteria  

Slot/Port - Specifies all CoS configurable interfaces. The option "Global" represents the most recent 
global configuration settings. These may be overridden on a per-interface basis.  

Configurable Data 

Interface Trust Mode - Specifies whether or not to trust a particular packet marking at ingress.  
Interface Trust Mode can only be one of the following:  

 untrusted  
 trust dot1p  
 trust ip-precedence  

 

Default value is trust dot1p.  

IP Precedence Traffic Class - Specify which internal traffic class to map the corresponding IP 
Precedence value. Valid Range is (0 to 6) .  

Non-Configurable Data 

Untrusted Traffic Class - Displays traffic class (i.e. queue) to which all traffic is directed when in 
'untrusted' mode. Valid Range is (0 to 6).  
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Non-IP Traffic Class - Displays traffic class (i.e. queue) to which all non-IP traffic is directed when in 
'trust ip-precedence' or 'trust ip-dscp' mode. Valid Range is (0 to 6).  

802.1p Priority - Displays the 802.1p priority to be mapped.  

IP Precedence Value - Displays IP Precedence value. Valid Range is (0 to 7).  

Command Buttons  

Submit - Send the updated configuration to the switch. Configuration changes take effect immediately. 
These changes will not be retained across a power cycle unless a save is performed.  

Restore Defaults - Restores default settings.  

 

 
 

 

 

Configuring CoS interface 
Selection Criteria  
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Slot/Port - Specifies all CoS configurable interfaces. The option "Global" represents the most recent 
global configuration settings. These may be overridden on a per-interface basis.  

Configurable Data 

Interface Shaping Rate - Specifies the maximum bandwidth allowed, typically used to shape the 
outbound transmission rate. This value is controlled independently of any per-queue maximum 
bandwidth configuration. It is effectively a second-level shaping mechanism. Default value is 0. Valid 
Range is (0 to 100) in increments of 5 . The value 0 means maximum is unlimited.  

Command Buttons  

Restore Defaults - Restores default settings.  

Submit - Send the updated configuration to the switch. Configuration changes take effect immediately. 
These changes will not be retained across a power cycle unless a save is performed. 

 

 
 

 

 

Configuring CoS interface queue 
Selection Criteria  

Slot/Port - Specifies all CoS configurable interfaces. The option "Global" represents the most recent 
global configuration settings. These may be overridden on a per-interface basis.  

Queue ID - Specifies all the available queues per interface(platform based).  

Configurable Data 

Minimum Bandwidth Allocated - Specifies the sum of individual Minimum Bandwidth values for all 
queues in the interface. The sum cannot exceed the defined maximum (100). This value is considered 
while configuring the Minimum Bandwidth for a queue in the selected interface.  

Minimum Bandwidth - Specifies the minimum guaranteed bandwidth allotted to this queue. Setting 
this value higher than its corresponding Maximum Bandwidth automatically increases the maximum to 
the same value. Default value is 0. Valid Range is (0 to 100) in increments of 5 . The value 0 means no 
guaranteed minimum. Sum of individual Minimum Bandwidth values for all queues in the selected 
interface cannot exceed defined maximum (100).  
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Scheduler Type - Specifies the type of scheduling used for this queue.  
Scheduler Type can only be one of the following:  

 strict  
 weighted  

Default value is weighted.  

Queue Management Type - Queue depth management technique used for queues on this interface. 
This is only used if device supports independent settings per-queue.  
Queue Management Type can only be:  

 taildrop  

Default value is taildrop.  

Command Buttons  

Restore Defaults for All Queues - Restores default settings for all queues on the selected interface.  

Submit - Send the updated configuration to the switch. Configuration changes take effect immediately. 
These changes will not be retained across a power cycle unless a save is performed. 

 

 
 

 

 

Viewing CoS interface queue status 
Selection Criteria  

Slot/Port - Specifies all CoS configurable interfaces. The option "Global" represents the most recent 
global configuration settings. These may be overridden on a per-interface basis.  

Non-Configurable Data 

Queue ID - Specifies the queueID.  
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Minimum Bandwidth - Specifies the minimum guaranteed bandwidth allotted to this queue. The value 
0 means no guaranteed minimum. Sum of individual Minimum Bandwidth values for all queues in the 
selected interface cannot exceed defined maximum (100).  

Scheduler Type - Specifies the type of scheduling used for this queue.  
Scheduler Type can only be one of the following:  

 strict  
 weighted  

Queue Management Type - Queue depth management technique used for queues on this interface. 
This is only used if device supports independent settings per-queue.  
Queue Management Type can only be one of the following:  

 taildrop  

   

 
 

 

8.2.6 IP Multicast Menu 

8.2.6.1 Managing DVMRP Protocol 

Configuring DVMRP Global Configuration Page 
 

Configurable Data 

Admin Mode - Select enable or disable from the dropdown menu. This sets the administrative status of 
DVMRP to active or inactive. The default is disable.  
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Non-Configurable Data 

Version - The current value of the DVMRP version string.  

Total Number of Routes - The number of routes in the DVMRP routing table.  

Reachable Routes - The number of routes in the DVMRP routing table that have a non-infinite metric.  

Command Buttons 

Submit - Send the updated configuration to the switch. Configuration changes take effect immediately. 
These changes will not be retained across a power cycle unless a save is performed.  

 

 

Configuring DVMRP Interface Configuration Page 
 

Selection Criteria  

Slot/Port - Select the interface for which data is to be configured. You must configure at least one router 
interface before you configure a DVMRP interface. Otherwise you will see a message telling you that no 
router interfaces are available, and the configuration screen will not be displayed.  

Configurable Data 

Interface Mode - Select enable or disable from the pull-down menu to set the administrative mode of the 
selected DVMRP routing interface.  

Interface Metric - Enter the DVMRP metric for the selected interface. This value is sent in DVMRP 
messages as the cost to reach this network. Valid values are from (1 to 31).  

Command Buttons 

Submit - Send the updated configuration to the switch. Configuration changes take effect immediately. 
These changes will not be retained across a power cycle unless a save is performed. 
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Viewing DVMRP Configuration Summary 
 

Selection Criteria  

o Slot/Port - Select the interface for which data is to be displayed. You must configure at least one router 
interface before you can display data for a DVMRP interface. Otherwise you will see a message telling 
you that no router interfaces are available, and the configuration summary screen will not be displayed.  

Non-Configurable Data 

Interface Mode - The administrative mode of the selected DVMRP routing interface, either enable or 
disable.  

Protocol State - The operational state of the DVMRP protocol on the selected interface, either 
operational or non-operational.  

Local Address - The IP address used as a source address in packets sent from the selected interface.  

Interface Metric - The metric used to calculate distance vectors for the selected interface.  

Generation ID - The DVMRP generation ID used by the router for the selected interface. This value is 
reset every time an interface is (re)started and is placed in prune messages. A change in generation ID 
informs the neighbor routers that any previous information about this router should be discarded.  

Received Bad Packets - The number of invalid packets received on the selected interface.  

Received Bad Routes - The number of invalid routes received on the selected interface.  

Sent Routes - The number of routes sent on the selected interface.  

Neighbor IP - The IP address of the neighbor whose information is displayed.  

State - The state of the specified neighbor router on the selected interface, either active or down.  

Neighbor Uptime - The DVMRP uptime for the specified neighbor on the selected interface. This is the 
time since the neighbor entry was learned.  
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Neighbor Expiry Time - The DVMRP expiry time for the specified neighbor on the selected interface. 
This is the time left before this neighbor entry will age out, and is not applicable if the neighbor router's 
state is down.  

Generation ID - The DVMRP generation ID for the specified neighbor on the selected interface.  

Major Version - The DVMRP Major Version for the specified neighbor on the selected interface.  

Minor Version - The DVMRP Minor Version for the specified neighbor on the selected interface.  

Capabilities - The DVMRP capabilities of the specified neighbor on the selected interface.  

Received Routes - The number of routes received for the specified neighbor on the selected interface.  

Received Bad Packets - The number of invalid packets received for the specified neighbor on the 
selected interface.  

Received Bad Routes - The number of invalid routes received for the specified neighbor on the selected 
interface.  

Command Buttons 

Refresh - Refresh the screen with the new data.  

 



 

617 

 

 

 

Viewing DVMRP Next Hop Configuration Summary 
Non-Configurable Data 

Source IP - The IP address used with the source mask to identify the source network for this table entry.  

Source Mask - The network mask used with the source IP address.  

Next Hop Interface - The outgoing interface for this next hop.  

Type - The next hop type. 'Leaf' means that no downstream dependent neighbors exist on the outgoing 
interface. Otherwise, the type is 'branch'.  

Command Buttons 

Refresh - Refresh the screen with the new data  
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Viewing DVMRP Prune Summary 
 

Non-Configurable Data 

Group IP - The group address which has been pruned.  

Source IP - The address of the source or source network which has been pruned.  

Source Mask - The subnet mask to be combined with the source IP address to identify the source or 
source network which has been pruned.  

Expiry Time - The amount of time remaining before this prune should expire at the upstream neighbor. If 
no prune messages have been received from downstream neighbors, this is set to value of the default 
prune lifetime timer, otherwise it is set to the smallest received value or the default timer, whichever is 
less.  

Command Buttons 

Refresh - Refresh the screen with the new data  

 

 

Viewing DVMRP Route Summary 
 

Non-Configurable Data 

Source Address - The network address that is combined with the source mask to identify the sources for 
this entry.  
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Source Mask - The subnet mask to be combined with the source address to identify the sources for this 
entry.  

Upstream Neighbor - The address of the upstream neighbor (e.g., RPF neighbor) from which IP 
datagrams from these sources are received.  

Interface - The interface on which IP datagrams sent by these sources are received. A value of 0 typically 
means the route is an aggregate for which no next-hop interface exists.  

Metric - The distance in hops to the source subnet.  

Expiry Time - The minimum amount of time remaining before this entry will be aged out.  

Up Time - The time since the route represented by this entry was learned by the router.  

Command Buttons 

Refresh - Refresh the screen with the new data  

 

 

8.2.6.2 Managing IGMP Protocol 

 Configuring IGMP Global Configuration Page 
Configurable Data 

Admin Mode - Select enable or disable from the pulldown menu to set the administrative status of IGMP 
in the router to active or inactive. The default is disable.  

Command Buttons  

Submit - Send the updated configuration to the router. Configuration changes take effect immediately. 
These changes will not be retained across a power cycle unless a save is performed.  
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 Configuring IGMP Interface Configuration Page 
 

Selection Criteria 

Slot/Port - Select the slot and port for which data is to be displayed or configured from the pulldown menu. 
Slot 0 is the base unit. You must have configured at least one router interface before configuring or 
displaying data for an IGMP interface, otherwise an error message will be displayed.  

Configurable Data 

Interface Mode - Select enable or disable from the pulldown menu to set the administrative status of 
IGMP on the selected interface. The default is disable.  

Version - Enter the version of IGMP you want to configure on the selected interface. Valid values are 1 to 
3 and the default value is 3.  

Robustness - Enter the robustness value. This variable allows tuning for the expected packet loss on a 
subnet. If you expect the subnet to be lossy, you should enter a higher number for this parameter. IGMP 
is robust to (robustness variable-1) packet losses. Valid values are from 1 to 255. The default value is 2.  

Query Interval - Enter the frequency in seconds at which IGMP host-query packets are to be transmitted 
on this interface. Valid values are from 1 to 3600. The default value is 125.  

Query Max Response Time - Enter the maximum query response time to be advertised in IGMPv2 
queries on this interface, in tenths of a second. The default value is 100. Valid values are from (0 to 255) .  

Startup Query Interval - Enter the number of seconds between the transmission of startup queries on 
the selected interface. The valid values are from 1 to 300. The default value is 31.  

Startup Query Count - Enter the number of queries to be sent on startup. The valid values are from 1 to 
20. The default value is 2.  

Last Member Query Interval - Enter the last member query interval in tenths of a second. This the 
maximum response time to be inserted into group-specific queries sent in response to leave group 
messages, and is also the amount of time between group-specific query messages. Valid values are from 
0 to 255. The default value is 10. This value is not used for IGMP version 1.  

Last Member Query Count - Enter the number of queries to be sent on receiving a leave group report. 
Valid values are from 1 to 20. The default value is 2.  
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Command Buttons  

Submit - Send the updated configuration to the router. Configuration changes take effect immediately. 
These changes will not be retained across a power cycle unless a save is performed.  

 
 

 

 Viewing IGMP Configuration Summary 
 

Selection Criteria 

Slot/Port - Select the slot and port for which data is to be displayed. Slot 0 is the base unit.  

Non-Configurable Data 

Interface Mode - The administrative status of IGMP on the selected interface.  

IP Address - The IP address of the selected interface.  

Subnet Mask - The subnet mask for the IP address of the selected interface.  

Protocol State - The operational state of IGMP on the selected interface.  

Version - The version of IGMP configured on the selected interface.  

Query Interval - The frequency at which IGMP host-query packets are transmitted on the selected 
interface.  
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Query Max Response Time - The maximum query response time advertised in IGMPv2 queries sent 
from the selected interface.  

Robustness - The robustness parameter for the selected interface. This variable allows tuning for the 
expected packet loss on a subnet. If a subnet is expected to be lossy, the robustness variable may be 
increased. IGMP is robust to (robustness variable-1) packet losses.  

Startup Query Interval - The interval at which startup queries are sent on the selected interface.  

Startup Query Count - The number of queries to be sent on startup.  

Last Member Query Interval - The last member query interval. The last member query interval is the 
maximum response time inserted into group-specific queries sent in response to leave group messages, 
and is also the amount of time between group-specific query messages. This value may be tuned to 
modify the leave latency of the network. A reduced value results in reduced time to detect the loss of the 
last member of a group. This value is not used for IGMP version 1.  

Last Member Query Count - The number of queries to be sent on receiving a leave group report.  

Querier - The address of the IGMP querier on the IP subnet to which the selected interface is attached.  

Querier Status - Indicates whether the selected interface is in querier or non querier mode.  

Querier Up Time - The time in seconds since the IGMP interface querier was last changed.  

Querier Expiry Time - The time in seconds remaining before the other querier present timer expires. If 
the local system is the querier, this will be zero.  

Wrong Version Queries - The number of queries that have been received on the selected interface with 
an IGMP version that does not match the IGMP version configured for the interface, over the lifetime of 
the entry. IGMP requires that all routers on a LAN be configured to run the same version of IGMP. 
Therefore, a configuration error is indicated if any queries are received with the wrong version number.  

Number of Joins - The number of times a group membership has been added on the selected interface; 
that is, the number of times an entry for this interface has been added to the cache table. This gives an 
indication of the amount of IGMP activity on the interface.  

Number of Groups - The current number of entries for the selected interface in the cache table.  

Command Buttons 

Refresh - Refresh the data on the screen with the present state of the data in the router.  
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 Viewing IGMP Cache Information 
Selection Criteria  

Slot/Port - Select the Slot and port for which data is to be displayed. Slot 0 is the base unit.  

Multicast Group IP - Select the IP multicast group address for which data is to be displayed. If no group 
membership reports have been received on the selected interface you will not be able to make this 
selection, and none of the non-configurable data will be displayed.  

Non-Configurable Data 

Last Reporter - The IP address of the source of the last membership report received for the IP Multicast 
group address on the selected interface.  

Up Time - The time elapsed since this entry was created.  

Expiry Time - The minimum amount of time remaining before this entry will be aged out.  
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Version 1 Host Timer - The time remaining until the local router will assume that there are no longer any 
IGMP version 1 members on the IP subnet attached to this interface. When an IGMPv1 membership 
report is received, this timer is reset to the group membership timer. While this timer is non-zero, the local 
router ignores any IGMPv2 leave messages for this group that it receives on the selected interface. This 
field is displayed only if the interface is configured for IGMP version 1.  

Version 2 Host Timer - The time remaining until the local router will assume that there are no longer any 
IGMP version 2 members on the IP subnet attached to this interface. When an IGMPv2 membership 
report is received, this timer is reset to the group membership timer. While this timer is non-zero, the local 
router ignores any IGMPv1 and IGMPv3 leave messages for this group that it receives on the selected 
interface. This field is displayed only if the interface is configured for IGMP version 2.  

Compatibility - This parameter shows group compatibility mode (v1, v2 and v3) for this group on the 
specified interface.  

Filter Mode - The source filter mode (Include/Exclude/NA) for the specified group on this interface. When 
NA mode is active the field is blank  

Command Buttons  

Refresh - Refresh the data on the screen with the present state of the data in the router.  

 
 

 

 Viewing IGMP Interface Membership Details Information 
Selection Criteria  

Slot/Port - Select the Slot and port for which data is to be displayed. Slot 0 is the base unit.  

Multicast Group IP - Select the IP multicast group address for which data is to be displayed. If no group 
membership reports have been received on the selected interface you will not be able to make this 
selection, and none of the non-configurable data will be displayed.  

Non-Configurable Data 

Interface - This parameter shows the interface on which multicast packets are forwarded.  

Group Compatibility Mode - This parameter shows group compatibility mode (v1, v2 and v3) for this 
group on the specified interface.  
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Source Filter Mode - The source filter mode (Include/Exclude/NA) for the specified group on this 
interface.  

Source Hosts - This parameter shows source addresses which are members of this multicast address.  

Expiry Time - This parameter shows expiry time interval against each source address which are 
members of this multicast group. This is the amount of time after which the specified source entry is aged 
out.  

 
 

 

8.2.6.3 Defining Multicast Configuration 

Configuring Multicast Global Configuration Page 
Selection Criteria 

Admin Mode - Select enable or disable to set the administrative status of Multicast Forwarding in the 
router. The default is disabled.  

Non-Configurable Data 

Protocol State - The operational state of the multicast forwarding module.  

Table Maximum Entry Count - The maximum number of entries in the IP Multicast routing table.  

Number Of Packets For Which Source Not Found - The number of multicast packets that were 
supposed to be routed but which failed the RPF check.  

Number Of Packets For Which Group Not Found - The number of multicast packets that were 
supposed to be routed but for which no multicast route was found.  

Protocol - The multicast routing protocol presently activated on the router, if any.  

Table Entry Count - The number of multicast route entries currently present in the Multicast route table.  

Table Highest Entry Count - The highest number of multicast route entries that have been present in 
the Multicast route table.  

Command Buttons  

Submit - Send the updated configuration to the router. Configuration changes take effect immediately. 
These changes will not be retained across a power cycle unless a save is performed.  
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Configuring Interface’s Multicast Configuration Page 
Selection Criteria  

Slot/Port - Select the routing interface you want to configure from the dropdown menu.  

Configurable Data 

TTL Threshold - Enter the TTL threshold below which a multicast data packet will not be forwarded from 
the selected interface. You should enter a number between 0 and 255. If you enter 0 all multicast packets 
for the selected interface will be forwarded. You must configure at least one router interface before you 
will see this field.  

Command Buttons  

Submit - Send the updated configuration to the router. Configuration changes take effect immediately. 
These changes will not be retained across a power cycle unless a save is performed.  

 
 

 

Viewing Multicast MRoute Summary Page 
This screen displays selected contents of the Mroute Table in tabular form. If there are no 
routes in the table you will not be presented with the Selection Criteria.  

Selection Criteria 
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Source IP - Enter the IP address of the multicast packet source to be combined with the Group IP to fully 
identify a single route whose Mroute table entry you want to display or clear. You may leave this field 
blank.  

Group IP - Enter the destination group IP address whose multicast route(s) you want to display or clear.  

Non-Configurable Data 

Incoming Interface - The incoming interface on which multicast packets for this source/group arrive.  

Outgoing Interface(s) - The list of outgoing interfaces on which multicast packets for this source/group 
are forwarded.  

Up Time - The time in seconds since the entry was created.  

Expiry Time - The time in seconds before this entry will age out and be removed from the table.  

RPF Neighbor - The IP address of the Reverse Path Forwarding neighbor.  

Protocol - The multicast routing protocol which created this entry. The possibilities are:  

PIM-DM  

PIM-SM  

DVMRP  

Flags - The value displayed in this field is valid if the multicast routing protocol running is PIMSM. The 
possible values are RPT or SPT. For other protocols a "------" is displayed.  

Command Buttons  

Search - Search the Mroute table for an entry matching the Source IP (if entered) and Group IP address.  

Clear Route - Remove the data on the screen for the Source IP (if entered) and Group IP address you 
have specified.  

Clear All - Remove all the data on the screen.  

Refresh - Refresh the information on the screen with the present state of the data in the router.  

 
 

 

Configuring Multicast Static Routes Configuration Page 
Selection Criteria 

Source - Select Create Static Route to configure a new static entry in the MRoute table, or select one of 
the existing entries from the pulldown menu.  



 

628 

Configurable Data 

Source IP - Enter the IP Address that identifies the multicast packet source for the entry you are 
creating.  

Source Mask - Enter the subnet mask to be applied to the Source IP address.  

RPF Neighbor - Enter the IP address of the neighbor router on the path to the source.  

Metric - Enter the link state cost of the path to the multicast source. The range is 0 - 255 and the default 
is one. You can change the metric for a configured route by selecting the static route and editing this 
field.  

Slot/Port - Select the interface number from the dropdown menu. This is the interface that connects to 
the neighbor router for the given source IP address.  

Command Buttons  

Submit - Send the updated configuration to the router. Configuration changes take effect immediately. 
These changes will not be retained across a power cycle unless a save is performed.  

Delete - Delete the static entry with the selected Source IP address from the MRoute table.  

 
 

 

Viewing Multicast Static Routes Configuration Page 
Non-Configurable Data 

Source IP - The IP Address that identifies the multicast packet source for this route.  

Source Mask - The subnet mask applied to the Source IP address.  

RPF Address - The IP address of the RPF neighbor.  

Metric - The link state cost of the path to the multicast source. The range is 0 - 255.  

Slot/Port - The number of the incoming interface whose IP address is used as RPF for the given source 
IP address.  

Command Buttons  

Refresh - Refresh the data on the screen with the present state of the data in the router.  
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Configuring Multicast Admin Boundary Configuration Page 
The definition of an administratively scoped boundary is a mechanism is a way to stop the 
ingress and egress of multicast traffic for a given range of multicast addresses on a given 
routing interface.  

Selection Criteria 

Group IP - Select 'Create Boundary' from the pulldown menu to create a new admin scope boundary, or 
select one of the existing boundary specifications to display or update its configuration.  

Slot/Port - Select the router interface for which the administratively scoped boundary is to be configured.  

Configurable Data 

Group IP - Enter the multicast group address for the start of the range of addresses to be excluded. The 
address must be in the range of 239.0.0.0 through 239.255.255.255.  

Group Mask - Enter the mask to be applied to the multicast group address. The combination of the mask 
and the Group IP gives the range of administratively scoped addresses for the selected interface.  

Command Buttons  

Submit - Send the updated configuration to the router. Configuration changes take effect immediately. 
These changes will not be retained across a power cycle unless a save is performed.  

Delete - Delete the selected administrative scoped boundary.  

 
 

 

Viewing Multicast Admin Boundary Configuration Page 
Non-Configurable Data 



 

630 

Slot/Port - The router interface to which the administratively scoped address range is applied.  

Group IP - The multicast group address for the start of the range of addresses to be excluded.  

Group Mask - The mask that is applied to the multicast group address. The combination of the mask and 
the Group IP gives the range of administratively scoped addresses for the selected interface.  

Command Buttons  

Refresh - Refresh the data on the screen with the present state of the data in the router.  

 
 

 

8.2.6.4 Configuring Multicast Mdebug 

Configuring Mrinfo Run Page 
Use this screen to initiate an mrinfo command. You can use the mrinfo command to find out 
information about neighboring multicast routers. While you initiate the query using this 
screen, the results are displayed on the Mrinfo Show screen.  

Configurable Data 

Router Interface - Enter the IP address of the router interface for which you want to see the neighbor 
router information. If you do not enter an address the router will query itself.  

Command Buttons  

Submit - Initiate the mrinfo command on the router. If the mrinfo command completes successfully the 
browser will display the Mrinfo Show screen. If the mrinfo command fails, you will see the Mrinfo Run 
screen again.  

 
 

 

Viewing Mrinfo Summary Page 
This screen displays the results of an mrinfo command.  
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Non-Configurable Data 

Router Interface - The IP address of the router interface for which configuration information was 
requested.  

Neighboring router's IP Address - The IP address of the neighboring router.  

Metric - The routing metric for this router.  

TTL Threshold - The time-to-live threshold on this hop.  

Flags - The flags indicating whether the router is an IGMP querier or whether or not it has neighbors (leaf 
router).  

Command Buttons  

New Mrinfo - Redirect the web browser to the Mrinfo Run screen so that you can initiate another mrinfo 
command.  

Refresh - Refresh the content of the screen with the latest data available on the router. Typically, it takes 
around 20 seconds to process the results after you have initiated the mrinfo command. The contents of 
the screen have to be refreshed to display the latest results.  

 
 

 

Configuring Mstat Run Page 
Use this screen to initiate an mstat command on the router. You can use the mstat command 
to see the hop-by-hop path taken by packets from a given multicast source to the destination. 
It also gives you information regarding packet rate and packet loss on the path.  

Configurable Data 

Source IP - Enter the IP address of the multicast-capable source. This is the unicast address of the 
beginning of the path to be traced.  

Receiver IP - Enter the IP address of the host to which the mstat response will be sent by the last hop 
router. If a value is not entered, the IP address of the router interface through which the mstat will be sent 
is used.  

Group IP - Enter the multicast address of the group to be traced. If you leave this field blank, the 
multicast address 224.2.0.1 will be used. Valid addresses are 224.0.0.0 through 239.255.255.255.  

Command Buttons  

Submit - Initiate the mstat command on the router. If the mstat command completes successfully the 
browser will display the Mstat Show screen. If the mstat command fails, you will see the Mstat Run 
screen again.  
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Viewing Mstat Summary Page 
This screen is used to display the results of an mstat command.  

Non-Configurable Data 

This screen shows the path taken by multicast traffic between the specified IP addresses. Forward data 
flow is indicated by arrows pointing downward and the query path is indicated by arrows pointing upward. 
For each hop, both the entry and exit addresses of the router are shown if different, along with the initial 
TTL required for packets to be forwarded at this hop and the propagation delay across the hop. The right 
half of the screen displays statistics for the path in two groups. Within each group, the columns are the 
number of packets lost, the number of packets sent, the percentage lost, and the average packet rate at 
each hop. These statistics are calculated from differences between traces and from hop to hop. The first 
group shows the statistics for all traffic flowing out the interface at one hop and in the interface at the next 
hop. The second group shows the statistics only for traffic forwarded from the specified source to the 
specified group.  

Command Buttons  

New Mstat - Redirect the web browser to the Mstat Run screen so that you can initiate another mstat 
command.  

Refresh - Refresh the content of the screen with the latest data available on the router. Typically, it takes 
around 20 seconds to process the results after initiating mstat command. You must refresh the screen to 
display the latest results.  

 
 

 

Defining Mtrace Admin Configuration Page 
Configurable Data 
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Admin Mode - Select enable or disable from the pulldown menu. If you select enable the router will 
process and forward mtrace requests received from other routers, otherwise received mtrace requests 
will be discarded. This field is non-configurable for read-only users.  

Command Buttons  

Submit - Send the updated configuration to the router. Configuration changes take effect immediately. 
These changes will not be retained across a power cycle unless a save is performed.  

 
 

 

Configuring Mtrace Run Page 
Use this screen to initiate an mtrace command on the router. You can use the mtrace 
command trace the path from the source to a destination branch for a multicast distribution 
tree.  

Configurable Data 

Source IP - Enter the IP address of a multicast-capable source. This is the unicast address of the 
beginning of the path to be traced.  

Receiver IP - Enter the IP address of the host to which the mtrace response will be sent by the last hop 
router. If you leave this field blank, mtrace will use the IP address of the router interface through which 
the mtrace will be sent.  

Group IP - Enter the Multicast address of the group to be traced. If you do not enter a valid address, 
multicast address 224.2.0.1 will be used. Valid addresses are 224.0.0.0 through 239.255.255.255.  

Command Buttons  

Submit - Initiate the mtrace command on the router. If the mtrace command completes successfully the 
browser will display the Mtrace Show screen. If the mtrace command fails, you will see the Mtrace Run 
screen again.  
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Viewing Mtrace Summary Page 
This screen displays the results of an mtrace command. The mtrace command is used to 
trace the path from source to a destination branch for a multicast distribution tree.  

Non-Configurable Data 

Number of hops away from destination - The number of hops away from the destination.  

IP address of intermediate router - The IP address of the intermediate router in the path being traced 
between source and destination for the hop number in the previous field.  

Multicast Protocol in use - The multicast protocol in use on this hop.  

TTL Threshold - The time-to-live threshold on this hop.  

Time taken to forward between hops - The time taken for the trace request to be forwarded from the 
previous hop to this hop.  

Command Buttons  

New Mtrace - Redirect the web browser to the Mtrace Run screen so that you can initiate another mtrace 
command.  

Refresh - Refresh the content of the screen with the latest data available on the router. Typically, it takes 
around 20 seconds to process the results after initiating mtrace command. You must refresh the screen 
to display the latest results.  

 
 

 

8.2.6.5 Managing PIM-DM Protocol 

Configuring PIM-DM Global Admin Configuration Page 
Configurable Data 

Admin Mode - Select enable or disable from the pulldown menu to set the administrative status of 
PIM-DM in the router. The default is disabled.  

Command Buttons  

Submit - Send the updated configuration to the router. Configuration changes take effect immediately. 
These changes will not be retained across a power cycle unless a save is performed.  
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Configuring Interface’s PIM-DM Configuration Page 
Selection Criteria 

Slot/Port - Select the Slot and port for which data is to be displayed or configured. Slot 0 is the base unit. 
You must have configured at least one router interface before configuring or displaying data for a 
PIM-DM interface, otherwise an error message will be displayed.  

Configurable Data 

Interface Mode - Select enable or disable from the pulldown menu to set the administrative status of 
PIM-DM for the selected interface. The default is disabled.  

Hello Interval - Enter the number of seconds between PIM hello messages transmitted from the 
selected interface. The default value is 30. Valid values are from (10 to 3600).  

Command Buttons  

Submit - Send the updated configuration to the router. Configuration changes take effect immediately. 
These changes will not be retained across a power cycle unless a save is performed.  

 
 

 

Viewing Interface’s PIM-DM Configuration Page 
Selection Criteria 

Slot/Port - Select the physical interface for which data is to be displayed. There must be configured at 
least one router interface before displaying data for a PIM-DM interface, otherwise a message will be 
displayed.  

Non-Configurable Data 

Interface Mode - Displays the administrative status of PIM-DM for the selected interface. The default is 
disabled.  
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Protocol State - The operational state of the PIM-DM protocol on this interface.  

Hello Interval - The frequency at which PIM hello messages are transmitted on the selected interface.  

IP Address - The IP address of the selected interface.  

Neighbor Count - The number of PIM neighbors on the selected interface.  

Designated Router - The designated router on the selected PIM interface. For point- to-point interfaces, 
this will be 0.0.0.0.  

Neighbor IP - The IP address of the PIM neighbor for which this entry contains information.  

Uptime - The time since this PIM neighbor (last) became a neighbor of the local router.  

Expiry Time - The minimum time remaining before this PIM neighbor will be aged out.  

Command Buttons 

Refresh - Refresh the data on the screen with the present state of the data in the router.  

 
 

 

8.2.6.6 Managing PIM-SM Protocol 

Configuring PIM-SM Global Configuration Page 
Configurable Data 

Admin Mode - Select enable or disable from the pulldown menu to set the administrative status of 
PIM-SM in the router. You must enable IGMP before enabling PIM-SM. The default is disabled.  

Join/Prune Interval - Enter the interval between the transmission of PIM-SM Join/Prune messages. The 
valid values are from (10 to 3600 secs). The default value is 60.  
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Data Threshold Rate - Enter the minimum source data rate in K bits/second above which the last-hop 
router will switch to a source-specific shortest path tree. The valid values are from (0 to 2000 K bits/sec) . 
The default value is 50.  

Register Threshold Rate - Enter the minimum source data rate in K bits/second above which the 
Rendezvous Point router will switch to a source-specific shortest path tree. The valid values are from (0 
to 2000 K bits/sec) . The default value is 50.  

Command Buttons  

Submit - Send the updated configuration to the router. Configuration changes take effect immediately. 
These changes will not be retained across a power cycle unless a save is performed.  

 
 

 

Viewing PIM-SM Global Configuration Page 
Non-Configurable Data 

Admin Mode - The administrative status of PIM-SM in the router: either enable or disable.  

Join/Prune Interval - The interval between the transmission of PIM-SM Join/Prune messages.  

Data Threshold Rate - The minimum source data rate in K bits/second above which the last-hop router 
will switch to a source-specific shortest path tree.  

Register Threshold Rate - The minimum source data rate in K bits/second above which the 
Rendezvous Point router will switch to a source-specific shortest path tree.  

Command Buttons 

Refresh - Refresh the data on the screen with the present state of the data in the router.  
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Configuring Interface’s PIM-SM Configuration Page 
Selection Criteria  

Slot/Port - Select the slot and port for which data is to be displayed or configured. Slot 0 is the base unit.  

Configurable Data 

Mode - Select enable or disable from the pulldown menu to set the administrative status of PIM-SM in 
the router. The default is disable.  

Hello Interval - Enter the time in seconds between the transmission of which PIM Hello messages on 
this interface. The valid values are from (10 to 3600 secs) . The default value is 30.  

CBSR Preference - Enter the preference value for the local interface as a candidate bootstrap router. 
The value of -1 is used to indicate that the local interface is not a candidate BSR interface. The valid 
values are from (-1 to 255) The default value is 0.  

CBSR Hash Mask Length - Enter the CBSR hash mask length to be advertised in bootstrap messages 
if this interface is elected as the bootstrap router. This hash mask length will be used in the hash 
algorithm for selecting the RP for a particular group. The valid values are from (0 to 32). The default value 
is 30.  

CRP Preference - Enter the preference value for the local interface as a candidate bootstrap router. The 
value of -1 is used to indicate that the local interface is not a candidate BSR interface. The valid values 
are from (-1 to 255). The default value is 0.  

Command Buttons  

Submit - Send the updated configuration to the router. Configuration changes take effect immediately. 
These changes will not be retained across a power cycle unless a save is performed.  

 
 

 

Viewing Interface’s PIM-SM Configuration Page 
Selection Criteria 

Slot/Port - Select the slot and port for which data is to be displayed. Slot 0 is the base unit.  

Non-Configurable Data 

Mode - The administrative status of PIM-SM in the router: either enable or disable. 
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Protocol State - The operational state of the PIM-SM protocol on this interface. 

IP Address - The IP address of the selected PIM interface.  

Net Mask - The network mask for the IP address of the selected PIM interface.  

Designated Router - The Designated Router on the selected PIM interface. For point-to- point 
interfaces, this object has the value 0.0.0.0.  

Hello Interval - The frequency at which PIM Hello messages are transmitted on the selected interface.  

CBSR Preference - The preference value for the local interface as a candidate bootstrap router. The 
value of -1 is used to indicate that the local interface is not a candidate BSR interface.  

CBSR Hash Mask Length - The CBSR hash mask length to be advertised in bootstrap messages if this 
interface is elected as the bootstrap router. This hash mask length will be used in the hash algorithm for 
selecting the RP for a particular group.  

CRP Preference - The preference value for the local interface as a candidate bootstrap router. The 
value of -1 is used to indicate that the local interface is not a candidate BSR interface.  

Neighbor Count - The number of PIM neighbors on the selected interface.  

IP Address - The IP address of the PIM neighbor for this entry.  

Up Time - The time since this PIM neighbor (last) became a neighbor of the local router.  

Expiry Time - The minimum time remaining before this PIM neighbor will be aged out.  

Command Buttons 

Refresh - Refresh the data on the screen with the present state of the data in the router.  

 
 

 

Viewing PIM-SM Component Summary Page 
Non-Configurable Data 



 

640 

Component Index - Unique number identifying the component index.  

Component BSR Address - Displays the IP address of the bootstrap router (BSR) for the local PIM 
region.  

Component BSR Expiry Time - Displays the minimum time remaining before the bootstrap router in the 
local domain will be declared.  

Component CRP Hold Time - The hold time of the component when it is a candidate Rendezvous Point 
in the local domain.  

Command Buttons 

Refresh - Refresh the data on the screen with the present state of the data in the router.  

 
 

 

Viewing PIM-SM RP Summary Page 
Non-Configurable Data 

Group Address - Displays IP multicast group address.  

Group Mask - Displays Multicast group address mask.  

Address - Displays IP address of the Candidate-RP.  

Hold Time - The holdtime of a Candidate-RP.If the local router is not the BSR, this value is 0.  

Expiry Time Component - The minimum time remaining before the Candidate-RP will be declared.  

Command Buttons 

Refresh - Refresh the data on the screen with the present state of the data in the router.  

 
 

 

Viewing PIM-SM Candidate RP Summary Page 
Non-Configurable Data 
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Group Address - The group address transmitted in Candidate-RP-Advertisements.  

Group Mask - The group address mask transmitted in Candidate-RP-Advertisements to fully identify the 
scope of the group which the router will support if elected as a Rendezvous Point.  

Address - Displays the unicast address of the interface which will be advertised as a Candidate RP.  

Command Buttons 

Refresh - Refresh the data on the screen with the present state of the data in the router.  

 
 

 

Configuring PIM-SM Static RP Configuration Page 
Configurable Data 

IP Address - IP Address of the RP to be created or deleted.  

Group - Group Address of the RP to be created or deleted.  

Group Mask - Group Mask of the RP to be created or deleted.  

Command Buttons 

Submit - Attempts to create the specified static RP IP Address for the PIM-SM router. Configuration 
changes take effect immediately. These changes will not be retained across a power cycle unless a save 
is performed.  

Delete - Attempts to remove the specified static RP IP Address for the PIM-SM router. Configuration 
changes take effect immediately. These changes will not be retained across a power cycle unless a save 
is performed.  

 
 


