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Introduction Registering your Fortinet product

Introduction

Welcome and thank you for selecting Fortinet products for your network protection.

FortiManager System version 4.0 includes a Web Services interface to facilitate
integration with provisioning systems. The FortiManager API is XML-based. This manual
describes how to use the FortiManager API to obtain information from the FortiManager
unit, run scripts to modify device configurations, and install the modified configurations on
the managed devices.

This chapter contains the following topics:
* Registering your Fortinet product

» Customer service and technical support
* Fortinet documentation

» Conventions

Registering your Fortinet product

Before you begin, take a moment to register your Fortinet product at the Fortinet Technical
Support web site, https://support.fortinet.com.

Many Fortinet customer services, such as firmware updates, technical support, and
FortiGuard Antivirus and other FortiGuard services, require product registration.

For more information, see the Fortinet Knowledge Center article Registration Frequently
Asked Questions.

Customer service and technical support

Fortinet Technical Support provides services designed to make sure that your Fortinet
products install quickly, configure easily, and operate reliably in your network.

To learn about the technical support services that Fortinet provides, visit the Fortinet
Technical Support web site at https://support.fortinet.com.

You can dramatically improve the time that it takes to resolve your technical support ticket
by providing your configuration file, a network diagram, and other specific information. For
a list of required information, see the Fortinet Knowledge Center article What does
Fortinet Technical Support require in order to best assist the customer?

Fortinet documentation

The Fortinet Technical Documentation web site, http://docs.fortinet.com, provides the
most up-to-date versions of Fortinet publications, as well as additional technical
documentation such as technical notes.

In addition to the Fortinet Technical Documentation web site, you can find Fortinet
technical documentation on the Fortinet Tools and Documentation CD, and on the Fortinet
Knowledge Center.
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Conventions Introduction

Fortinet Tools and Documentation CD

Many Fortinet publications are available on the Fortinet Tools and Documentation CD
shipped with your Fortinet product. The documents on this CD are current at shipping
time. For current versions of Fortinet documentation, visit the Fortinet Technical
Documentation web site, http://docs.fortinet.com.

Fortinet Knowledge Center

The Fortinet Knowledge Center provides additional Fortinet technical documentation,
such as troubleshooting and how-to-articles, examples, FAQs, technical notes, a glossary,
and more. Visit the Fortinet Knowledge Center at http://kc.fortinet.com.

Comments on Fortinet technical documentation

Please send information about any errors or omissions in this or any Fortinet technical
document to techdoc@fortinet.com.

Conventions
Fortinet technical documentation uses the conventions described below.

IP addresses

To avoid publication of public IP addresses that belong to Fortinet or any other
organization, the IP addresses used in Fortinet technical documentation are fictional and
follow the documentation guidelines specific to Fortinet. The addresses used are from the
private IP address ranges defined in RFC 1918: Address Allocation for Private Internets,
available at http://ietf.org/rfc/rfc1918.txt?number-1918.

CLI constraints

CLI constraints, such as <addr ess_i pv4>, indicate which data types or string patterns
are acceptable input for a given parameter or variable value. CLI constraint conventions
are described in the CLI Reference document for each product.

Notes, Tips and Cautions

Fortinet technical documentation uses the following guidance and styles for notes, tips
and cautions.

@ Tip: Highlights useful additional information, often tailored to your workplace activity.

# Note: Also presents useful information, but usually focused on an alternative, optional
method, such as a shortcut, to perform a step.

| Caution: Warns you about commands or procedures that could have unexpected or
‘1 undesirable results including loss of data or damage to equipment.
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Introduction

Conventions

Typographical conventions

Fortinet documentation uses the following typographical conventions:

Table 1: Typographical conventions in Fortinet technical documentation

Convention

Example

Button, menu, text box,
field, or check box label

From Minimum log level, select Notification.

CLl input config system dns
set primary <address_ipv4>
end
CLI output FGT- 602803030703 # get system settings
conment s : (null)
opnode © nat
Emphasis HTTP connections are not secure and can be intercepted by
a third party.
File content <HTML><HEAD><TI TLE>Fi r ewal |
Aut henti cati on</ Tl TLE></ HEAD>
<BODY><H4>You nust authenticate to use this
servi ce. </ H4>
Hyperlink Visit the Fortinet Technical Support web site,

https://support.fortinet.com.

Keyboard entry

Type a name for the remote VPN peer or client, such as
Central O fice_ 1.

Navigation

Go to VPN > IPSEC > Auto Key (IKE).

Publication

For details, see the FortiGate Administration Guide.
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Using the FortiManager API

The FortiManager API enables you to configure managed FortiGate devices through a
Web Services interface. You can obtain information, create and run FortiOS CLI scripts on
the FortiManager database, and then install the changes on FortiGate units.

The following topics are included in this section:

» Connecting to FortiManager Web Services

» Getting information from the FortiManager unit
» Working with scripts

Note: Web Services via XML API are only supported in EMS mode.

Connecting to FortiManager Web Services

To start working with Web Services on your FortiManager unit, enable Web Services and
obtain the Web Services Description Language (WSDL) file that defines the XML requests
you can make and the responses that FortiManager can provide.

Enabling Web Services

You must enable Web Services on the network interfaces to which Web Services clients
will connect.

To enable Web Services on an interface - web-based manager
1 Go to System Settings > Network > Interface.

2 Select the Edit icon for the interface that you want to use.

3 Inthe Administrative Access section, select Web Service.

4 Select OK.

To enable Web Services on an interface - CLI

1 Enter the following CLI commands:

config fnmsysteminterface
edit <port>
set all owaccess webservice
end

where <port > is the network interface that you want to use for Web Services.

The al | owaccess command should also include the other types of administrative
access that you want to permit. For example, to allow HTTPS, SSH, and Web
Services, enter the command set al | owaccess https ssh webservi ce.

The FortiManager unit handles Web Services requests on port 8080.

Obtaining the WSDL file
You can download the WDSL file directly from the URL https://<ip_address>:8080/.
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Getting information from the FortiManager unit Using the FortiManager API

You can also use the web-based manager to download the WSDL file. Go to
System Settings > Advanced > Advanced Settings and select the Download WSDL file
icon.

By using a web testing tool such as SoapUl, you can get information from the
FortiManager.

Getting information from the FortiManager unit

To work with your managed devices, you need to obtain information from the
FortiManager unit, such as:

» the list of ADOMs

» information of the managed devices

+ information about individual devices

» the current configuration of devices, according to the database
» the revision history of devices.

addDevice
Use this request to add a device to the FortiManager unit.

Table 2: addDevice request fields

<password> Administrator password

<user|D> Administrator ID, e.g. admin

<adom> Enter the dname of the ADOM, or if the ADOM status is disabled, then
enter root.

<ip> Enter the IP address of the device.

<autod> Select if you want to enable auto discovery. Default is False.

<deviceType>

Select the type of device. The device type can be: FortiGate, FortiSwitch,
FortiCarrier, FortiMail, or FortiAnalyzer.

<name>

The host name of the device.

<adminUser>

Enter your admin username.

<password>

Enter your admin password.

<description>

Enter the description of the device.

<waitTask> Enter either True (default) or False. If the value is False, then the result will

be based on the task list., and in the response the taskid will be displayed.

Example request:

<r 20: addDevi ce>

<servi cePass>
<passwor d></ passwor d>
<user | D>adni n</ user | D>

</ servi cePass>

<adonp</ adon®

<i p></ip>

<aut od></ aut od>

<devi ceType>?</ devi ceType>

<nane>Forti Gat e</ nane>

<adm nUser >adm n</ adm nUser >

<passwor d></ passwor d>

<descri pti on>Forti Gat e</ descri pti on>

<wai t Task></ wai t Task>
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Using the FortiManager API Getting information from the FortiManager unit

</ r 20: addDevi ce>

The response is a series of <return> tags, each containing information about the device.

Table 3: addDevice response fields

<error msgs> Error messages indicate:

-101: “device IP cannot be empty”.

-102: “name and admin user must be entered.”.

-103: “addDevice auto discovery mode is not supported yet:.
-104: “add device by IP (%s) in ADOM (%d) failed”.

0: “Add device added successfully”.

0: “Read taskid to get the addDevice result.

<devid> N/A
<taskid> Indicates the task id number. If the <waitTask> was False, then the task id is
displayed.

deleteConfigRev

Use this request to delete a configuration revision defined on the FortiManager unit. Only
an administrator with the Super_User profile can run this command.

Table 4: deleteConfigRev request fields

<password> Administrator password

<userlD> Administrator ID, e.g. admin

<devld> Enter the device ID.

<serialNumber> Enter the serial number of the device.

<revName> Enter the Revision name. You can get this in the Revision History section
in the GUI.

<revld> Enter the Revision id.

Example request:

<r 20: del et eConf i gRev>
<servi cePass>
<passwor d>?</ passwor d>
<user | D>?</ user| D>
</ servi cePass>
<devl d>?</ devl d>
<seri al Nunber >?</ seri al Nunber >
<r evName>?</r evNane>
<revl d>?</revl d>
</r 20: del et eConfi gRev>

The response indicates if the procedure was successful or not.

Table 5: deleteConfigRev response fields

‘ <error msg> Indicates if the deletion was successful or if it failed.

deleteDevice

Use this request to delete a device defined on the FortiManager unit.
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Table 6: deleteDevice request fields

<password> Administrator password

<userlD> Administrator ID, e.g. admin

<devld> Enter the device id number.
<serialNumber> Enter the serial number of the device.

Example request:
<r 20: del et eDevi ce>
<servi cePass>
<passwor d></ passwor d>
<user | D>adm n</ user | D>
</ servi cePass>
<devl d>468985</ devl d>
<seri al Number >FG3K8A3407600241</ seri al Nunber >
</ r 20: del et eDevi ce>

The response indicates if the device was deleted successfully or if the procedure failed.

Table 7: deleteDevice response fields

<errorCode> Indicates the error code number.

<errorMsg> Indicates if the device was successfully deleted or not.

Example response:
<ns3: del et eDevi ceResponse>
<error Msg>
<error Code>0</ err or Code>
<errorMsg>Del ete device |ID 468985 successfull y</errorMg>
</ errorMsg>
</ ns3: del et eDevi ceResponse>

getAdomList

Use this request to get a list of the ADOMs defined on the FortiManager unit. Only an
administrator with the Super_User profile can run this command.

Table 8: getAdomList request fields

<password> Administrator password

<user|D> Administrator ID, e.g. admin

Example request:
<r 20: get AdonlLi st >
<servi cePass>
<passwor d></ passwor d>
<user | D>adni n</ user | D>
</ servi cePass>
</ r20: get Adonli st >

The response is a series of <return> tags, each containing information about an ADOM.
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Getting information from the FortiManager unit

Table 9: getAdomList response fields

<description>

Optional description

<name>

ADOM name

<oid>

Obiject identifier for the ADOM

Example response:

<ns3: get AdonLi st Response>

<return>
<0i d>3</ oi
<nane>r oot
<descri pti
</return>
<return>

d>
</ nane>
on/ >

information about another ADOM

</return>

</ ns3: get Adonli st Response>

getDeviceList

Use this request to

get summary information about the managed devices, optionally

limited to a particular ADOM.

Table 10: getDeviceList request fields

<password>

Administrator password

<userlD>

Administrator ID, e.g. admin

<adom>

Enter an ADOM name to list only the devices in that ADOM. If <adon® is
empty or does not match an ADOM name, the response lists all devices.

Example request:

<r 20: get Devi celLi st >
<servi cePass>

<passwor d>
<user | D>ad

</ passwor d>
m n</ user| D>

</ servi cePass>
<adonp</ adonr
</ r20: get Devi ceLi st >

The response is a series of <return> tags, each containing information about a device.
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Getting information from the FortiManager unit Using the FortiManager API

Table 11: getDeviceList response fields

<firmware> One of: FortiGate, FortiCarrier, FortiAnalyzer, FortiMail, or FortiSwitch.

<firmwareVersion> Major software version number, 4, for example.

<buildNum> Software build number, 65, for example.
<description> Device description from FortiManager database.
<hostname> Device host name.

<IPSContract> FortiGuard IPS definitions version and last update time,

2.00461(2008-12-08 11:23), for example.
<antiVirusContract> | AV contract and expiry date, 8.00631(2009-02-15 14:27), for example.

<platform> Platform name for device, FortiGate-1000A, for example.

<sn> Serial number of device.

<ip> IP address of device network interface from which response was
received.

Example response:
<ns3: get Devi celLi st Response>
<return>
<firmmare>Forti Gat e</firmare>
<firmnar eVer si on>4</fi r mnar eVer si on>
<bui | dNun»68</ bui | dNun®
<description/ >
<host nanme>FG30002801030058</ host nane>
<| PSCont r act >2. 00542(2008- 09- 04 23: 08) </ | PSCont r act >
<anti VirusContract>8.00631(2008-01-15 14: 27)
</ anti VirusContract>
<pl at f or r>Forti Gat e- 3000</ pl at f or n»
<sn>FG30002801030058</ sn>
<i p>172. 20. 120. 134</i p>
</return>
<return>

another device

</return>
</ ns3: get Devi ceLi st Response>

getDevices

Use this request to get information about specific managed devices, identified by seria
number or device ID. You can obtain device ID values by using the execut e dnser ver
showdev CLI command

If you want information about the device’s configuration, see “getConfig” on page 16.

Table 12: getDevices request fields

<password> Administrator password
<userlD> Administrator ID, e.g. admin
<serialNumbers> Serial number of the device. This is the secondary identifier.

You can enter multiple <serialNumbers> fields.

<devlds> Device ID. This is the primary device identifier. You can omit this field and
use <seri al Nunmber > instead.

You can enter multiple <Devlds> fields.
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Example request:
<r 20: get Devi ces>
<servi cePass>
<passwor d></ passwor d>
<user | D>adni n</ user | D>
</ servi cePass>
<seri al Nunber s>FGIr1002801021024</ seri al Nunber s>
<seri al Nunber s>FGT50B3306500085</ seri al Nunber s>
</r20: get Devi ces>

The response is a series of <return> tags, each containing information about a device.

Table 13: getDevices response fields

<firmware> One of: FortiGate, FortiCarrier, FortiAnalyzer, FortiMail, or FortiSwitch.

<firmwareVersion> Major software version number, 4, for example.

<buildNum> Software build number, 65, for example.
<description> Device description from FortiManager database.
<hostname> Device host name.

<IPSContract> FortiGuard IPS definitions version and last update time,

2.00461(2008-12-08 11:23), for example.
<antiVirusContract> | AV contract and expiry date, 8.00631(2009-02-15 14:27), for example.

<platform> Platform name for device, FortiGate-1000A, for example.

<sn> Serial number of device.

<ip> IP address of device network interface from which response was
received.

Example response:
<ns3: get Devi cesResponse>

<return>
<firmnare>Forti Gat e</firmmare>
<fi rmnar eVer si on>3. 00</fi r mnar eVer si on>
<bui | dNunm»650</ bui | dNun®
<description/ >
<host nane>Dev3</ host nane>
<| PSCont r act >2. 442(2007-11-08 11: 23) </ | PSCont r act >
<anti Vi rusContract >8. 368(2007-11- 15

13:59) </ anti Vi rusContract >

<pl at f or m>For ti Gat e- 100</ pl at f or >
<sn>FGr1002801021024</ sn>
<i p>172. 20. 120. 126</ i p>

</return>

<return>
<firmnare>Forti Gat e</firmare>
<fi rmnar eVer si on>4</fir mnvar eVer si on>
<bui | dNun»59</ bui | dNun®
<description/>
<host nanme>FGI50B3@06500085</ host nane>
<l PSContract/>
<anti VirusContract/>
<pl at f or m>Forti gat e- 50B</ pl at f or n»
<sn>FGI50B3@06500085</ sn>
<i p>172. 20. 120. 127</ i p>

</return>
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Using the FortiManager API

getConfig

</ ns3: get Devi cesResponse>

Use this request to retrieve a particular revision of the device configuration from the device
database.

Table 14: getConfig request fields

<password> Administrator password

<user|D> Administrator ID, e.g. admin

<serialNumber> Serial number of the device. This device identifier is secondary to

<devl d>.

<devld> The Device ID. This is the primary device identifier. You can omit this field

and use <seri al Nunber > instead.

<checkinUser> The userlD of the administrator who saved this revision.

<revisionNumber> | The revision that you want to view. Use a negative number to retrieve the

latest revision.

Example request:
<r 20: get Confi g>
<servi cePass>
<passwor d></ passwor d>
<user | D>adm n</ user| D>
</ servi cePass>
<seri al Nunber >FGIr1002801021024</ seri al Nunber >
<l-- <devld></devld> -->
<revi si onNunber >3</ r evi si onNunber >
</ r20: get Confi g>

The response is a <return> field containing the device configuration and other information.

Table 15: getConfig response fields

<branchPoint> The firmware build number, except for some special branch builds.

<checkinDate> Date and time (UTC) when this revision was installed to the device.

<checkinUser>

The userlD of the administrator who installed this revision.

<content>

The device configuration file contents.

<oid>

The devID for the device.

<osVersion>

Version of device operating system, 4, for example for FortiOS 4.0.

<platform>

Platform name for the device, FortiGate-1000A, for example.

<revisionNum>

Configuration revision ID.

<serialNumber>

The serial number of the device.

Example response

<ns3: get Conf i gResponse>

<return>

<br anchPoi nt >650</ br anchPoi nt >
<checki nDat €>2009- 02- 02T19: 37: 39Z</ checki nDat e>
<checki nUser >adnm n</ checki nUser >

<content >

configuration file content

</ cont ent >

16
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Using the FortiManager API Getting information from the FortiManager unit

<nessage/ >
<oi d>109</ oi d>
<osVer si on>3. 00</ osVer si on>
<pl atfornmrpForti Gat e- 100</ pl at f or nP
<revi si onNun»3</ r evi si onNunre
<seri al Nunber >FGT1002801021024</ seri al Nunber >
</return>
</ ns3: get Conf i gResponse>

getConfigRevisionHistory

Use this request to retrieve multiple revisions of the device configuration from the device
database. You can retrieve based on revision numbers or check-in times.

Table 16: getConfigRevisionHistory request fields

<password> Administrator password

<user|D> Administrator ID, e.g. admin

<serialNumber> Serial number of the device. This device identifier is secondary to
<devl d>.

<devld> The Device ID. This is the primary device identifier. You can omit this
field and use <ser i al Nurrber > instead.

<checkinUser> Optionally, specify the userID of the administrator who saved this
revision.

<minCheckinDate> Optionally, specify the earliest revision check-in time to retrieve. Use
with <maxChecki nDat e>.

<maxCheckinDate> Optionally, specify the latest revision check-in time to retrieve. Use
with <mi nChecki nDat e>.

<minRevisionNumber> Optionally, specify the first revision to retrieve. Use with

<maxRevi si onNunber >.

<maxRevisionNumber> Optionally, specify the last revision to retrieve. Use with
<m nRevi si onNunber >.

Example request:
<r 20: get Conf i gRevi si onHi st ory>
<servi cePass>
<passwor d></ passwor d>
<user | D>adni n</ user | D>
</ servi cePass>
<seri al Number >FGTr1002801021024</ seri al Nunber >

<l-- <devld>?</devld> -->

<l -- <checki nUser ></ checki nUser> -->

<! -- <m nChecki nDat e></ m nChecki nDate> -->

<l -- <maxChecki nDat e></ maxChecki nDate> -->

<l -- <m nRevi si onNunber >1</ m nRevi si onNunber > -->
<l -- <maxRevi si onNunber >?</ maxRevi si onNunber > -->

</ r 20: get Conf i gRevi si onHi st ory>

The response is a series of <return> fields containing the device configuration and other
information.
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Table 17: getConfigRevisionHistory response fields

<branchPoint> The firmware build number, except for some special branch builds.
<checkinDate> Date and time (UTC) when this revision was installed to the device.
<checkinUser> The userID of the administrator who installed this revision.
<content> The device configuration file contents.

<oid> The devID for the device.

<osVersion> Version of device operating system, 4, for example for FortOS 4.0.
<platform> Platform name for the device, FortiGate-1000A, for example.
<revisionNum> Configuration revision ID.

<serialNumber> The serial number of the device.

Example response:
<ns3: get Confi gRevi si onHi st or yResponse>
<return>
<br anchPoi nt >650</ br anchPoi nt >
<checki nDat €>2009- 02- 02T19: 37: 39Z</ checki nDat e>
<checki nUser >adm n</ checki nUser >
<cont ent >
configuration file content - newest retrieved revision ..
</ content >
<nessage/ >
<0i d>109</ oi d>
<osVer si on>3. 00</ osVer si on>
<pl atf ornrForti Gat e- 100</ pl at f or n»
<revi si onNun»3</ r evi si onNun»
<seri al Nunber >FGIr1002801021024</ seri al Nunber >
</return>
<return>
i nformation about preceding revision
</return>

getGrouplList
Use this request to obtain a list of device groups, optionally limited to a particular ADOM.

Table 18: getGroupList request fields

<password> Administrator password

<userlD> Administrator ID, e.g. admin

<adom> Enter an ADOM name to list only the device groups in that ADOM. If <adon® is
empty or does not match an ADOM name, the response lists all device groups.

Example request:
<r 20: get G ouplLi st >
<servi cePass>
<passwor d></ passwor d>
<user | D>adni n</ user | D>
</ servi cePass>
<adone</ adon®
</r20: get G ouplLi st >
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The response is a series of <return> fields, each listing one group, in ascending order of
object identifier (OID). Both built-in groups, like All FortiGate, and user-defined groups are

listed.

Table 19: getGroupList response fields
<name> Group name

<oid> Object identifier for the group

Example response:
<ns3: get GrouplLi st Response>
<return>
<0i d>118</ oi d>
<nanme>G oupl</ name>
</return>
<return>
anot her group ..
</return>

getTaskList

Use this request to get a list tasks as defined on the FortiManager unit. Only an
administrator with the Super_User profile can run this command.

Table 20: getTaskList request fields

<password> Administrator password
<userID> Administrator ID, e.g. admin
<adom> ADOM number

<taskld> Enter the number for the task list.

Example request:

<r 20: get TaskLi st >
<servi cePass>
<passwor d></ passwor d>
<user | D>adni n</ user | D>
</ servi cePass>
<adonp</ adonw
<t askl d>1</t askl d>
</ r20: get TaskLi st >

The response is a series of <return> tags, each containing information about a task.
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Table 21: getTaskList response fields

<errorMsg> Indicates if the task was successful or if it failed.
<errorCode> Indicates the error code.

<taskld> Enter the number of the task.

<taskList> Following variables provide details of the tasklist.

<source> - indicates the source of the task:
0 - device manager

1 - security console

2 - copy global object

3 - install configuration

4 - script execution

5 - system checkpoint

6 - import device policy

7 - install ems global policy

<description> - describes the list.

<userlD> - shows the user id.

<status> - indicates the status of the task:
1 - running

2 - cancelling

3 - cancelled

4 - done

5 - error

6 - aborting

7 - aborted

<statTime> - indicates the time the task list sarted.

<devicelist>

<devName>: name of the device host.

<ip>: IP address of the device.

<status>: status of the device.

<message>: description of the task.

<history>:

<name>:

<percentage>:

<description>:

Example response:
<ns3: get TaskLi st Response>
<error Msg>
<error Code>0</ error Code>
<errorMsg>Get task ID detail successfully</errorMg>
</errorMsg>
<t askLi st >
<t askl d>1</ t askl d
<sour ce>5</ source>
<descri pti on>system checkpoi nt task</description>
<user | D>adm n</ user| D>
<st at us>4</ st at us>
<startTi ne>2009- 09- 29T15: 18: 22Z</start Ti ne
<devi celi st >
<devNane>cr eat e system checkpoi nt </ devNane>
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<i p>0.0.0.0</i p>
<st at us>4</ st at us>
<nessage>Creat e system checkpoi nt succeed</ nessage>
<hi st ory>
<nane>create system checkpoi nt </ nane>
<per cent age>0</ per cent age>
<description>task start ...</description>
</ hi story>
<hi story>
<nane>create system checkpoi nt </ nane>
<per cent age>5</ per cent age>
<descri pti on>Lock system succeed</descri pti on>
</ hi story>

</ devi celLi st >

</ taskLi st>
</ ns3: get TaskLi st Response>

getTCLRootFile

Use this request to get information about the TCLRoot file as defined on the FortiManager
unit. Only an administrator with the Super_User profile can run this command.

Table 22: getTCLRoot request fields

<password> Administrator password

<user|D> Administrator ID, e.g. admin

Example request:

<r 20: get Fi | eRequest >
<servi cePass>

<passwor d></ passwor d>
<user | D>adm n</ user| D>

</ servi cePass>

<fil eNanme></fil eNane>

<fileOfset>1</fil e fset>

<fileMaxLen>10</fil eMaxLen>

<fil eEncode>0</fil eEncode>
</r20: get Fi | eRequest >

The response is a series of <return> tags, each containing information about the file.

Table 23: getFileRequest response fields

<fileName> Shows the name of the file. Note: the file name cannot start with a | or a ~
character.
<fileOffset> Indicates the starting point in the receiving file. This must be a positive
number and must be smaller that the file.
<fileMaxLen> Indicates the maximum size of the received file. Must be a positive number.
<fileEncode> Indicates the encoding method of the receiving file:
0 - base64
1 - hexadecimal base
2 -raw data
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Example response

If the task is successful, you will get a message stating that. It the task is not successful,
for example a file called root does not exist, you will get a message similar to the one
below:

. <SOAP- ENV: Body>
<SOAP- ENV: Faul t >
<f aul t code>SOAP- ENV: Cl i ent </ f aul t code>
<faultstring>File does not exist</faultstring>
<det ai | >root </ detail >
</ SOAP- ENV: Faul t >
</ SOAP- ENV: Body>

listRevisionld

Use this request to get a list of the revisions as defined on the FortiManager unit. Only an
administrator with the Super_User profile can run this command.

Table 24: getAdomList request fields

<password> Administrator password

<userlD> Administrator ID, e.g. admin
<devid> Enter the device id number.
<serialNumber> Enter the device serial number.
<revName> Enter the name of the revision file.

Example request:
<r20: | i st Revi si onl d>
<servi cePass>
<passwor d>?</ passwor d>
<user | D>adm n</ user| D>
</ servi cePass>
<devl d>?</ devl d>
<seri al Nunmber >?</ seri al Nunber >
<r evName>?</r evNanme>
</r20:1istRevisionld>

The response is a series of <return> tags, each containing information about the revisions.

Table 25: listRevisionld response fields

<erroMsg> Shows the error message.

<devld> Indicates the device id number.

Example response:
If the task is successful, you will get the revision information. If the task is unsuccessful,
you will get an error message.

retrieveConfig

Use this request to get a copy of the configuration as defined on the FortiManager unit.
Only an administrator with the Super_User profile can run this command.
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Table 26: retrieveConfig request fields

<password> Administrator password

<userlD> Administrator ID, e.g. admin

<devid> Enter the device id or the device group id number.

<serialNumber> Enter the device serial number.

<newRevName> Enter the new name of the revision file. The length should be from 1 to 49
characters.

Example request:
<r20:retrieveConfig>
<servi cePass>
<passwor d></ passwor d>
<user | D>adm n</ user| D>
</ servi cePass>
</r20:retrieveConfig>

The response is a series of <return> tags, each containing information about the
configuration.

Table 27: retrieveConfig response fields

<erroMsg> Shows the error message.

<taskld> Indicates the task id, if there are more than 2 devices.

Example response:
<ns3:retrieveConfi gResponse>
<error Msg>
<error Code>- 104</ err or Code>
<errorMsg>run retrieveConfig task fail ed</errorMg>
</ errorMsg>
</ns3:retrieveConfi gResponse>

revertConfig

Use this request to revert to the previous configuration on the FortiManager unit. Only an
administrator with the Super_User profile can run this command.

Table 28: revertConfig request fields

<password> Administrator password

<user|D> Administrator ID, e.g. admin

<devid> Enter the device id or the device group id number.
<serialNumber> Enter the device serial number.

<revld> Enter the revision id number.

Example request:
<r20: revert Confi g>
<servi cePass>
<passwor d></ passwor d>
<user | D>adni n</ user | D>
</ servi cePass>
</r20:revert Confi g>

The response indicates if the configuration reverted successfully or not.
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Table 29: revertConfig response fields

<errorMsg> Indicates the message if an error occurred.

Example response:

<r20: revert Config>
<error Msg>

<error Code>104 </ error Code>

error Msg>Revert
</r20:revert Config>
</ errorMsg>

</r20:revert Config>

reviion 1 on deviceld 661 successful ></errorM

24
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Working with scripts

You can upload scripts to the FortiManager unit and execute them on the FortiManager
database or on a managed device. If your scripts make configuration changes to the
database, you can install the changes onto the affected devices.

createScript
Use this request to upload a script to the FortiManager unit.

Table 30: createScript request fields

<password> Administrator password

<userlD> Administrator ID, e.g. admin

<name> Enter the script name.

<description> Optional brief description

<content> The script.

<overwrite> 1 to overwrite an existing script of that name, otherwise, 0.

Example request:
<r 20: createScri pt >
<servi cePass>
<passwor d></ passwor d>
<user | D>adm n</ user| D>
</ servi cePass>
<nane>xnl _scri pt 1</ name>
<descri pti on>Generated by XM. API </ descri pti on>

<cont ent >
config firewall address
edit "33"

set subnet 33.33.33.33 255.255.255.0
end

</ cont ent >
<overwite>1l</overwite>
</r20:createScript>

The response is a <r et ur n> value of 0 if successful, 1 if not. If <overw i te> was 0,
createScript can fail because there is already a script of that name on the FortiManager
unit.

Example response: script created
<ns3: createScri pt Response>

<return>0</return>
</ ns3: creat eScri pt Response>
deleteScript
Use this request to delete a script from the FortiManager unit.

Table 31: deleteScript request fields

<password> Administrator password
<userl|D> Administrator ID, e.g. admin
<name> The name of the script to delete.
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getScript

Example request:
<r 20: del et eScri pt >
<servi cePass>
<passwor d></ passwor d>
<user | D>admni n</ user | D>
</ servi cePass>
<nanme>xm _scri pt 1</ nanme>
</r20: del eteScri pt >

If the script is found and deleted, the response is empty. If the script could not be found,
Web Services returns an error message.

Response example: script was deleted
<ns3: del et eScri pt Response/ >

Example response: script not found

<faul t code>SOAP- ENV: Cl i ent </ f aul t code>
<faultstring>script xm scriptl is not found</faultstring>
<detai |l >
<error xmns="http://local host/">script xm _scriptl is not
found</error>
</detail >

Use this command to retrieve a script from the FortiManager unit. This is a way to verify
the contents of the script. Also, you could modify the script and use the createScript
request to update the script on the FortiManager unit.

Table 32: getScript request fields

<password> Administrator password
<userlD> Administrator ID, e.g. admin
<name> The script name.

Example request:
<r 20: get Scri pt >
<servi cePass>
<passwor d></ passwor d>
<user | D>adm n</ user| D>
</ servi cePass>
<nanme>scri pt 1</ name>
</r20: get Scri pt >

The response is a return tag that includes the script content and information about the
script.

Table 33: getScript response fields

<content> Script content
<description> Administrator password
<name> Script name

<oid> Object ID for script

Example response
<ns3: get Scri pt Response>
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<return>
<cont ent >
script
</ cont ent >
<descri pti on>Generated by XM. API </ descri ption>
<nane>scri pt 1</ name>
<o0i d>14</ oi d>
</return>
</ ns3: get Scri pt Response>

getScriptLog
Use this request to get a log of a script from the FortiManager unit.

Table 34: deleteScript request fields

<password> Administrator password

<user|D> Administrator ID, e.g. admin

<devld> Enter the id number of the device.
<serialNumber> Enter the serial number of the device.
<logld> Enter the id number of the log.

Example request:
<r 20: get Scri pt Log>
<servi cePass>
<passwor d></ passwor d>
<user | D>adni n</ user | D>
</ servi cePass>
<devl d>4755</ devl d>
<seri al Nunber >FG5A253E06500028</ seri al Nunber >
<l ogl d>l ogl</1 ogl d>
</r20: get ScriptLog>

Example response
If the task is successful, you will get the log, if not, you will get an error message.
getScriptLogSummary

Use this request to get a summary of a script log from the FortiManager unit.

Table 35: deleteScript request fields

<password> Administrator password

<userlD> Administrator ID, e.g. admin

<devld> Enter the id number of the device.
<serialNumber> Enter the serial number of the device.
<maxLogs> Enter the id number of the log.

Example request:
<r 20: get Scri pt LogSunmar y>
<servi cePass>
<passwor d></ passwor d>
<user | D>adni n</ user | D>
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</ servi cePass>
<devl d>4755</ devl d>
<seri al Number >FG5A253E06500028</ ser i al Nunber >
<maxLogs>2</ maxLogs>
</ r20: get Scri pt LogSumrar y>

Example of the response:

If the task is successful, you will get a message stating that the summary was created
successfully.

If the task is unsuccessful, you will get a message similar to the one below. The details will
vary, depending on the error.

<f aul t code>SOAP- ENV: Cl i ent </ f aul t code>
<faultstring>No script log</faultstring>
<detail >
<error xm ns="http://1ocal host/">No script |og</error>
</detail >

installConfig

When you have made configuration changes on the global or device database with your
scripts, use this request to install the changes to the devices.

Table 36: installConfig request fields

<password> Administrator password
<user|D> Administrator ID, e.g. admin
<devld> The Device ID. This is the primary device identifier. You can omit this field

and use <seri al Nunber > instead.

<serialNumber> Serial number of the device. This device identifier is secondary to <devl d>.

Example request:
<r20:install Config>
<servi cePass>
<passwor d></ passwor d>
<user | D>adni n</ user | D>
</ servi cePass>
<devl d>109</ devl d>
<seri al Nunber >FGIr1002801021024</ seri al Nunber >
</r20:install Config>

If the installation is successful, the response is empty. Otherwise, Web Services returns an
error message.

Example response - updated configuration installed successfully:
<ns3: i nstal | Confi gResponse/ >

Example response - updated configuration could not be installed:

<faul t code>SOAP- ENV: Cl i ent </ f aul t code>
<faultstring>Run install +save on deviceld 109 fail ed</faultstring>
<detai |l >
<error xm ns="http://1ocal host/">Run install +save on deviceld
109 failed</error>
</detail >
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runScript
Use this request to run a script. You can run a script
» on the global database
» on the device database
» onthe managed device

Table 37: runScript request fields

<password> Administrator password

<user|D> Administrator ID, e.g. admin

<name> The name of the script to run.

<devld> Provide the Device ID when you run a script on the device or device

database. You can also omit the <dev| d> field and use <seri al Nunber >
to identify the unit.

Set <devl d> to -1 when you run the script on the global database.

<serialNumber> Serial number of the device. This device identifier is secondary to <devl d>.

<runOnDB> 1 — run on global or device database, depending on <devi d>.
0 — run on the device. Specify <devi d> or <seri al Nurmber >.

Example request:
<r20: runScri pt >
<servi cePass>
<passwor d></ passwor d>
<user | D>admni n</ user | D>
</ servi cePass>
<nane>xnl _scri pt 1</ nanme>
<devl d>109</ devl d>
<seri al Number >FGTr1002801021024</ seri al Nunber >
<runOnDB>1</ r unOnDB>
</r20: runScri pt>

If the script runs successfully, the response is empty. Otherwise, Web Services returns an
error message.

Example response - script ran successfully:
<ns3:runScri pt Response/ >
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