
FortiManager™

Version 4.0 MR2
Administration Guide



FortiManager Administration Guide
Version 4.0 MR2

November 12, 2010

02-42002-92196-20101112

© Copyright 2010 Fortinet, Inc. All rights reserved. No part of this publication including text, examples, 
diagrams or illustrations may be reproduced, transmitted, or translated in any form or by any means, 
electronic, mechanical, manual, optical or otherwise, for any purpose, without prior written permission of 
Fortinet, Inc.

Trademarks

Dynamic Threat Prevention System (DTPS), APSecure, FortiASIC, FortiBIOS, FortiBridge, FortiClient, 
FortiGate®, FortiGate Unified Threat Management System, FortiGuard®, FortiGuard-Antispam, 
FortiGuard-Antivirus, FortiGuard-Intrusion, FortiGuard-Web, FortiLog, FortiAnalyzer, FortiManager, 
Fortinet®, FortiOS, FortiPartner, FortiProtect, FortiReporter, FortiResponse, FortiShield, FortiVoIP, and 
FortiWiFi are trademarks of Fortinet, Inc. in the United States and/or other countries. The names of actual 
companies and products mentioned herein may be the trademarks of their respective owners.

Regulatory compliance

FCC Class A Part 15 CSA/CUS

Caution: Risk of Explosion if Battery is replaced by an Incorrect Type. 
Dispose of Used Batteries According to the Instructions.





Contents
Adding an administrative domain ...............................................................................  37

The administrative domain window...........................................................................  37

Assigning devices to an administrative domain ........................................................  38

Assigning administrators to an ADOM .......................................................................  38

Switching between administrative domains...............................................................  39

System Settings .....................................................................................  41
General settings ............................................................................................................  42

Dashboard ................................................................................................................  43

Backup and Restore .................................................................................................  48

Firmware Update ......................................................................................................  50

Diagnostic Tools .......................................................................................................  50

Certificates................................................................................................................  51

High Availability ........................................................................................................  51

SNMP .......................................................................................................................  51

Configuring the SNMP Agent....................................................................................  52

Configuring an SNMP Community............................................................................  53

Fortinet MIBs ............................................................................................................  55

Fortinet traps.............................................................................................................  55

Fortinet & FortiManager MIB fields ...........................................................................  56

RAID .........................................................................................................................  57

Network settings ...........................................................................................................  59

Network interface......................................................................................................  59

Routing table.............................................................................................................  60

Configuring DNS.......................................................................................................  61

Configuring administration settings ...........................................................................  61

Administrator list .......................................................................................................  62

Adding an administrator............................................................................................  62

Administrator profile..................................................................................................  63

Monitoring administrator sessions ............................................................................  66

RADIUS server .........................................................................................................  66

LDAP server .............................................................................................................  67

Administrative settings..............................................................................................  69

Device configuration locks ........................................................................................  69

Local log settings..........................................................................................................  71

Log settings ..............................................................................................................  71

Log access................................................................................................................  75

Advanced Metadata ......................................................................................................  76

Advanced settings ....................................................................................................  77

Firmware images...........................................................................................................  78

FortiGuard Center .........................................................................................................  79
FortiManager Version 4.0 MR2 Administration Guide
4 02-42001-92196-20100406

http://docs.fortinet.com/ • Feedback

http://docs.fortinet.com/
http://docs.fortinet.com/surveyredirect.html


Contents 

F
0
h

Managing Devices..................................................................................  81
Device Manager window...............................................................................................  81

Breadcrumbs ............................................................................................................  82

Main menu Bar .........................................................................................................  82

Navigation Pane .......................................................................................................  83

Content Pane............................................................................................................  84

Adding a device.............................................................................................................  84

Replacing a managed device .......................................................................................  86

Viewing the device summary .......................................................................................  87

Viewing managed devices ........................................................................................  87

Viewing all groups.....................................................................................................  89

Viewing a single device ............................................................................................  90

Viewing out-of-sync devices .....................................................................................  92

Viewing unregistered devices (EMS mode)..............................................................  93

Setting unregistered device options..........................................................................  94

Deleting devices............................................................................................................  95

Adding FortiGate groups..............................................................................................  95

Adding a FortiGate group .........................................................................................  95

Adding a FortiGate HA cluster ..................................................................................  96

Viewing the device group summary............................................................................  97

Importing and exporting large numbers of devices ..................................................  97

Text file format ..........................................................................................................  97

Example text files......................................................................................................  99

Device import work flow..........................................................................................  100

Importing and exporting devices.............................................................................  102

Adding filters to device list ........................................................................................  103

Filters for columns that contain numbers................................................................  103

Filters for columns containing text strings...............................................................  103

Filters for columns that can contain only specific items..........................................  104

Using the CLI console for managed devices............................................................  104

Using the task monitor ...............................................................................................  104

Searching for global objects......................................................................................  106

IP address search rules ..........................................................................................  107

Configuring scripts .....................................................................................................  111

Working with Shelf Manager ......................................................................................  112

Viewing chassis dashboard ....................................................................................  114

Global Objects......................................................................................  121
Global objects window ...............................................................................................  121

Differences between EMS and GMS modes ..........................................................  121

Global objects Navigation Pane..............................................................................  123
ortiManager Version 4.0 MR2 Administration Guide
2-42001-92196-20100406 5
ttp://docs.fortinet.com/ • Feedback

http://docs.fortinet.com/
http://docs.fortinet.com/surveyredirect.html


Contents
Common configuration actions .................................................................................  125

Content Pane menu bar..........................................................................................  125

Right-click menu .....................................................................................................  126

Configuring global policy objects .............................................................................  128

Advanced policy objects .........................................................................................  129

Accessibility options - EMS mode...........................................................................  129

Configuring firewall policies ....................................................................................  129

Configuring firewall addresses................................................................................  132

Configuring firewall address groups .......................................................................  133

Viewing predefined firewall service list ...................................................................  133

Configuring custom services...................................................................................  134

Configuring firewall service groups.........................................................................  134

Configuring firewall schedules ................................................................................  135

Configuring firewall protection profile......................................................................  136

Configuring global antivirus file pattern...................................................................  137

Configuring IPS sensors .........................................................................................  138

Configuring pre-defined and custom overrides.......................................................  141

Configuring IPS DoS sensors .................................................................................  143

Configuring IPS custom signatures ........................................................................  144

Configuring global web filters..................................................................................  146

Configuring global spam filters ...............................................................................  153

Configuring SSL VPN portal ...................................................................................  159

Configuring traffic shaping (EMS mode).................................................................  159

Configuring user authentication ..............................................................................  160

Configuring load balancing .....................................................................................  169

Configuring application control list ..........................................................................  174

Configuring data leak prevention ............................................................................  177

Configuring virtual IPs.............................................................................................  183

Configuring virtual IP groups ..................................................................................  185

Configuring global device settings ...........................................................................  186

Configuring DNS.....................................................................................................  186

Configuring NTP .....................................................................................................  187

Configuring SNMP..................................................................................................  187

Configuring replacement messages .......................................................................  190

Configuring SSL VPN bookmarks...........................................................................  191

Configuring SSL VPN bookmark groups ................................................................  194

Configuring FortiGuard settings..............................................................................  195

Security Console..................................................................................  197
Security Console window...........................................................................................  197

Detach Security Console ........................................................................................  198

Navigation Pane .....................................................................................................  199
FortiManager Version 4.0 MR2 Administration Guide
6 02-42001-92196-20100406

http://docs.fortinet.com/ • Feedback

http://docs.fortinet.com/
http://docs.fortinet.com/surveyredirect.html


Contents 

F
0
h

Policy Console ............................................................................................................  199

Accessibility options................................................................................................  201

Filtering policies ......................................................................................................  201

Creating regular and VPN firewall policies .............................................................  201

Creating DoS policies .............................................................................................  202

Creating Multicast policies ......................................................................................  203

Installing firewall policies ........................................................................................  203

VPN Console................................................................................................................  203

Configuring a VPN..................................................................................................  204

Dynamic Objects .........................................................................................................  206

Predefined Interface ...............................................................................................  206

Revision History..........................................................................................................  207

Administrative Web Portal ..................................................................  209
Creating a web portal..................................................................................................  210

Configuring the web portal profile ............................................................................  210

Modifying the content and layout ............................................................................  211

Adding a logo..........................................................................................................  213

Portal Preferences ..................................................................................................  213

Creating a portal user account ..................................................................................  213

Portal access groups..................................................................................................  214

Remote devices...........................................................................................................  215

External users .............................................................................................................  216

Using the web portal...................................................................................................  216

Configuring Devices ............................................................................  217
Device Manager pane .................................................................................................  217

Configuring devices....................................................................................................  217

Configuring a device ...............................................................................................  218

Configuring virtual domains (VDOMs) ....................................................................  219

Installing configuration changes...............................................................................  222

Working with Scripts ...........................................................................  223
Device View .................................................................................................................  223

Individual device view.............................................................................................  223

Scheduling a script .................................................................................................  225

Script View...................................................................................................................  226

Creating or editing a script......................................................................................  227

Cloning a script .......................................................................................................  228

Exporting a script ....................................................................................................  228
ortiManager Version 4.0 MR2 Administration Guide
2-42001-92196-20100406 7
ttp://docs.fortinet.com/ • Feedback

http://docs.fortinet.com/
http://docs.fortinet.com/surveyredirect.html


Contents
Script Samples ............................................................................................................  229

CLI scripts...............................................................................................................  229

Tcl scripts................................................................................................................  233

Using FortiGuard services ..................................................................  249
FortiGuard Center .......................................................................................................  250

Connecting the built-in FDS to the FDN .................................................................  254

Configuring devices to use the built-in FDS ............................................................  255

Matching port settings.............................................................................................  255

Handling connection attempts from unregistered devices ......................................  255

Configuring FortiGuard services in the FortiGuard Center ....................................  256

Enabling push updates ...........................................................................................  256

Enabling updates through a web proxy ..................................................................  257

Overriding default IP addresses and ports .............................................................  258

Scheduling updates ................................................................................................  259

Accessing public FortiGuard web filtering and antispam servers ...........................  259

Viewing FortiGuard services from devices and groups..........................................  261

FortiGuard antivirus and IPS Statistics for a device ...............................................  262

Web Filter Category Detail......................................................................................  263

FortiGuard Web Filter and Antispam Statistics.......................................................  263

License Information ................................................................................................  264

Device History.........................................................................................................  265

Logging events related to FortiGuard services .......................................................  266

Logging FortiGuard Antivirus and IPS updates ......................................................  266

Logging FortiGuard Web Filtering or Antispam events...........................................  267

Viewing service update log events .........................................................................  267

Restoring the URL or antispam database.................................................................  268

Changing Firmware..............................................................................  271
Viewing a device or group’s firmware.......................................................................  271

Downloading firmware images ..................................................................................  274

Installing firmware images .........................................................................................  276

Installing Device Configurations ........................................................  277
Checking device configuration status ......................................................................  277

Managing configuration revision history..................................................................  278

Downloading and importing a configuration file ......................................................  279

Comparing different configuration files ...................................................................  280

Real-Time Monitor................................................................................  283
RTM monitoring...........................................................................................................  283

RTM Dashboards....................................................................................................  283

RTM alert notifications ............................................................................................  287
FortiManager Version 4.0 MR2 Administration Guide
8 02-42001-92196-20100406

http://docs.fortinet.com/ • Feedback

http://docs.fortinet.com/
http://docs.fortinet.com/surveyredirect.html


Contents 

F
0
h

FortiManager system alerts .......................................................................................  290

Alerts event.............................................................................................................  290

Configuring alerts....................................................................................................  292

Alert console ...........................................................................................................  295

Device Log ...................................................................................................................  295

Device log setting ...................................................................................................  295

Device log access...................................................................................................  297

FortiAnalyzer Devices..........................................................................  299
Connecting to the FortiAnalyzer unit ........................................................................  299

Adding devices to the FortiAnalyzer unit ................................................................  301

Using the FortiAnalyzer unit from within Device Manager .....................................  301

Synchronizing the FortiAnalyzer configuration .......................................................  302

Applying configuration changes..............................................................................  302

FortiClient Manager .............................................................................  303
FortiClient Manager maximum managed computers ..............................................  303

About FortiClient Manager clustering.......................................................................  304

FortiClient Manager window ......................................................................................  304

Main Menu Bar .......................................................................................................  304

Navigation Pane .....................................................................................................  305

Client Group Tree ...................................................................................................  307

FortiClient menu .....................................................................................................  307

Message Center...........................................................................................................  307

Dashboard ..............................................................................................................  307

Management Event.................................................................................................  308

Client Alert ..............................................................................................................  309

Working with Clients (FortiClient computers)..........................................................  312

Viewing the clients lists...........................................................................................  312

Filtering the clients list ............................................................................................  314

Searching for FortiClient computers .......................................................................  315

Adding or removing temporary clients ....................................................................  316

Removing or relicensing unlicensed clients............................................................  317

Deploying licenses to Standard (Free) Edition clients ............................................  318

Deleting FortiClient computers ...............................................................................  318

Working with FortiClient groups ...............................................................................  318

Overview of client groups .......................................................................................  319

Viewing FortiClient groups......................................................................................  319

Adding a FortiClient computer group ......................................................................  320

Deleting a FortiClient computer group ....................................................................  321

Editing a FortiClient computer group ......................................................................  321

Viewing group summaries ......................................................................................  322

Configuring settings for client groups .....................................................................  322
ortiManager Version 4.0 MR2 Administration Guide
2-42001-92196-20100406 9
ttp://docs.fortinet.com/ • Feedback

http://docs.fortinet.com/
http://docs.fortinet.com/surveyredirect.html


Contents
Managing client configurations and software..........................................................  323

Deploying FortiClient computer configurations .......................................................  324

Retrieving a FortiClient computer configuration......................................................  324

Working with FortiClient software upgrades ...........................................................  325

FortiClient license keys...........................................................................................  326

Working with web filter profiles.................................................................................  327

About web filtering ..................................................................................................  328

Viewing and editing web filter profiles.....................................................................  328

Configuring a web filter profile ................................................................................  329

Configuring FortiClient Manager system settings...................................................  330

Configuring FortiClient Manager clustering.............................................................  331

Configuring FortiClient Manager cluster members .................................................  331

Configuring email alerts .............................................................................................  332

Configuring LDAP for web filtering ...........................................................................  334

Configuring LDAP settings......................................................................................  334

Configuring an LDAP server ...................................................................................  334

Working with Windows AD users and groups.........................................................  335

Active Directory Organizational Units Grouping .....................................................  337

Configuring FortiClient group-based administration ..............................................  339

Assigning group administrators ..............................................................................  339

Configuring enterprise license management ...........................................................  340

Configuring an enterprise license ...........................................................................  341

Creating a customized FortiClient installer .............................................................  343
FortiManager Version 4.0 MR2 Administration Guide
10 02-42001-92196-20100406

http://docs.fortinet.com/ • Feedback

http://docs.fortinet.com/
http://docs.fortinet.com/surveyredirect.html


Contents 

F
0
h

Configuring FortiClient computer settings...............................................................  343

Viewing system status of a FortiClient computer....................................................  344

Configuring system settings of a FortiClient computer ...........................................  345

Adding trusted FortiManager units to a FortiClient computer .................................  348

Managing pending actions for a FortiClient computer ............................................  349

Configuring the log settings of a FortiClient computer............................................  350

Configuring Lockdown Settings ..............................................................................  351

Configuring the VPN settings of a FortiClient computer .........................................  351

Configuring a VPN security policy on a FortiClient computer .................................  352

Configuring VPN options of a FortiClient computer ................................................  353

Configuring WAN Optimization settings of a FortiClient computer .........................  354

Configuring antivirus settings on a FortiClient computer ........................................  354

Antivirus scans........................................................................................................  356

Configuring antivirus options ..................................................................................  357

Viewing the firewall monitor of a FortiClient computer............................................  363

Creating firewall policies on a FortiClient computer................................................  364

Configuring firewall addresses on a FortiClient computer ......................................  366

Configuring firewall address groups on a FortiClient computer ..............................  367

Defining firewall applications on a FortiClient computer .........................................  368

Defining firewall protocols on a FortiClient computer .............................................  369

Configuring firewall protocol groups on a FortiClient computer ..............................  370

Configuring firewall schedules on a FortiClient computer.......................................  371

Configuring firewall schedule groups......................................................................  372

Configuring trusted IPs exempted from intrusion detection ....................................  372

Configuring ping servers for a FortiClient computer firewall ...................................  373

Setting the firewall options of a FortiClient computer .............................................  374

Selecting a web filter profile for a FortiClient computer ..........................................  375

Configuring web filter options on a FortiClient computer ........................................  376

Configuring antispam settings on a FortiClient computer .......................................  378

Configuring anti-spam options ................................................................................  379

Configuring anti-leak options on a FortiClient computer.........................................  380

FortiManager HA ..................................................................................  383
HA overview.................................................................................................................  383

Synchronizing the FortiManager configuration and HA heartbeat ..........................  385

If the primary unit or a backup unit fails ..................................................................  385

FortiManager HA cluster startup steps ...................................................................  386

Configuring HA options..............................................................................................  386

General FortiManager HA configuration steps .......................................................  388

Web-based manager configuration steps ...............................................................  389

Monitoring HA status..................................................................................................  390

Upgrading the FortiManager firmware for an operating cluster.............................  391

Managing Firmware Versions .............................................................  393
General upgrading information .................................................................................  393
ortiManager Version 4.0 MR2 Administration Guide
2-42001-92196-20100406 11
ttp://docs.fortinet.com/ • Feedback

http://docs.fortinet.com/
http://docs.fortinet.com/surveyredirect.html


Contents
Upgrading your FortiManager unit ............................................................................  394

Upgrading to FortiManager 4.0 MR2 through the web-based manager .................  394

Upgrading to FortiManager 4.0 through the CLI .....................................................  395

Verifying the upgrade .................................................................................................  396

Upgrading a FortiGate device or group ....................................................................  397

Canceling a scheduled firmware upgrade ..............................................................  397

Index......................................................................................................  399
FortiManager Version 4.0 MR2 Administration Guide
12 02-42001-92196-20100406

http://docs.fortinet.com/ • Feedback

http://docs.fortinet.com/
http://docs.fortinet.com/surveyredirect.html


What’s New for 4.2 

F
0
h

What’s New for 4.2
This section describes some of the new features and changes in FortiManager 4.0 MR2.

Manage FortiGuard updates

This feature allows you to control when FortiGuard updates are propagated to managed 
devices. This can be useful to offload updates to outside of office hours to prevent 
potentially slowing down your network.

In the root ADOM, go to System Settings > FortiGuard Center > Update mode to set either 
Automatic, Delay, or Manual. If Delay, you select the duration of the delay in minutes. See 
“FortiGuard Center” on page 79.

GUI changes

FortiManager 4.2 includes a number of GUI changes designed to improve the usability of 
the web-based interface.

Breadcrumbs

Breadcrumbs, also known as navigation history, displays the sequence of items you 
selected to reach your current display. This allows you to easily jump back to any point 
along that path for easier navigation. This area also displays a home icon to return to the 
top level and a lock icon to display if a device is locked or unlocked. See “Breadcrumbs” 
on page 82.

Drag-and-drop, Right-click menus

The ability to right-click on items such as policy objects as well as extended cut, paste, 
and copy have been added to Global Objects, and Security Console. The behavior is 
similar to a typical desktop environment where you have extended options when you right-
click on an object. This feature is useful when managing large amounts of data such as 
reordering a list of 100 policies or copying table data. See “Common configuration actions” 
on page 125, and “Dynamic Objects” on page 206.

Another new feature is the ability to drag-and-drop an item in a list. Select an item in a list 
by left-clicking and holding the button down, drag the item to a new location in the list, and 
drop it by releasing the mouse button. 

GUI Frame Consolidation

Improvements to the GUI layout are designed to maximize the available space in the right 
frame where the data is displayed and managed. This was accomplished by consolidating 
the left and middle frames, and shortening the top frame where the Main Menu Bar icons 
are located. 

Previously tabs were used at the top of the Content Pane for navigation, as well as 
extended options opening up a middle pane between the left and right panes. Both of 
these were moved into the left pane for easier navigation. See “Web-based manager” on 
page 25.

Note: This document is a work in progress and may not reflect fully the features in the 
product due to the developmental state of the firmware.
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What’s New for 4.2
ELBC GUI improvements

Extended Load Balancing Cluster (ELBC) management GUI has improved for 4.2. It 
displays ELBC clusters as blades in a Chassis, treating it like a single device instead of 
the multiple cards that are part of the cluster.

FortiAnalyzer GUI updates

FortiAnalyzer GUI has improved for 4.2. It is easier to add a FortiAnalyzer and connect to 
it through the FortiManager. 

Security Console 

In FortiManager 4.2 the Security Console has had a number of changes designed to 
improve the ease of use of its features.

Copy from Device

An extension to the Global Object and Security Console Policy Console modules that 
allows policies to be imported from a device to the global policy table. Using this method 
an administrator can use an already configured FortiGate device as a template, import 
policies from that unit, and then push them out to other units to ensure a uniform 
configuration with minimal effort. See “Copy a global object from a device” on page 125.

Policy CSV Export

Allow policy table to be exported in comma-separated-value (CSV) format, which can be 
imported by Excel or other applications. This feature is useful when exporting policies for 
external review such as for a compliance audit. See “Policy Console” on page 199.

Usability

Load Balancing is now a separate category under Policy Objects in GMS mode. 
Previously it was part of Virtual IP. 

When the Security Console window is detached, selecting Save takes you to the revision 
history screen to allow you to save or import revisions.

Right-click menu actions have been added to the Global objects, and Security Console. 
See “Security Console” on page 197.

Configuration change highlights

In GMS mode, making a change under Security Console will result in that change being 
highlighted and flagged in the GUI. This helps you quickly see what changes have recently 
been made to the security console, and what changes are pending. 

Importing and exporting configurations is easier. This allows administrators to more easily 
reuse parts of configurations many times. This saves time and decreases configuration 
errors. See “Security Console” on page 197.

New devices supported

New FortiGate models are supported in FortiManager 4.2 including FGT-ONE, FGT-200B, 
and FGT-1240B. FortiOS 4.2 is also supported.
FortiManager Version 4.0 MR2 Administration Guide
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Global database policy header / footer in EMS mode

A new feature for EMS Mode allows the definition of Global Policies. Header policies are 
firewall policies that are located at the top of the list and will be checked first. Footer 
policies are located at the bottom of the policy list and will be checked last. This is useful 
to ensure similar behavior in all managed devices, and group policies according to their 
location and intended use. See “Configuring firewall policies” on page 129.

Radius secondary server

Added support for a secondary Radius Server. This is for administrator authentication 
redundancy in the event the primary Radius server is unavailable. See “RADIUS server” 
on page 66

FortiClient Manager – Active Directory OU Integration

FortiClient Manager allows integration with MS Active Directory (AD) groupings to setup 
FortiClient (FCT) groups. See “Working with Windows AD users and groups” on page 335.
ortiManager Version 4.0 MR2 Administration Guide
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Introduction
The FortiManager system is an integrated platform for centralized management of the 
major Fortinet products. 

Using the FortiManager system, you can:

• configure multiple FortiGate units, FortiSwitch units, FortiOS Carrier units, FortiMail 
units, FortiAnalyzer units, and FortiClient PCs,

• configure and manage VPN policies,

• monitor the status of these units,

• view and analyze device logs,

• update the virus and attack signatures,

• provide web filtering and antispam service to the licensed devices as a local Fortinet 
Distribution Network (FDN) server.

• update the firmware images of the devices.

The FortiManager system scales to manage up to a thousand devices and FortiClient PCs 
simultaneously. It is designed for large enterprises and managed security service 
providers. FortiManager system architecture emphasizes reliability, scalability, ease of 
use, and easy integration with third-party systems.

This section contains the following topics:

• About the FortiManager system

• Management tools

• About this document

• FortiManager documentation

• Customer service and technical support

About the FortiManager system

The FortiManager system is a security-hardened appliance with simplified installation, and 
improved system reliability and security. You can install a second peer FortiManager 
system for database backups.

The FortiManager system manages communication between the managed devices and 
the FortiManager web-based manager. 

The FortiManager system stores and manages all managed devices’ configurations. 

It can also act as an on-site FortiGuard Network (FDN) server for the managed devices to 
download virus and attack signatures, and to use the web filtering and antispam service. 
This will significantly reduce the network delay and usages, compared with the managed 
devices’ connection to an FDN server over the Internet. 
ortiManager Version 4.0 MR2 Administration Guide
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About the FortiManager system Introduction
Configuration and installation workflow

The FortiManager system maintains a global database represented by Global 
Objects/Security Console, a device database represented by a device’s Configuration tab, 
and a configuration repository represented by a device’s Revision History tab. For more 
information, see “Device Manager pane” on page 217 and “Managing configuration 
revision history” on page 278.

The global database provides a central place where you can configure global objects and 
copy the configurations to the device database for a selected device or a group of devices.

The device database saves configurations made to a device, copied from the global 
database, and checked out from the configuration repository. 

The configuration repository acts as a revision control system. Configuration files taken 
from the managed devices are saved in this repository. You can check out the 
configuration files from the repository and modify them as needed before checking them 
back into the repository. When you install a configuration file to the devices, the file is also 
checked out from the repository.

The following diagram shows how managed devices interact with the FortiManager 
system, especially how all of the installation and configuration features interact with each 
other and what the specific commands accomplish.

Figure 1: Configuration and installation workflow
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Management tools

There are three ways to manage and configure the FortiManager system and/or the 
devices that it manages.

Web-based manager

You can use the FortiManager web-based manager to manage and configure FortiGate 
units, FortiMail units, FortiAnalyzer units, and FortiClient PCs as well as to view unit 
configuration, status, system health, and real time logs. The FortiManager web-based 
manager supports role-based administration. Permissions and device access can be set 
individually for each manager account added to the FortiManager web-based manager.

Administrators with read and write access can view the configuration, health status and 
logs, and can change the configurations of the managed devices assigned to them. The 
FortiManager web-based manager also allows these users to remotely upgrade FortiGate 
unit firmware and virus and attack definitions.

Command Line Interface

You can also use the Command Line Interface (CLI) to access and manage the 
FortiManager system and other devices that it manages. 

For detailed information about using the CLI, see the FortiManager CLI Reference.

The control buttons and LCD

You can use the control buttons and LCD of the FortiManager system to configure the 
FortiManager system IP address and netmask. 

For detailed information about using the control buttons and LCD, see the FortiManager 
Installation Guide.

Copy This Copy icon, under most objects in the Global Objects/Security Console, is 
used to copy the global object to a device or device group saved in the 
FortiManager device database. For more information, see “To copy a global 
object” on page 127.

Import This Import icon, under most objects in the Global Objects/Security Console, is 
used to get a global object from a device saved in the FortiManager device 
database to the global database. For more information, see “To import a global 
object” on page 125.

Revert to this 
version

This icon, under the Revision History tab of a device, takes a configuration 
version from the repository and moves it to the Configuration tab, where you can 
edit it as needed. Once you have made the required changes, use Install in the 
Main Menu Bar to save the new configuration in the repository with a new 
version number and install it to the selected device(s).
For more information, see “Configuring Devices” on page 217.

Retrieve The Retrieve button, under the Revision History tab of a device, allows you to 
get the actual configuration version that is currently running on the managed 
device and save it to the FortiManager repository. When the configuration 
version on the device and the configuration version in the FortiManager 
repository are the same, the unit(s) are synchronized. This synchronization is 
indicated under device status.
For more information, see “Managing configuration revision history” on 
page 278.

Install Install in the Main Menu Bar installs a configuration version to the selected 
device(s)/group(s) and saves the configuration to the FortiManager repository 
with a new version number at the same time.
For more information, see “Installing Device Configurations” on page 277.
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About this document

This document describes how to manage and configure the FortiManager system and the 
devices that it manages.

The FortiManager system documentation assumes you have one or more FortiGate units, 
you have FortiGate unit documentation, and are familiar configuring your FortiGate units 
before using the FortiManager system. Where FortiManager system features or parts of 
features are identical to FortiGate unit, the FortiManager system documentation refers to 
the FortiGate unit documentation for help with that feature. 

This document contains the following information:

• What’s New for 4.2 lists and describes some of the new features and changes in 
FortiManager 4.0 MR2.

• Web-based manager introduces the FortiManager web-based manager tool that is 
used to manage and configure FortiGate units and FortiClient PCs and to view 
FortiGate unit configuration, device status, system health, real time logs, and historical 
logs.

• Administrative Domains describes ADOMs that can define sets of devices to be 
controlled by one or more administrators. 

• System Settings describes how to control and monitor the operation of the 
FortiManager system, including network settings, firmware changes, configuration 
backup and administrator access.

• Managing Devices describes adding devices to the FortiManager system. 

• Global Objects provides a central place where you can configure group level objects 
and install the configurations to an individual device or a group of devices.

• Security Console provides central configuration of VPNs and firewall policies. 

• Administrative Web Portal describes how to create administrative web portals for small 
customers who have only one FortiGate unit or even just one VDOM on a FortiGate 
unit.

• Configuring Devices describes configuring the devices added to the FortiManager 
system.

• Working with Scripts describes how to manage scripts from devices that are in 
operation. Administrators can use functions, such as the configure function, the debug 
function, the show function, and the get function, to manage devices using scripts.

• Using FortiGuard services describes how to use the FortiManager system as a local 
update server for AV/IPS signatures and a on-site FDN server for web filtering and 
antispam services. 

• Changing Firmware describes how to update device firmware images.

• Installing Device Configurations describes installing configuration changes to the 
devices and pulling the existing configurations from the devices.

• Real-Time Monitor describes how to monitor the status of a number of devices at a 
glance.

• FortiAnalyzer Devices enables you to browse log files and log messages, including 
configuring log settings for your managed devices. 

• FortiClient Manager describes how to use the FortiClient Manager to centrally manage 
FortiClient software running on PCs (FortiClient PCs).

• FortiManager HA describes using the server high availability feature.
FortiManager Version 4.0 MR2 Administration Guide
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• Managing Firmware Versions includes upgrading issues for all FortiManager 3.0 
firmware versions and how to revert back to a previous firmware version, either to 
FortiManager 2.80 MR10 or an earlier FortiManager 3.0 firmware maintenance 
release. 

Order of operation

If you have just installed the FortiManager system, start with “System Settings” on 
page 41. Otherwise the basic order that you should use the FortiManager system is as 
follows:

1 Add devices. See “Managing Devices” on page 81. 

2 Configure devices. See “Configuring Devices” on page 217, “Global Objects” on 
page 121, and “Security Console” on page 197. 

3 Install configuration changes to the devices. See “Installing Device Configurations” on 
page 277. 

4 Update device firmware, AV and IPS signatures. See “Using FortiGuard services” on 
page 249. 

5 Monitor devices. See “Real-Time Monitor” on page 283.

6 Manage device logs. See “FortiAnalyzer Devices” on page 299. 

7 Configure system settings. See “System Settings” on page 41. 

8 Use the FortiClient Manager to add, delete and configure FortiClient PCs. See 
“FortiClient Manager” on page 303.

Document conventions

The following document conventions are used in this guide:

• In the examples, private IP addresses are used for both private and public IP 
addresses.

• Notes and Cautions are used to provide important information:

Typographic conventions

Fortinet documentation uses the following typographical conventions:

Note: Highlights useful additional information. 

Caution: Warns you about commands or procedures that could have unexpected or 
undesirable results including loss of data or damage to equipment.
ortiManager Version 4.0 MR2 Administration Guide
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FortiManager documentation

The most up-to-date publications and previous releases of Fortinet product documentation 
are available from the Fortinet Technical Documentation web site at 
http://docs.forticare.com. 

The following FortiManager product documentation is available:

• FortiManager Administration Guide

This document describes how to set up the FortiManager system and use it to manage 
FortiGate units, FortiMail units, FortiAnalyzer units, and FortiClient PCs. It includes 
information on how to configure multiple FortiGate units, FortiAnalyzer units, and 
FortiClient PCs, configuring and managing the FortiGate VPN policies, monitoring the 
status of the managed devices, viewing and analyzing the FortiGate logs, updating the 
virus and attack signatures, providing web filtering and antispam service to the 
licensed FortiGate units as a local Fortinet Distribution Network (FDN) server, and 
updating the firmware images of the managed FortiGate units.

• FortiManager System QuickStart Guide

This document is included with your FortiManager system package. Use this document 
to install and begin working with FortiManager system and FortiManager web-based 
manager.

• FortiManager online help

You can get online help from the FortiManager web-based manager. FortiManager 
online help contains detailed procedures for using the FortiManager web-based 
manager to configure and manage FortiGate units.

• FortiManager CLI Reference

This document describes how to use the FortiManager CLI and contains a reference to 
all FortiManager CLI commands.

Table 1: Typographic conventions

Convention Example

Menu commands Select Device Manager > Group from the Main Menu Bar to create a 
device group.

Keyboard input Select Create New, and enter the name myFortiGate.

Code examples config fmsystem adminsetting
set verify_serial_number enable

end

CLI command syntax config router static
edit 1

set device "port1"
set gateway 172.20.120.2

next
end

Document names FortiManager Administration Guide

File content <HTML><HEAD><TITLE>Firewall Authentication</TITLE></HEAD>
<BODY><H4>You must authenticate to use this service.</H4>

Program output Welcome!

Variables <hostname>
FortiManager Version 4.0 MR2 Administration Guide
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• FortiManager Installation Guide

This document describes how to install a FortiManager system. Includes a hardware 
reference, default configuration information, installation procedures, connection 
procedures, and basic configuration procedures. 

• FortiManager Release Notes

This document describes the new features and enhancements in the FortiManager 
system since the last release and lists the resolved and known issues.

• FortiManager Log Message Reference Guide

Available exclusively from the Fortinet Knowledge Center, the FortiManager Log 
Message Reference Guide describes the structure of FortiManager log messages and 
provides information about the log messages that are generated by the FortiManager 
system.

Fortinet Tools and Documentation CD

All Fortinet documentation is available from the Fortinet Tools and Documentation CD 
shipped with your Fortinet product. The documents on this CD are current at shipping 
time. For up-to-date versions of Fortinet documentation, see the Fortinet Technical 
Documentation web site at http://docs.forticare.com.

Fortinet Knowledge Base

Additional Fortinet technical documentation is available from the Fortinet Knowledge 
Center. The knowledge center contains troubleshooting and how-to articles, FAQs, 
technical notes, and more. Visit the Fortinet Knowledge Center at http://kb.fortinet.com.

Comments on Fortinet technical documentation

Please send information about errors or omissions in this document or any Fortinet 
technical documentation to techdoc@fortinet.com.

Customer service and technical support

Fortinet Technical Support provides services designed to make sure that your Fortinet 
systems install quickly, configure easily, and operate reliably in your network. 

Please visit the Fortinet Technical Support web site at http://support.fortinet.com to learn 
about the technical support services that Fortinet provides.
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Web-based manager
This section describes the features of the web-based manager administrative interface of 
your FortiManager unit.

Using HTTP or a secure HTTPS connection from any management computer using a web 
browser, you can connect to the FortiManager web-based manager to configure and 
manage the FortiManager system. The recommended minimum screen resolution for the 
management computer is 1280 by 1024.

You can configure the FortiManager system for HTTP and HTTPS web-based 
administration from any FortiManager interface. To connect to the web-based manager 
you require a FortiManager administrator account and password. The web-based 
manager supports multiple languages, but by default appears in English on first use.

Use the FortiManager command line interface (CLI) to configure many of the same 
FortiManager settings that you can configure from the web-based manager, as well as 
additional CLI-only settings. The system dashboard provides an easy entry point to the 
CLI console that you can use without exiting the web-based manager by selecting the 
Terminal button on the Main Menu Bar.

Figure 2: Default FortiManager Configuration window (EMS)

The illustration above shows the FortiManager web-based manager in Element 
Management mode (EMS). When in Global Management mode (GMS), the web-based 
manager is similar, however, due to the nature of the Global Management mode, there are 
minor differences in the Navigation Pane menus and options. For more information on 
these two modes see “Administrative domain modes” on page 34.

Main Menu Bar

Content Pane
Navigation Pane

Navigation Pane menus

Logout
 Help

Search
ADOM drop-down menu
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