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Introduction

This technical note describe how to create and apply FortiGate configuration
templates with the FortiManager and FortiGate units.

A configuration template is a configuration file for a specific platform and firmware
build that can be applied to other similar FortiGate devices. Since the template
does not contain FortiGate-specific information such as serial number, IP and host
name, the template can be installed on any FortiGate device of the same model
and firmware build without overwriting the new device's IP or other device-specific
information. By using the template feature you are able to configure multiple
FortiGate devices, of the same model and firmware build, easily and quickly.

A template is applied like a script, just like the FortiGate "Bulk CLI Import"
function. When a template is installed on a FortiGate unit, the unit runs the
script rather than doing a restore/reboot.

You can create templates and import them into the FortiManager central
repository. Templates are visible from the central repository, as well as from the
Template tab when viewing a device. Templates will appear under the Template
tab of any device which matches the filtering options applied to the template (see
“To import the template and apply filters” on page 4).

Templates can be deployed through the FortiManager if the devices are added in
central management mode, or through the FortiGate web-based manager if the
devices are added in local management mode.

Workflow for creating and applying a template

If you are setting up multiple FortiGate units of the same model at different sites,
follow the process below to save time and efforts:

Common steps

S
N\

The following procedures apply to the FortiGate units both in central and local
modes.

Note: Unregistered devices are capable of operating in local mode.

To create the template

Start a FortiGate unit with factory defaults and save the factory defaults
configuration file.

Configure the FortiGate unit as required to include all configuration you want to
install to the other FortiGate units.

Save the new configuration file.

Compare the factory defaults configuration file with the modified configuration file
by running a "Diff" tool.

Copy and paste the added and changed configuration items to a text editor and
remove anything that is site-specific, such as IP and default route.
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Workflow for creating and applying a template

6 Save the file.

To import the template and apply filters
In the FortiManager web-based manager, go to Device Manager.
From the main toolbar, select View > All Templates.

3 Select Import Templates.

view[s  lperpans et 1 @ @@ O Import Templates
Name Date/Time Platform Firmware Wersion Created by Comments
test_temp 2007-09-18 10:25:31 Fortios admin =Y

4 Name the template, add any comments as required, and select the file created in
step 6 of “To create the template” on page 3.

5 Optionally, select any filters to restrict the devices that are able to access the
template.

6 Select OK.

To set unregistered device options

This is to allow the FortiManager Server to add unregistered devices to the
Unregistered Devices list so that the devices can receive FortiGuard updates and
access the templates.

Note: Unregistered devices are capable of operating in local mode.

1 In the FortiManager web-based manager, go to Device Manager.
In the navigation frame, select Unregistered Devices.

In the Unregistered Devices list, select Unregistered Device Options.

Unregistered Devices Option
[ Ignore all unregistered devices.
" add unregistered devices ta device table, but ignore service requests.

& pdd unregistered devices to device table, and allow Update Manager service.

0K | Cancel |

4  Select Add unregistered devices to device table, and allow Update Manager
service.

5 Select OK.

To connect the FortiGate device to the FortiManager System

From each site where you want to install a FortiGate unit, power on the unit.
Configure the IP address, default route, and any other site-specific information.
Log in to the FortiGate unit.

A WN P

Go to System > Admin > Central Management to configure the FortiGate unit to
be managed by the FortiManager Server.
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Workflow for creating and applying a template

Gentral Management

~ ¥ Enable Central Management
Type @ FartiManager  FortiGuard Management Service

P |172.2E|.12E|.161

™ allow automatic backup of configuration on logout/timeout

Apply J

Select Enable Central Management.

For Type, select FortiManager as the central management service for the
FortiGate unit. Enter the IP Address of the FortiManager Server.

Select Allow automatic backup of configuration on logout/timeout to have
configuration backup occur when the admin session is closed - you log out of the
FortiGate unit or the admin timeout is reached.

Select Apply.

FortiGate units in local mode

This procedure is recommended for provisioning FortiGate units added to the
FortiManager Server in local management mode.

The FortiGate units can be registered and unregistered.

To apply the template from the FortiGate unit

In the FortiGate unit web-based manager, go to System > Maintenance>
Backup&Restore.

Backup & Restore \‘ Revision Control | FortiGuard Center

System Configuration {Last Backup: N/&)

Restore
Restore configuration from:

@ Local PC € FortiManager

rBackup
Backup configuration to;

@ Local PC © FortdManager

Filename:;

[ Brawse.

I” Encrypt configuration file

Password

Canfirm Password
e
Backup )
Firmware
Partition Active Last Upgrade Firmware Yersion
1 Q@ /A FGT400-3.00-FW-build552-070528
2 3 [ FGT400-3.00-FW-build550-070517 [Upload and Reboot]
Boot alternate firmware
Firmware Upgrade
€ Upgrade from FortiGuard network to firmware version: [[Please Select] =
I~ allow firmware downarade
& Upgrade by File: [ _Bowse |
PPN
OK )

» Advanced{Import CLI Commands, Download Debug Log)

Select FortiManager under Restore Configuration From.

Select the template.

Select Restore.

The FortiGate unit will download the template and apply the configuration script.
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Workflow for creating and applying a template

FortiGate units in central mode

This procedure applies if the FortiGate unit is added to the FortiManager Server in
central management mode.

To add the FortiGate device to the FortiManager System
1  Inthe FortiManager web-based manager, go to Device Manager and do one of
the following:
« In the navigation frame, select All FortiGate, then the Add Device button.
* From the main toolbar, select Device > Add Device.

* Inthe navigation frame, select Unregistered Devices, then “+” for the device
you want to add.

view[50 lracrage uonii 10 O O O O import Duvices.| | - Export Devices
=L Hame Madel Connecting [P Firmwars Versisn  MH308ment Hade
! 1 ELZODAZYOIIN0S3H Furtigate-200A 17110320040 Central NAT/Route &
: PGIDOIZROSA00050  ForspeteS001 1723042062 entral NAT/Route &
1 ELT-3000-2 Fartsgate-2000 17220220035 4 Local NAT/Houte &
4 FGT-602803030112 Fortigate &0 172.20.120.122 Local NAT/Moute &
5 LLIAQDZADINIIATS Fortigate-400 172.20.120.240 Local HAT Route -4
& FGT 1 Fartigate-60 172.20.120.180 aneral WATMOWe | o M? A &
2 s EGT_504 Fortigatn S04 172.20.120.387 sal NATMoute PN, — ' &
o B EortiGale- 1004 Fortsgate- 1004 172.20.920.181 Cankr al NATMoute &
% & CortiGate-000 Fortigate-000 7220120133 Central HAT/Route &
2 FordifateB00 Festigate-B00 172.20.120.185 Conkral HATMoute (137 :,‘?_,, 2007 FJ

2 Enter the information required and select Discover. For more information, see the
FortiManager System Administration Guide (v3.0 MR5).

The discovery process starts. When it completes, the Add New Device page
appears. If you are adding a new device that is not operational, the discovery will
fail. Select Continue Adding and enter the device information in the Discovered
Information section.

3 Select Add.
To apply the template from the FortiManager System

This is performed if the FortiGate unit is added to the FortiManager unit in central
management mode.

In the FortiManager web-based manager, go to Device Manager.
From the device tree, select the device to which you want to apply the template.
Select the Template tab.

view[50 <l perPage Line: |1 1 D000
Mame Date/Time Platform Firmware Wersion Created by Comments
test_temp 2007-09-18 10:25:31 Fartios admin B &

Select the deploy icon for the template you want to apply.
Select OK.
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