FortiMail-VM™ Secure
Messaging Platform

Version 4.0 MR2
Install Guide

F:=RTINET.



FortiMail-VM™ Secure Messaging Platform Version 4.0 MR2 Install Guide
Revision 3
23 November 2011

© Copyright 2011 Fortinet, Inc. All rights reserved. Contents and terms are subject to change by Fortinet
without prior notice.

Trademarks

The names of actual companies and products mentioned herein may be the trademarks of their respective
owners.

Visit these links for more information and documentation for your Fortinet product:
Technical Documentation - http://docs.fortinet.com

Fortinet Knowledge Center - http://kb.fortinet.com

Technical Support - http://support.fortinet.com

Training Services - http://campus.training.fortinet.com


http://docs.fortinet.com
http://kb.fortinet.com
http://support.fortinet.com
http://campus.training.fortinet.com

Contents

Contents
Yo=Y 0 1= 1 o TSR 5
ST o U | o = PP PPPPPPPPRP 5
Architecture of FOrtiMail-VIM ........oooiiiiii e 6
Registering your FOrtinet ProdUCT ..o 6
Customer service and technical SUPPOIt......ooo ittt 6
LI = U1 1 7
(Do Tod UL g 1=T o) =1 4 o] o H PP PP UPP PP TRPRP 7
Fortinet KNOWIEAQE BaSE.........ccuiiiiiiiiiiiiiiiiie ettt 7
Comments on Fortinet technical documentation ............ccccccovviiiiie e 7
Preparing to install FOrtiMail-VM .........oooiiiioiii e 9
Getting the FortiMail-VM SOtWAIE .........ccooiiiiiiiiiii e 9
Deploying the FortiMail-VM SOTIWAIe ...........oviiiiiiiiiiiiiiee e 10
Configuring virtual NetWOork SETtINGS .....cooiiiiiiiiiii e 14
Preparing for transparent MOAE..........ccooiiiiiiiiiiiiieceee e e e 14
Configuring the numMber Of CPUS ... 17
Maintaining liCeNSE lIMILS.......coooiiiiiiiii e 17
Configuring a smaller diSK ...........uuueeiiiiieiiiii e e 17
Starting FOrtIMail-VIM .......oeeiiiie e e e e e e er e e e e e e e e e anannes 18
INSEAllING thE TICENSE ....eeiieieie e 21
WAL NEXE? ettt e et e e e e e e s e e ettt te e e e e e e e e e e s e s e nnbbbbeaeeeeaeaaeeas 22

FortiMail-VM™ Secure Messaging Platform Version 4.0 MR2 Install Guide

http://docs.fortinet.com/ « Feedback


http://docs.fortinet.com/
http://docs.fortinet.com/surveyredirect.html

Contents

FortiMail-VM™ Secure Messaging Platform Version 4.0 MR2 Install Guide
Revision 3
http://docs.fortinet.com/ « Feedback


http://docs.fortinet.com/
http://docs.fortinet.com/surveyredirect.html

Overview of FortiMail-VM Licensing

Overview of FortiMail-VM

Welcome and thank you for selecting Fortinet products to protect your network.

The FortiMail-VM Secure Messaging Platform is part of an integrated hardware and
software solution that provides powerful and flexible logging and reporting, antispam,
antivirus, and email archiving capabilities to incoming and outgoing email traffic. FortiMail
has reliable and high performance features for detecting and blocking spam messages
and malicious attachments. Built on Fortinet’s FortiOS™, FortiMail antivirus technology
extends full content inspection capabilities to detect the most advanced email threats.

This guide assumes that the reader has a thorough understanding of VMware® concepts,
procedures, and terminology.

VMware vSphere Hypervisor™ (ESX/ESXi) software must be installed on a server prior to
installing FortiMail-VM. Go to http://www.vmware.com/products/vsphere-
hypervisor/index.html for installation details.

FortiMail-VM supports VMware vSphere Hypervisor™ ESX/ESXi 4.0 and 4.1.

Licensing

When you place an order for FortiMail-VM, Fortinet sends a registration number to the
email address supplied on the order form. Use that number to register with FortiCare
(support.fortinet.com) and to obtain a license file (.lic). You need the license file to activate
FortiMail-VM and unlock the full range of features, such as the maximum virtual memory
and number of CPUs.

FortiMail-VM includes a 15-day trial (VMO0O). The trial version provides all FortiMail-VM
functions except antispam and antivirus signature updates and the FortiGuard Antispam
guery. Because the trial version only privides low encryption, you may not be able to
access the FortiMail-VM web Ul through HTTPS, unless you have enabled weak cipher in
your brower. The trial period begins the first time you start FortiMail-VM. If you do not
install a valid license after the trial period expires or after your licence expires, you will not
be able to make configuration changes to FortiMail-VM.

Fortinet provides several licenses for FortiMail-VM: a 1-CPU license (VM01), a 2-CPU
license (VMO02), a 4-CPU license (VMO04), and an 8-CPU license (VMO08). You can install
your full license from FortiCare at any time during or after the trial period. For details about
how to install or update a license, see “Installing the license” on page 21.

Resources

Table 1 shows the resources available with each license.

Table 1: FortiMail-VM resources

VMO00/01 VMO02 VMO04 VMO8

Hypervisor VMware ESXI/ESX/4.0/4.1/5.0

supported versions

Maximum vCPUs 1 2 4 8
Maximum vNICs 4 4 6 6
Virtual Machine 50 GB/1 TB 50 GB/1 TB 50GB/2 TB 50GB/2 TB
Storage (Min/Max)

Virtual Machine 1GB/2GB 1 GB/4GB 1 GB/4GB 1 GB/12 GB
Memory (Min/Max)
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Architecture of FortiMail-VM

Overview of FortiMail-VM

Most resources in Table 1 are available after successful deployment of the OVF file and
validation of the license file. See “Deploying the FortiMail-VM software” on page 10 and
“Starting FortiMail-VM” on page 18.

To use more than one CPUs, you must configure its use once you deploy FortiMail-VM.
See “Configuring the number of CPUs” on page 17.

You can reduce the default virtual storage to as little as 10 GB once you deploy FortiMail-
VM, if required. See “Configuring a smaller disk” on page 17.
In addition, FortiMail-VM requires a valid FortiGuard connection using:

» for DNS lookup; RBL lookup — UDP 53
» for FortiGuard Licensing — TCP 443

Architecture of FortiMail-VM

FortiMail-VM, in conjunction with VMware vSphere Hypervisor, leverages the power of
virtualization to provide protection for email and mail servers.

FortiMail-VM runs on the VMware ESX/ESXi server and is managed using the FortiMail-
VM web-based manager accessed from the management computer. See Figure 1.

Figure 1: FortiMail-VM architecture

VMware ESXi Server

-~
F

Internet ‘\} 2

B i Router

VLAN1 "’ VM1
s VLANZ

7 !"’ VM2

Virtual switch
VLAN3

7= !’,' VM3

Fortilail-i

f

Management Computer
Physical NIC

FortiGuard Services

Registering your Fortinet product

Before you begin to configure and customize features, take a moment to register your
Fortinet product at the Fortinet Technical Support web site, https://support.fortinet.com.
Many Fortinet customer services, such as firmware updates and technical support, require
product registration.

Customer service and technical support

Fortinet Technical Support provides services designed to make sure that you can install
your Fortinet products quickly, configure them easily, and operate them reliably in your
network.
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Overview of FortiMail-VM Training

To learn about the technical support services that Fortinet provides, visit the Fortinet
Technical Support web site at https://support.fortinet.com.

You can dramatically improve the time that it takes to resolve your technical support ticket
by providing your configuration file, a network diagram, and other specific information. For
a list of required information, see the Fortinet Knowledge Base article "Fortinet Technical
Support Requirements” at http://kb.fortinet.com.

Training

Fortinet Training Services provide classes that orient you quickly to your new equipment,
and certifications to verify your knowledge level. Fortinet provides a variety of training
programs to serve the needs of our customers and partners world-wide.

To learn about training, visit the Fortinet Training Services web site at
http://campus.training.fortinet.com, or email them at training@fortinet.com.

Documentation

The Fortinet Technical Documentation web site, http://docs.fortinet.com, provides the
most up-to-date versions of Fortinet publications.

Fortinet Knowledge Base

The Fortinet Knowledge Base provides additional Fortinet technical documentation, such
as troubleshooting and how-to-articles, examples, FAQs, technical notes, and more. Visit
the Fortinet Knowledge Base at http://kb.fortinet.com.

Comments on Fortinet technical documentation

Please send information about any errors or omissions in this technical document to
techdoc@fortinet.com.
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Preparing to install FortiMail-VM

Installing FortiMail-VM

This chapter provides instructions for installing FortiMail-VM:

Preparing to install FortiMail-VM
Deploying the FortiMail-VM software
Configuring virtual network settings
Starting FortiMail-VM

What next?

Preparing to install FortiMail-VM

Before installing FortiMail-VM, make sure the following are in place and functioning
properly:

The VMware vSphere Hypervisor software (ESX/ESXi) must be installed on a network
server prior to installing FortiMail-VM. This install guide does not cover how to install
and set up the VMware server. Go to http://www.vmware.com/products/vsphere-
hypervisor/index.html for installation details.

Tip: Take note of the IP address of the server hosting VMware vSphere Hypervisor. Also
get an account name and password on that server. You will need these to log in using the

VMware vSphere Client. You also need an IP address from that server's IP pool for use
later when configuring FortiMail-VM.

The VMware vSphere Client™ must be installed on the computer you plan to use for
FortiMail-VM management. This could be a desktop or a laptop connected to your
network. If not already installed, install the client before going further.

Getting the FortiMail-VM software

Once registered with Fortinet, do the following:
1 From the link provided by Fortinet, download the FortiMail-VM license file (.lic) to the

computer you plan to use for FortiMail-VM management. You need this file to complete
the installation. (See “Registering your Fortinet product” on page 6.)

From the link provided by Fortinet, download the compressed FortiMail-VM software
file to the computer you plan to use for FortiMail-VM management.

Extract the compressed file to a folder. The contents of the extract vary with the size
version of FortiMail-VM you downloaded.

For the 250-GB hard-disk version, the contents are:
« fortimail-vm-64bit-250gb-hw7.ovF

e fortimail-vm-diskl.vmdk

e fortimail-vm-disk2-250gb.vmdk

For the 1024-GB hard-disk version, the contents are:
o fTortimail-vm-64bit-1024gb-hw7.ovf

e fortimail-vm-diskl.vmdk

« fortimail-vm-disk2-10240gb.vmdk
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Deploying the FortiMail-VM software Installing FortiMail-VM

Note: The 1024-GB OVF may not function if the ESXi block size is set as 1 MB or 2MB. It
needs 4-MB blocks.

Deploying the FortiMail-VM software

To install FortiMail-VM, you must successfully deploy the OVF file using the VMware
vSphere Client™.,

To deploy the software
1 Start the VMware vSphere Client.
The client’s login dialog appears.

Figure 2: VMware vSphere Client login dialog

vmware

VMware vSphere™

Client

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server.

IP address [ Mame: I ;I

User name: I

Password: I

™ Use Windows session credentials

Login I Cloze

2 Enter:
» the IP address of the ESX/ESXi server hosting VMware vSphere Hypervisor
* an account user name on the ESX/ESXi server
» the account password
When you successfully log in, the vSphere Client window appears.

10
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Deploying the FortiMail-VM software

Figure 3: vSphere Client window
File Edit View Inventory Administration Plug-ins Help

a E |g Home b g Inventory [ [F Inventory

& @
2 @ 172201401
@ forti

Windows

[eE Bl Summary | Virtual Machines ' Resource Allocation | Performance ' Events ' Permissions
close tab [ %]

What is a Resource Pool?

Resource pools can be used to hierarchically partition Resource Pool P
available CPU and memory resources of a host. (4

Creating multiple resource pools allows you to think more
about aggregate computing capacity and less about the
total capacity of the host. In addition, you do not need to
set resources on each virtual machine. Instead, you can
control the aggregate allocation of resources fo the set of
virtual machines by changing seftings on their enclosing
resource pool.

Basic Tasks
&' Create a new virtual machine

# Edit resource pool settings

lﬁ Create a resource pool | h
»

4

3 On the vSphere Client window, select File > Deploy OVF Template.

The first dialog of the OVF deployment wizard appears.

Figure 4: OVF deployment wizard

= Deploy OVF Template

Source

Select the source location,

Source

Deploy From a File or URL

1vm'l,FortimaiI'l,FortiMai|—\-'M'|,F0rtimai|—vm—64—hw?.0vF| _:_] Browse.., ]
Enter a URL to download and install the O%F package from the Internet, ar

specify a location accessible from wour computer, such as a lacal hard drive, a
retrk shars ne A SRR drive

Help |

% Back | Mext = I Cancel |

A

4 Select Browse and locate the applicable OVF template file you extracted earlier (for
example, fortimail-vm-64-hw7.ovf), and click Next.

5 The second dialog displays the details of the deployed file. Click Next.

A window appears and prompts for the name of your OVF template.
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Deploying the FortiMail-VM software

Installing FortiMail-VM

Figure 5: OVF template name

= Deploy OVE Template

Name and Location

Specify a name and location For the deploved template

Source

OWF Template Details
Name and Location

CEX

Mame:
[Fartimai-yt-g4]

The name can contain up to &0 characters and it must be unique within the inventory Folder.

< Back | Mext = I

Caniel |

Help |
A

6 Enter a unique name and click Next. This becomes the name of your virtual machine.

A window appears asking where to deploy the OVF template.

Figure 6: Resource pool selection

EBEX

= Deploy OVF Template

Resource Pool
Select a resource pool,

Source

OYF Template Details
IMame and Location
Resource Pool

Select the resource pool within which youw wish to deploy this template.

Resource pools allow hierarchical management of computing resources within a host or cluster, Virtual
machines and child pools share the resources of their parent poal.

=] E 192.20.140,19
& Exchange-server

& o

Help |

7 Select a resource pool and click Next.

< Back | Mext = I

Cancel |

A

A windows appears asking for the disk storage format.
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Deploying the FortiMail-VM software

Figure 7: Disk storage options
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OWF Template Details

Mame and Location Name:. datastorel
Resource Pool Capacity: 1.8 TH
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Disk Format
ark M Select a Format in which ko store the virtual machines virtual disks:
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create thick disks,

Estimated disk usage: 219.9 ME

&+ Thick provisioned Format
All storage is allocated immediately,
Estimated disk usage: 250.6 GB

EBX

Help | « Back | Mext = I

Cancel

8 Select a format option and click Next.
A window appears asking which network to deploy on.

Figure 8: Deployment network

[ Deploy OVF Template

Network Mapping
what networks should the deploved template use?

Source

OYF Template Details
Mame and Location

Map the networks used in this OWF template to nebworks in your inventary

Besource Pool Source Netwarks Destination Metwarks
Blslarmat Eridged | ¥ +vlan 140
Network Mapping

Descripkion:

The Bridged netwark.

Help | < Back | Mext = I

Cancel |

4

9 Select a virtual network if there is more than one and click Next.
10 A window appears listing all your settings. Click Finish.
The wizard closes.

The vSphere Client window reappears and displays your new virtual machine.
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Configuring virtual network settings Installing FortiMail-VM

Figure 9: Completed deployment
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Note: Do not power on FortiMail-VM yet if you need to configure the virtual network first.

Configuring virtual network settings

Before you power on FortiMail-VM, you may need to set the number of virtual CPUs or
configure the virtual network to support your implementation of transparent mode for
FortiMail-VM.

This section includes:

» Preparing for transparent mode
» Configuring the number of CPUs
» Configuring a smaller disk

When you deploy the FortiMail-VM OVF file, one virtual network interface card (vNIC) is
automatically mapped to a port on the ESX/ESXi server. You can change the mapping, or
map other vNICs if required. Each vNIC has its own MAC address and one or more IP
addresses.

For more information, see the VMware vSphere documentation at
http://www.vmware.com/support/pubs/vs_pages/vsp_pubs_esxi41l e vc41l.html

Preparing for transparent mode

If you plan to use transparent mode with your FortiMail-VM installation, you need to:
e Set promiscuous mode. See “To set promiscuous mode” on page 15.

» Modify the network adapter configuration. See “To modify a network adapter” on
page 16.

An ESX/ESXi server always has at least one vSwitch. For transparent mode, you need at
two vSwitches, one to connect FortiMail-VM to the network and one to connect it to the
mail server.

Add an additional vSwitch if necessary.

hosted on the same ESXi server. For a physical mail server, you need to connect to a

Note: The following example of vSwitch creation shows connection to a virtual mail server
% physical NIC.
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Configuring virtual network settings

To add a virtual switch

1 Log in to the vSphere Client.

Do not power on FortiMail-VM.

Select the host IP at the top of the left navigation pane.

A W DN

On the Configuration tab, select Networking.

A window with information similar to Figure 10 appears.

Figure 10: Virtual switch 1

Wirbual Switchs vSwikchl Remove...  Properties...
“irtual Machine Port Group Phyysical Adapters
0 WM vlan 141 8. o B vinic2 100 Ful G2

=1 wirtual machineds)

FortiMail-y-Tp -

Select Create a virtual switch and click Next.

0 N O O

create.
9 Click Finish.

Figure 11: Virtual switch 2

Yirtual Switch: vSwitch 2 Remave. ..

Wittual Machine Paort Group Phyysical Adaptars
B3 Forti-vM-TP-Sw01 8. Mo adapters

= 2 virtual machine(s)
Fortirdail-wr-TP
Fartirail-wmM-SRY

B

Next, set the network to run in promiscuous mode.

To set promiscuous mode
1 On the Configuration tab, select Networking.
2 For each virtual switch, select Properties.

Select the Virtual Switch view and click Add Networking.

Accept the default connection type, Virtual Machines, and click Next.

Under Port Group Properties, enter a network label that identifies the port group to

Propetties. ..
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Figure 12: Setting promiscuous mode

Parts ]Network Adapters ] -
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Add... ‘ Edit... | Remove ‘

3 On the Ports tab, click Edit.
A dialog appears.
4 Select the Security tab.
5 Select Accept from the drop-down list for Promiscuous Mode.

Note: The setting on the port group overrides the virtual switch setting.

Next, you need to link a FortiMail-VM network adapter to each new vSwitch.

To modify a network adapter

1 Select your FortiMail-VM machine in the left navigation pane.

2 On the Getting Started tab, select Edit Virtual Machine Settings.
A window similar to Figure 13 appears.

Figure 13: Network adapter

(=) FortiMail-VM-TP - Yirtual Machine Properties

Hardware ]Options ] ResouUrces ] Virtual Machine Yersion: 7
Device Status

I Show Al Devices Add... Remaove —

Hardware Summary v Commect at power an

g I::Ln:w 2024 e Adapter Type

g Viden card viden card Current adapter: E1000

= VYMII device Restricted

e SCSI contraller 0 L3I Logic Parallel MAC Address

&= Harddisk 1 Wirkual Disk,

= Harddiskz Wirtual Disk. (% Aukomatic ™ Manual

BB Metwork adapter 1 WM vlan 141

EB Metwork adapter 2 Farki-YM-TP-SW0L | Tekwaork Connection

BB Metwork adapter 3 WM vlan 140 Metwork. label:

EB Metwork adapter 4 WM wlan 140 |F0rti—\-‘M—TP-SWDl ﬂ
@ LISE controller Present

Help ok | Cancel |

3 On the Hardware tab, select a network adapter from the hardware list.
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Installing FortiMail-VM Configuring virtual network settings

4 Select the new vSwitch from the Network label drop-down list.
5 Click OK.
Later, configure the applicable FortiMail-VM port or ports using the web-based manager.

See the topic “Editing Network Interfaces” in the FortiMail Administration Guide.
Configuring the number of CPUs

You may have more than one CPU depending on the type of license you purchased. By
default, FortiMail-VM is set to one CPU. You can change the number of CPUs that the
virtual machine uses by changing the number of virtual processors. (You cannot change
the CPU setting while FortiMail-VM is running.)

To change the number of CPUs
Make sure FortiMail-VM is not running.

N

Go to the Hardware tab as shown in Figure 13.

w

Select CPUs in the hardware list.

N

In the CPUs drop-down list, select the number of virtual processors for the virtual
machine.

5 Click OK.

Maintaining license limits

If you set the number of CPUs or memory beyond your license limit, your FortiMail-VM
license becomes invalid. Use the CLI command

get system status

to determine if you have exceeded licensed limits. If so, use the vSphere Client to restore
valid settings.

Configuring a smaller disk

FortiMail-VM comes prepackaged with a 1-TB disk. An alternate configuration with a 250-
GB disk is provided for installing in a VMware datastore that does not support a 1-TB disk.

If neither of these sizes suits your resources, you can configure FortiMail-VM to support a
disk size as small as 50 GB.

To reduce the disk size
1 Stop FortiMail-VM if it is running.
2 Log in to the vSphere Client.

3 Onthe Hardware tab (see Figure 13), select either the 250-GB or 1-TB disk (Hard Disk
2) in the hardware list.

Click Remove.

Click OK.

Click Add and select Hard Disk.

Configure the new disk. Pick a size of at least 50 GB.

The Virtual Device Node setting must be SCSI (0:1).

Complete the disk configuration and click OK.

Start the FortiMail-VM.

If FortiMail-VM was previously run, you need to manually initialize this new disk.

N o o b~

(0]
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10 Log in as the administrator and run the CLI command:
execute partitionlogdisk 10

Starting FortiMail-VM

Once you successful deploy the OVF file and set up the network (if required), you need to
power on your FortiMail-VM virtual appliance and enter initial setup commands.

To start FortiMail-VM the first time

1 Log in to the vSphere Client.

2 Select your newly deployed FortiMail-VM virtual machine in the left navigation pane of
vSphere Client and power it on.

There are several ways to power on a virtual machine. The easiest is to click the green
triangle icon on the icon bar.

3 Select the Console tab in the vSphere Client window.
When you power on the virtual appliance, the console displays a sequence of
messages ending in a login prompt.

# Note: At this point, you have accessed the FortiMail-VM command line interface (CLI) but
you do not have access to all CLI commands until you confirm the license in a later step.

4 Press the Enter key once to get a new prompt, and log in using the default FortiMail-
VM administrator name, admin.

There is no password yet for this administrator, so press Enter when prompted.
You will see a welcome message.

5 Use CLI commands to configure the IP address of a virtual interface (usually portl) on
the virtual appliance to use for administrative access.

You will later access the FortiMail-VM web-based manager through a browser at this
IP. (See Step 7.)

Figure 14: IP address configuration

Getting Started | Summary ' Resource Allocation | Performance | Events QJeLEL[ Permissions

FortiMail login: admin

Password:

Welcome 1

FortiMail # config system interface
(interface)# edit portl

(portl1l# set ip 182.28.128.168-24

(port1l# end

Enter the following CLI commands in the vSphere Client console:
config system interface
edit <port_name>
set ip <ipv4-mask>
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end

Where:

e port_name is the name of the FortiMail-VM virtual port (usually portl)

e Ipv4-mask is the IP (with a netmask) of your virtual machine on the the ESX/ESXi
server

Tip: Take note of the IP you enter. Later, you will use that IP, minus the netmask, to
configure and manage FortiMail-VM through the CLI or web-based manager.

6 Use CLI commands to configure a static route to act as a default gateway. This is
needed for license updates.
Enter the following CLI commands in the vSphere Client console:

config system route
edit <index_int>
set gateway <gateway_ipv4>
end

Where:
e <index_int>is the index number, such as 1, of the route in the list of static routes
e <gateway_ipv4>is the IP address of the gateway router

7 When you successfully configure administrative access, the web-based manager login
dialog may appear automatically if you have a browser open.

If not, open a browser and enter the IP address of the virtual interface your set in Step
5 and include Zadmin with the URL; for example:

https://192.168.1.99/admin
Table 2: FortiMail-VM start-up settings

Web-based administrator URL | https://<virtual-ipaddress>/admin

Administrator account

admin

Administrator password

none

Management access

HTTPS, SSH, ping

Operation mode

gateway mode

Webmail URL

https://<virtual-ipaddress>
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8 Tolog in as an administrator:
¢ In Name, enter admin.
¢ Skip the Password field (until you assign the admin a password later).

Figure 15: FortiMail-VM login

Passwiord:

e Click Login.
The FortiMail web-based manager opens at the dashboard.
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Figure 16: FortiMail-VM dashboard

porcor o .- [[E R

System Status Add Content v
Mail Queue
Quarantineg em Informatio = G B
Greylist
————  Serial number: FE-1003107001963
SELEREREI Up time: 26 day(s) 5 hour(s) 54 minute(s)
Endpoint Reputation System time: Tue May 10 20:51:41 PDT 2011
Archive Firmware version: v4.0,build0358,110411 (Interim) [Update...]
Log Operztion mode: Gateway v
Report HA mode:
e——— Log disk: Capacity: 46 GB, Used: 208 MB (0.44%)
Mailbox disk: Capacity: 186 GB, Used: 123 MB (0.06%)
Erriil throughput: 0 messages per minute (last 60 minutes)
Spam: 0, Not Spam: 0 messages per minute
Mail Settings +
Poli +
= AntiVirus: 400257 @
_ AntiVirus definition: 1.00001 (Updated 2011-05-10) [Update...]
AntiSpam definition: 1.00001 (Updated 2011-05-10)
et VNIVare: Unregisiersd JUpdate..] @
Log and Report +
ESOUrC ~l2]a]x
CPU usage: I 0% |
ey ssce: [ 25 |
Log disk usage: I 0% |
Mail disk usage: I 0% |
System load: i 8% |
Active sessions: &
History >>
0 d N
[ Restart ] [ Shyt Down ] [ Reload l

License Install/lUpdate

Installing the license
If you have a FortiMail-VM license (for details, see “Licensing” on page 5), you can install
it now after you start up FortiMail-VM.
To install the license

1 Inthe License Information widget on the FortiMail-VM web-based manager, click the
Update link to the right of VMware.

The license prompt appears.

Figure 17: FortiMail-VM license prompt

VMWare License File x|

Choose File | No file chosen
| Upload | | cancel |

2 Click Choose File and locate the license file (.lic) you downloaded earlier from Fortinet.
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3 Click Upload on the license prompt dialog.

A message box appears stating your license is being authenticated. This may take a
few minutes.

If you uploaded a valid license, a second message box will appear informing you that
your license authenticated successfully.

4 Click OK on the message box.
The system will reload and log out.
5 Log in again if prompted using admin, as the user name.

Congratulations! You have successfully installed FortiMail-VM and can now configure your
virtual appliance.

What next?

At this point, FortiMail-VM is running but is almost entirely unconfigured. Before you can
use it to protect mail servers, you must complete a basic installation. Follow the
instructions beginning in the “Choosing the operation mode” chapter of the FortiMail Install
Guide.
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