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Introduction Registering your FortiMail unit

Introduction

Welcome, and thank you for selecting Fortinet products for your network protection.

The FortiMail™ Secure Messaging Platform is an integrated hardware and software
solution that provides powerful and flexible antispam, antivirus, email archiving and
logging capabilities to incoming and outgoing email traffic. FortiMail units have reliable and
high performance features for detecting and blocking spam messages and malicious
attachments.

Built on the Fortinet award winning FortiOS™ and FortiASIC™ technology, the FortiMail
antivirus technology extends full content inspection capabilities to detect the most
advanced email threats.

To ensure up-to-date email protection, FortiMail relies on FortiGuard™ Antivirus and
FortiGuard Antispam security subscription services that are powered by a worldwide 24x7
Global Threat Research Team. FortiMail provides bidirectional email routing, virtualization
and archiving capabilities with a lower total cost of ownership.

This document will assist you in physically connecting and performing required
configuration to achieve a basic FortiMail installation.

This chapter contains the following topics:
* Registering your FortiMail unit

» Customer service and technical support
* Training

* Documentation

» Scope

* Conventions

Registering your FortiMail unit

Before you begin, take a moment to register your Fortinet product at the Fortinet Technical
Support web site, https://support.fortinet.com.

Many Fortinet customer services, such as firmware updates, technical support, and
FortiGuard Antivirus and other FortiGuard services, require product registration.

For more information, see the Fortinet Knowledge Base article Registration Frequently
Asked Questions.

Customer service and technical support

Fortinet Technical Support provides services designed to make sure that your Fortinet
products install quickly, configure easily, and operate reliably in your network.

To learn about the technical support services that Fortinet provides, visit the Fortinet
Technical Support web site at https://support.fortinet.com.
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Training

Introduction

You can dramatically improve the time that it takes to resolve your technical support ticket
by providing your configuration file, a network diagram, and other specific information. For
a list of required information, see the Fortinet Knowledge Base article Technical Support
Requirements.

Training

Fortinet Training Services provides classes that orient you quickly to your new equipment,
and certifications to verify your knowledge level. Fortinet provides a variety of training
programs to serve the needs of our customers and partners world-wide.

To learn about the training services that Fortinet provides, visit the Fortinet Training
Services web site at http://campus.training.fortinet.com, or email them at
training@fortinet.com.

Documentation

The Fortinet Technical Documentation web site, http://docs.fortinet.com, provides the
most up-to-date versions of Fortinet publications, as well as additional technical
documentation such as technical notes.

In addition to the Fortinet Technical Documentation web site, you can find Fortinet
technical documentation on the Fortinet Tools and Documentation CD, and on the Fortinet
Knowledge Base.

Fortinet Tools and Documentation CD

Many Fortinet publications are available on the Fortinet Tools and Documentation CD
shipped with your Fortinet product. The documents on this CD are current at shipping
time. For current versions of Fortinet documentation, visit the Fortinet Technical
Documentation web site, http://docs.fortinet.com.

Fortinet Knowledge Base

The Fortinet Knowledge Base provides additional Fortinet technical documentation, such
as troubleshooting and how-to-articles, examples, FAQs, technical notes, and more. Visit
the Fortinet Knowledge Base at http://kb.fortinet.com.

Comments on Fortinet technical documentation

Please send information about any errors or omissions in this document to
techdoc@fortinet.com.

Scope
This document will assist you in physically connecting and using the web-based manager
to perform required configuration to achieve a basic FortiMail installation.
After you have completed the instructions in this document:
* The FortiMail unit is integrated into your network, and you can connect to the web-
based manager and/or command line interface (CLI).
* The operation mode has been configured.
» The Quick Start Wizard has been completed.
* Firmware, FortiGuard Antivirus and FortiGuard Antispam updates are completed.
FortiMail™ Secure Messaging Platform Version 4.0 Install Guide
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Conventions

Conventions

» DNS records for your mail domains have been updated.

+ If the FortiMail unit is operating in transparent or gateway mode, the network is
configured so incoming and outgoing email passes through the FortiMail unit for
examination.

« If the FortiMail unit is operating in server mode, the network is configured to allow the
FortiMail unit access to and from other email servers, typically including external
servers on the Internet, and from email users.

» Advanced features of the FortiMail unit may or may not be enabled. These features
include email archiving, logging, reporting, and advanced antispam and antivirus
configurations.

When you have completed that basic setup, you can use the FortiMail Administration
Guide as a guide when configuring the advanced features, reconfiguring the basic
features, or when performing periodic maintenance such as backups and firmware
upgrades.

This document does not cover commands for the command line interface (CLI). For
information on the CLI, see the FortiMail CLI Reference.

This document is intended for administrators, not end users. If you are an email user,
please click the Help link in FortiMail webmail to see the webmail online help instead, or
contact your administrator.

Fortinet technical documentation uses the conventions described below.

IP addresses

To avoid publication of public IP addresses that belong to Fortinet or any other
organization, the IP addresses used in Fortinet technical documentation are fictional and
follow the documentation guidelines specific to Fortinet. The addresses used are from the
private IP address ranges defined in RFC 1918: Address Allocation for Private Internets,
available at http://ietf.org/rfc/rfc1918.txt?number-1918.

CLI constraints

CLI constraints, such as <address_ipv4>, indicate which data types or string patterns
are acceptable input for a given parameter or variable value. CLI constraint conventions
are described in the CLI Reference document for each product.

Notes, Tips and Cautions

Fortinet technical documentation uses the following guidance and styles for notes, tips
and cautions.

@ Tip: Highlights useful additional information, often tailored to your workplace activity.

* Note: Also presents useful information, but usually focused on an alternative, optional
method, such as a shortcut, to perform a step.
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Conventions

Introduction

| Caution: Warns you about commands or procedures that could have unexpected or
undesirable results including loss of data or damage to equipment.

Typographical conventions

Fortinet documentation uses the following typographical conventions:

Table 1: Typographical conventions in Fortinet technical documentation

Convention

Example

Button, menu, text box,
field, or check box label

From Minimum log level, select Notification.

CLI input*

config system dns
set primary <address ipvé4>
end

CLI output

FGT-602803030703 # get system settings
comments : (null)
opmode : nat

Emphasis

HTTP connections are not secure and can be intercepted by
a third party.

File content

<HTML><HEAD><TITLE>Firewall
Authentication</TITLE></HEAD>

<BODY><H4>You must authenticate to use this
service.</H4>

Hyperlink

Visit the Fortinet Technical Support web site,
https://support.fortinet.com.

Keyboard entry

Type a name for the remote VPN peer or client, such as
Central Office 1.

Navigation

Go to VPN > IPSEC > Auto Key (IKE).

Publication

FortiGate Administration Guide.

* For conventions used to represent command syntax, see the FortiMail CLI Reference.
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Key concepts Email protocols

Key concepts

This chapter defines basic email and FortiMail concepts and terms.

If you are new to FortiMail units, or new to email systems, this chapter can help you to
quickly understand this document and your FortiMail unit.

This chapter contains the following sections:
» Email protocols

+ Client-server connections in SMTP

* The role of DNS in email delivery

» FortiMail web-based manager modes

* FortiMail operation modes

* FortiMail high availability modes

Email protocols
There are multiple prevalent standard email protocols.

SMTP

Simple Mail Transfer Protocol (SMTP) is the standard protocol for sending email between:
« two mail transfer agents (MTA)
+ amail user agent (MUA) and an MTA

Note: For definitions of MTA and MUA, see “Client-server connections in SMTP” on
page 14.

SMTP communications typically occur on TCP port number 25.

When an email user sends an email, their MUA uses SMTP to send the email to an MTA,
which is often their email server. The MTA then uses SMTP to directly or indirectly deliver
the email to the destination email server that hosts email for the recipient email user.

When an MTA connects to the destination email server, it determines whether the
recipient exists on the destination email server. If the recipient email address is legitimate,
then the MTA delivers the email to the email server, from which email users can then use
a protocol such as POP3 or IMAP to retrieve the email. If the recipient email address does
not exist, the MTA typically sends a separate email message to the sender, notifying them
of delivery failure.

While the basic protocol of SMTP is simple, many SMTP servers support a number of
protocol extensions for features such as authentication, encryption, multipart messages
and attachments, and may be referred to as extended SMTP (ESMTP) servers.

FortiMail units can scan SMTP traffic for spam and viruses, and support several SMTP
extensions. For details, see the Fortinet Knowledge Base article Supported SMTP-related
RFCs.

POP3

Post Office Protocol version 3 (POP3) is a standard protocol used by email clients to
retrieve email that has been delivered to and stored on an email server.

POP3 communications typically occur on TCP port number 110.

FortiMail™ Secure Messaging Platform Version 4.0 Install Guide
Revision 5 13
http://docs.fortinet.com/ « Feedback


http://kb.fortinet.com/kb/documentLink.do?externalID=11782
http://kb.fortinet.com/kb/documentLink.do?externalID=11782
http://docs.fortinet.com/
http://docs.fortinet.com/surveyredirect.html

Client-server connections in SMTP Key concepts

IMAP

Unlike IMAP, after a POP3 client downloads an email to the email user’s computer, a copy
of the email usually does not remain on the email server’s hard disk. The advantage of
this is that it frees hard disk space on the server. The disadvantage of this is that
downloaded email usually resides on only one personal computer. Unless all of their
POP3 clients are always configured to leave copies of email on the server, email users
who use multiple computers to view email, such as both a desktop and laptop, will not be
able to view from one computer any of the email previously downloaded to another
computer.

FortiMail units do not scan POP3 traffic for spam and viruses, but may use POP3 when
operating in server mode, when an email user retrieves their email. For more information
on server mode, see “FortiMail operation modes” on page 19.

Internet Message Access Protocol (IMAP) is a standard protocol used by email clients to
retrieve email that has been delivered to and stored on an email server.

IMAP communications typically occur on TCP port number 143.

Unless configured for offline availability, IMAP clients typically initially download only the
message header. They download the message body and attachments only when the email
user selects to read the email.

Unlike POP3, when an IMAP client downloads an email to the email user’s computer, a
copy of the email remains on the email server’s hard disk. The advantage of this is that it
enables email users to view email from more than one computer. This is especially useful
in situations where more than one person may need to view an inbox, such where all
members of a department monitor a collective inbox. The disadvantage of this is that,
unless email users delete email, IMAP may more rapidly consume the server’s hard disk
space.

FortiMail units do not scan IMAP traffic for spam and viruses, but may use IMAP when
operating in server mode, when an email user retrieves their email. For more information
on server mode, see “FortiMail operation modes” on page 19.

HTTP and HTTPS

Secured and non-secured HyperText Transfer Protocols (HTTP/HTTPS), while not strictly
for the transport of email, are often used by webmail applications to view email that is
stored remotely.

HTTP communications typically occur on TCP port number 80; HTTPS communications
typically occur on TCP port number 443.

FortiMail units do not scan HTTP or HTTPS traffic for spam or viruses, but use them to
display quarantines and, if the FortiMail unit is operating in server mode, FortiMail
webmail. For more information on server mode, see “FortiMail operation modes” on
page 19.

Client-server connections in SMTP

Client-server connections and connection directionality in SMTP differ from how you may
be familiar with them in other protocols.

For example, in the SMTP protocol, an SMTP client connects to an SMTP server. This
seems consistent with the traditional client-server model of communications. However,
due to the notion of relay in SMTP, the SMTP client may be either:

* an email application on a user’s personal computer
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» another SMTP server that acts as a delivery agent for the email user, relaying the email
to its destination email server

The placement of clients and servers within your network topology may affect the
operation mode you choose when installing a FortiMail unit. If your FortiMail unit will be
operating in gateway mode or server mode, SMTP clients — including SMTP servers
connecting as clients — must be configured to connect to the FortiMail unit.

#  Note: For more information on gateway mode and server mode, see “FortiMail operation
modes” on page 19.

Terms such as MTA and MUA describe server and client relationships specific to email

protocols.

MTA
A Mail Transfer Agent (MTA) is an SMTP server that relays email messages to another
SMTP server.
FortiMail units operating in gateway mode function as an MTA. FortiMail units operating in
server mode function as an MTA and full (SMTP, IMAP, POP3, webmail) email server.
In order to deliver email, unless the email is incoming and the email server has no domain
name and is accessed by IP address only, MTAs must query a DNS server for the MX
record and the corresponding A record. For more information, see “The role of DNS in
email delivery” on page 16.

MUA

A Mail User Agent (MUA), or email client, is software such as Microsoft Outlook that
enables users to send and receive email.

FortiMail units support SMTP connections for sending of email by a MUA.

FortiMail units operating in server mode support POP3 and IMAP connections for retrieval
of email by a MUA. For email users that prefer to use their web browsers to send and
retrieve email instead of a traditional MUA, FortiMail units operating in server mode also
provide FortiMail webmail.

Incoming vs. outgoing directionality

Many FortiMail features such as proxies and policies act upon the directionality of an
SMTP connection or email message. Rather than being based upon origin, incoming or
outgoing directionality is determined by whether the destination is a protected domain.

Incoming connections consist of those destined for the SMTP servers that are protected
domains of the FortiMail unit. For example, if the FortiMail unit is configured to protect the
SMTP server whose IP address is 10.1.1.1, the FortiMail unit treats all SMTP connections
destined for 10.1.1.1 as incoming.

Outgoing connections consist of those destined for SMTP servers that the FortiMail unit
has not been configured to protect. For example, if the FortiMail unit is not configured to
protect the SMTP server whose IP address is 192.168.1.1, all SMTP connections destined
for 192.168.1.1 will be treated as outgoing, regardless of their origin.
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Figure 1: Incoming vs. outgoing SMTP connections
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Directionality at the connection level may be different than directionality at the level of
email messages contained by the connection. It is possible that an incoming connection
could contain an outgoing email message, and vice versa.

For example, in Figure 1 on page 16, connections from the internal mail relays to the
internal mail servers are outgoing connections, but they contain incoming email
messages. Conversely, connections from remote MUAs to the internal mail relays are
incoming connections, but may contain outgoing email messages if the recipients’ email
addresses (RCPT TO:) are external.

Similarly to when determining the directionality of an SMTP connection, when determining
the directionality of an email message, FortiMail units examine the domain to which the
recipient belongs: if the domain to which the recipient email address belongs is a
protected domain, the email message is considered to be incoming; if the domain to which
the recipient email address belongs is not a protected domain, the email message is
considered to be outgoing.

The role of DNS in email delivery

SMTP can be configured to operate without DNS, using IP addresses instead of domain
names for SMTP clients, SMTP servers, and recipient email addresses. However, this
configuration is rare.

SMTP as it is typically used relies upon DNS to determine the mail gateway server (MX)
for a domain name, and to resolve domain names into IP addresses. As such, you usually
must configure email servers and FortiMail units to be able to query a DNS server.

In addition, you may also be required to configure the DNS server with an MX record, an A
record, and a reverse DNS record for protected domain names and for the domain name
of the FortiMail unit itself.
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MX record

Mail Exchanger (MX) records are configured on a DNS server. MX records for a domain
name indicate designated email servers or email gateways that deliver email to that
domain, and their order of preference. In their most simple form, MX records use the
following format:

example.com IN MX 10 mail.example.com
where:
* example.com is the name of the domain
* 1IN indicates the Internet protocol class
+ MX indicates that the DNS resource record is of the MX type
* 10 indicates the order of preference (greater values indicate lower preference)
* mail.example.con is the host name of an email server or gateway

When an email client sends an email, the sender’s MTA queries a DNS server for the MX
record of the domain name in the recipient’s email address. To resolve the host name of
the MTA referenced by the MX record, it then queries for the A record of the destination
MTA. That A record provides the IP address of the email server or gateway. The sender’s
MTA then attempts to deliver the email to that IP address.

For example, if the recipient email address is user1@example.com, in order to deliver the
email, the sender’s MTA would query the MX and A records to determine the IP address of
the email gateway of example.com.

Often, the domain name and/or IP address of the email domain is different from that of its
email server or gateway. The fully qualified domain name (FQDN) of an email server or
gateway may be a subdomain or another domain name entirely, such as that of the MTA of
an Internet service provider (ISP). For example, the email gateways for the email domain
example.com could be mail1.example.com and mail2.example.com, or
mail.isp.example.net.

If your FortiMail unit will operate in transparent mode, and you will configure it be fully
transparent at both the IP layer and in the SMTP envelope and message headers by
enabling “Hide this box from the mail server” in the session profile, “Hide the transparent
box” in the protected domain, and “Use client-specified SMTP server to send email” for the
proxies, no MX record changes are required.

If your FortiMail unit will operate in gateway mode or server mode, or in transparent mode
while not configured to be fully transparent, you must configure the public DNS server for
your domain name with an MX record that refers to the FortiMail unit which will operate as
the email gateway, such as:

example.com IN MX 10 fortimail.example.com

transparent mode while not fully transparent, configure the MX record to refer to the
FortiMail unit, and remove other MX records. If you do not configure the MX record to refer
to the FortiMail unit, or if other MX records exist that do not refer to the FortiMail unit,
external MTAs may not be able to deliver email to or through the FortiMail unit, or may be
able to bypass the FortiMail unit. If you have configured secondary MX records for failover
reasons, consider configuring FortiMail high availability (HA) instead. For details, see
“FortiMail high availability modes” on page 19.

! Caution: If your FortiMail unit will operate in gateway mode or server mode, or in

# Note: For more information on gateway mode and server mode, see “FortiMail operation
modes” on page 19.
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A record

Exceptions include if you are configuring a private DNS server for use with the Use MX
Record option (see “Use MX Record” on page 83). In that case, rather than referencing
the FortiMail unit as the mail gateway and being used by external SMTP servers to route
mail, the MX record references the protected SMTP server and is used by the FortiMail
unit to define the SMTP servers for the protected domain.

A records are configured on a DNS server. A records indicate the IP address to which a
host name resolves. In their most simple form, A records use the following format:

mail IN A 192.168.1.10
where:
* mail is the name of the host
* 1IN indicates the Internet protocol class
* Aindicates that the DNS resource record is of the IPv4 address type
* 192.168.1.10 indicates the IP address that hosts the domain name

When an email client sends an email, the sender’s MTA queries a DNS server for the MX
record of the domain name in the recipient’s email address. To resolve the host name of
the MTA referenced by the MX record, it then queries for the A record of the destination
MTA. That A record provides the IP address of the email server or gateway. The sender’s
MTA then attempts to deliver the email to that IP address.

You must configure the public DNS server for your host names with an A record to resolve
the host names referenced in MX records, and the host name of the FortiMail unit, if any.
For example, if an MX record is:

example.com IN MX 10 fortimail.example.com
the required A record in the example.com zone file might be:
fortimail IN A 192.168.1.15

Reverse DNS record

Because the SMTP protocol does not strictly require SMTP clients to use their own
domain name during the SMTP greeting, it is possible to spoof the origin domain. In an
attempt to bypass antispam measures against domain names known to be associated
with spam, spammers often exploit that aspect of SMTP by pretending to send email from
legitimate domains.

For example, the spammer spam.example.com might initiate an SMTP session with the
command:

EHLO nonspam.example.edu

To prevent this form of attack, many SMTP servers query reverse DNS records to verify
that the domain name provided in the SMTP greeting genuinely matches the IP address of
the connecting SMTP client.

You should configure the public DNS server for your protected domain names with a
reverse DNS record to resolve the IP addresses of your protected SMTP servers and/or
FortiMail unit into domain names.

For example, if the outgoing MTA for example.com is the FortiMail unit,
fortimail.example.com, and the public network IP address of the FortiMail unit is
10.10.10.1, a public DNS server’s reverse DNS zone file for the 10.10.10.0/24 subnet
might contain:

1 IN PTR fortimail.example.com.
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