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Introduction Registering your Fortinet product

Introduction

Welcome and thank you for selecting Fortinet products for your network protection.

FortiMail™ Secure Messaging Platforms (FortiMail units) are an integrated hardware and
software solution that provides powerful and flexible logging and reporting, antispam,
antivirus, and email archiving capabilities to incoming and outgoing email traffic. FortiMail
units have reliable and high performance features for detecting and blocking spam
messages and malicious attachments. Built on Fortinet’'s FortiOS™, FortiMail antivirus
technology extends full content inspection capabilities to detect the most advanced email
threats.

This chapter contains the following topics:
* Registering your Fortinet product

» Customer service and technical support
* Training

* Documentation

» Scope

* Conventions

Registering your Fortinet product

Before you begin, take a moment to register your Fortinet product at the Fortinet Technical
Support web site, https://support.fortinet.com.

Many Fortinet customer services, such as firmware updates, technical support, and
FortiGuard Antivirus and other FortiGuard services, require product registration.

For more information, see the Fortinet Knowledge Base article Registration Frequently
Asked Questions.

Customer service and technical support

Fortinet Technical Support provides services designed to make sure that your Fortinet
products install quickly, configure easily, and operate reliably in your network.

To learn about the technical support services that Fortinet provides, visit the Fortinet
Technical Support web site at https://support.fortinet.com.

You can dramatically improve the time that it takes to resolve your technical support ticket
by providing your configuration file, a network diagram, and other specific information. For
a list of required information, see the Fortinet Knowledge Base article Technical Support
Requirements.

Training

Fortinet Training Services provides classes that orient you quickly to your new equipment,
and certifications to verify your knowledge level. Fortinet provides a variety of training
programs to serve the needs of our customers and partners world-wide.
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Documentation

Introduction

To learn about the training services that Fortinet provides, visit the Fortinet Training
Services web site at http://campus.training.fortinet.com, or email them at
training@fortinet.com.

Documentation

The Fortinet Technical Documentation web site, http://docs.fortinet.com, provides the
most up-to-date versions of Fortinet publications, as well as additional technical
documentation such as technical notes.

In addition to the Fortinet Technical Documentation web site, you can find Fortinet
technical documentation on the Fortinet Tools and Documentation CD, and on the Fortinet
Knowledge Center.

Fortinet Tools and Documentation CD

Many Fortinet publications are available on the Fortinet Tools and Documentation CD
shipped with your Fortinet product. The documents on this CD are current at shipping
time. For current versions of Fortinet documentation, visit the Fortinet Technical
Documentation web site, http://docs.fortinet.com.

Fortinet Knowledge Base

The Fortinet Knowledge Base provides additional Fortinet technical documentation, such
as troubleshooting and how-to-articles, examples, FAQs, technical notes, and more. Visit
the Fortinet Knowledge Base at http://kb.fortinet.com.

Comments on Fortinet technical documentation

Please send information about any errors or omissions in this document to
techdoc@fortinet.com.

Scope

This document describes how to use the command line interface (CLI) of the FortiMail

unit. It assumes that you have already successfully installed the FortiMail unit by following

the instructions in the FortiMail Installation Guide.

At this stage:

* You have administrative access to the web-based manager and/or CLI.

* The FortiMail unit is integrated into your network.

» The operation mode has been configured.

+ The Quick Start Wizard has been completed. The system time, DNS settings,
administrator password, and network interfaces have been configured.

* Firmware, FortiGuard Antivirus and FortiGuard Antispam updates are completed.

« DNS records for your mail domains have been updated.

» For transparent mode or gateway mode, you have verified that the network routes all
email through the FortiMail unit.

» For server mode, you have verified that the network allows the FortiMail unit access to
and from other email servers and MTAs, typically including those on the Internet, and
from email users with IMAP, POP3 or webmail access.

Once that basic installation is complete, you can use this document. This document

explains how to use the CLI to:
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Introduction Conventions
* maintain the FortiMail unit, including backups
» reconfigure basic items that were configured during installation
« configure advanced features, such as customized antispam scans, email archiving,
logging, and reporting
This document does not cover the web-based manager. For information on the web-
based manager, see the FortiMail Administration Guide.
This document is intended for administrators, not end users. If you are an email user,
please click the Help link in FortiMail webmail to see the webmail online help instead, or
contact your administrator.
Conventions

Fortinet technical documentation uses the following conventions:
* |IP addresses

* Notes, Tips and Cautions

» Typographical conventions

« Command syntax conventions

IP addresses

To avoid publication of public IP addresses that belong to Fortinet or any other
organization, the IP addresses used in Fortinet technical documentation are fictional and
follow the documentation guidelines specific to Fortinet. The addresses used are from the
private IP address ranges defined in RFC 1918: Address Allocation for Private Internets,
available at http://ietf.org/rfc/rfc1918.txt?number-1918.

Notes, Tips and Cautions

Fortinet technical documentation uses the following guidance and styles for notes, tips
and cautions.

Tip: Highlights useful additional information, often tailored to your workplace activity.

Note: Also presents useful information, but usually focused on an alternative, optional
method, such as a shortcut, to perform a step.

W

Caution: Warns you about commands or procedures that could have unexpected or
undesirable results including loss of data or damage to equipment.

Q
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Conventions

Introduction

Typographical conventions

Fortinet documentation uses the following typographical conventions.

Table 1: Typographical conventions in Fortinet technical documentation

Convention

Example

Button, menu, text box,
field, or check box label

From Minimum log level, select Notification.

CLI input*

config system dns
set primary <address ipvé4>
end

CLI output

FGT-602803030703 # get system settings
comments : (null)
opmode : nat

Emphasis

HTTP connections are not secure and can be intercepted by
a third party.

File content

<HTML><HEAD><TITLE>Firewall
Authentication</TITLE></HEAD>

<BODY><H4>You must authenticate to use this
service.</H4>

Hyperlink

Visit the Fortinet Technical Support web site,
https://support.fortinet.com.

Keyboard entry

Type a name for the remote VPN peer or client, such as
Central Office 1.

Navigation

Go to VPN > IPSEC > Auto Key (IKE).

Publication

FortiMail Administration Guide.

Command syntax conventions

The command line interface (CLI) requires that you use valid syntax, and conform to
expected input constraints. It will reject invalid commands.

For command syntax conventions such as braces, brackets, and command constraints

such as <address_ipv4>, see “Notation” on page 19.

12
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Using the CLI

Connecting to the CLI

Using the CLI

The command line interface (CLI) is an alternative to the web-based manager.

Both can be used to configure the FortiMail unit. However, to perform the configuration, in
the web-based manager, you would use buttons, icons, and forms, while, in the CLI, you

would either type lines of text that are commands, or upload batches of commands from a
text file, like a configuration script.

If you are new to Fortinet products, or if you are new to the CLlI, this section can help you
to become familiar.

This section contains the following topics:
* Connecting to the CLI

+ Command syntax

* Sub-commands

* Permissions

* Tips and tricks

Connecting to the CLI

You can access the CLI in two ways:
* Locally — Connect your computer directly to the FortiMail unit's console port.

+ Through the network — Connect your computer through any network attached to one
of the FortiMail unit’s network ports. The network interface must have enabled Telnet
or SSH administrative access.

Local access is required in some cases.

+ If you are installing your FortiMail unit for the first time and it is not yet configured to
connect to your network, unless you reconfigure your computer’s network settings for a
peer connection, you may only be able to connect to the CLI using a local serial
console connection. See the FortiMail Install Guide.

» Restoring the firmware utilizes a boot interrupt. Network access to the CLI is not
available until after the boot process has completed, and therefore local CLI access is
the only viable option.

Before you can access the CLI through the network, you usually must enable SSH and/or
Telnet on the network interface through which you will access the CLI.

This section includes the following:

» Connecting to the CLI using a local console

» Enabling access to the CLI through the network (SSH or Telnet)
» Connecting to the CLI using SSH

» Connecting to the CLI using Telnet

Connecting to the CLI using a local console

Local console connections to the CLI are formed by directly connecting your management
computer or console to the FortiMail unit, using its DB-9 or RJ-45 console port.
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Connecting to the CLI

Using the CLI

Requirements

» a computer with an available serial communications (COM) port

» the RJ-45-t0-DB-9 or null modem cable included in your FortiMail package
« terminal emulation software such as HyperTerminal for Microsoft Windows

¥ Note: The following procedure describes connection using Microsoft HyperTerminal
software; steps may vary with other terminal emulators.

To connect to the CLI using a local serial console connection

1 Using the null modem or RJ-45-to-DB-9 cable, connect the FortiMail unit’s console port
to the serial communications (COM) port on your management computer.

2 On your management computer, start HyperTerminal.
3 On Connection Description, enter a Name for the connection, and select OK.

4 On Connect To, from Connect using, select the communications (COM) port where you
connected the FortiMail unit.

5 Select OK.
6 Select the following Port settings and select OK.

Bits per second 9600
Data bits 8
Parity None
Stop bits 1
Flow control None

7 Press Enter to connect to the CLI.
The login prompt appears.
8 Type a valid administrator account name (such as admin) and press Enter.

9 Type the password for that administrator account and press Enter. (In its default state,
there is no password for the admin account.)

The CLI displays the following text:
Welcome!
Type ? to list available commands.

You can now enter CLI commands, including configuring access to the CLI through
SSH or Telnet. For details, see “Enabling access to the CLI through the network (SSH
or Telnet)” on page 14.

Enabling access to the CLI through the network (SSH or Telnet)

SSH or Telnet access to the CLI is formed by connecting your computer to the FortiMail
unit using one of its RJ-45 network ports. You can either connect directly, using a peer
connection between the two, or through any intermediary network.

You must enable SSH and/or Telnet on the network interface associated with that physical
network port. If your computer is not connected directly or through a switch, you must also
configure the FortiMail unit with a static route to a router that can forward packets from the
FortiMail unit to your computer.

14
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Using the CLI Connecting to the CLI

You can do this using either:
» alocal console connection (see the following procedure)
+ the web-based manager (see the FortiMail Install Guide)

Requirements

* a computer with an available serial communications (COM) port and RJ-45 port
+ terminal emulation software such as HyperTerminal for Microsoft Windows

+ the RJ-45-t0-DB-9 or null modem cable included in your FortiMail package

* anetwork cable

+ prior configuration of the operating mode, network interface, and static route (for
details, see the FortiMail Install Guide)

To enable SSH or Telnet access to the CLI using a local console connection

1 Using the network cable, connect the FortiMail unit’'s network port either directly to your
computer’s network port, or to a network through which your computer can reach the
FortiMail unit.

2 Note the number of the physical network port.

3 Using a local console connection, connect and log into the CLI. For details, see
“Connecting to the CLI using a local console” on page 13.

4 Enter the following command:

set system interface <interface str> config allowaccess
<protocols list>

where:

* <interface str> is the name of the network interface associated with the
physical network port and containing its number, such as port1

* <protocols list> is the complete, space-delimited list of permitted
administrative access protocols, such as https ssh telnet

For example, to exclude HTTP, HTTPS, SNMP, and PING, and allow only SSH and
Telnet administrative access on port1:

set system interface portl config allowaccess ssh telnet

| Caution: Telnet is not a secure access method. SSH should be used to access the CLI
from the Internet or any other untrusted network.

5 To confirm the configuration, enter the command to display the network interface
settings.

get system interface

The CLI displays the settings, including the allowed administrative access protocols,
for the network interfaces.

To connect to the CLI through the network interface, see “Connecting to the CLI using
SSH” on page 15 or “Connecting to the CLI using Telnet” on page 16.
Connecting to the CLI using SSH

Once the FortiMail unit is configured to accept SSH connections, you can use an SSH
client on your management computer to connect to the CLI.
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Connecting to the CLI Using the CLI

Secure Shell (SSH) provides both secure authentication and secure communications to
the CLI.

Note: FortiMail units support 3DES and Blowfish encryption algorithms for SSH.

Before you can connect to the CLI using SSH, you must first configure a network interface
to accept SSH connections. For details, see “Enabling access to the CLI through the
network (SSH or Telnet)” on page 14.

Note: The following procedure uses PuTTY. Steps may vary with other SSH clients.

To connect to the CLI using SSH
1 On your management computer, start an SSH client.

2 In Host Name (or IP Address), type the IP address of a network interface on which you
have enabled SSH administrative access.

3 In Port, type 22.
4 From Connection type, select SSH.
5 Select Open.
The SSH client connects to the FortiMail unit.

The SSH client may display a warning if this is the first time you are connecting to the
FortiMail unit and its SSH key is not yet recognized by your SSH client, or if you have
previously connected to the FortiMail unit but it used a different IP address or SSH key.
If your management computer is directly connected to the FortiMail unit with no
network hosts between them, this is normal.

6 Click Yes to verify the fingerprint and accept the FortiMail unit's SSH key. You will not
be able to log in until you have accepted the key.

The CLI displays a login prompt.
7 Type a valid administrator account name (such as admin) and press Enter.

Note: You can alternatively log in using an SSH key. For details, see “system admin” on
page 151.

8 Type the password for this administrator account and press Enter.

¥ Note: If four incorrect login or password attempts occur in a row, you will be disconnected.
Wait one minute, then reconnect to attempt the login again.

The FortiMail unit displays a command prompt (its host name followed by a #) .
You can now enter CLI commands.

Connecting to the CLI using Telnet

Once the FortiMail unit is configured to accept Telnet connections, you can use a Telnet
client on your management computer to connect to the CLI.
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Using the CLI Command syntax

| Caution: Telnet is not a secure access method. SSH should be used to access the CLI
from the Internet or any other untrusted network.

Before you can connect to the CLI using Telnet, you must first configure a network
interface to accept SSH connections. For details, see “Enabling access to the CLI through
the network (SSH or Telnet)” on page 14.

To connect to the CLI using Telnet
1 On your management computer, start a Telnet client.
Connect to a FortiMail network interface on which you have enabled Telnet.

2
3 Type a valid administrator account name (such as admin) and press Enter.
4 Type the password for this administrator account and press Enter.

* Note: If three incorrect login or password attempts occur in a row, you will be disconnected.
Wait one minute, then reconnect to attempt the login again.

The FortiMail unit displays a command prompt (its host name followed by a #) .
You can now enter CLI commands.

Command syntax

When entering a command, the command line interface (CLI) requires that you use valid
syntax, and conform to expected input constraints. It will reject invalid commands.

Fortinet documentation uses the following conventions to describe valid command syntax.

Terminology

Each command line consists of a command word that is usually followed by words for the
configuration data or other specific item that the command uses or affects:
get system admin

To describe the function of each word in the command line, especially if that nature has
changed between firmware versions, Fortinet uses terms with the following definitions.
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Command syntax

Using the CLI

Figure 1: Command syntax terminology

Command Subcommand Object

e

config/system in?fffiggff,,/—TaMe
edit <port name> /’/,,,,Opﬂon

set status {up | down}

set ip <interface ipv4mask>

next\\\\

end

Field Value

command — A word that begins the command line and indicates an action that the
FortiMail unit should perform on a part of the configuration or host on the network, such
as config or execute. Together with other words, such as fields or values, that end
when you press the Enter key, it forms a command line.

Valid command lines must be unambiguous if abbreviated. (See “Command
abbreviation” on page 27.) Optional words or other command line permutations are
indicated by syntax notation. (See “Notation” on page 19.)

Note: This CLI Reference is organized alphabetically by object for the config command,

and by the name of the command for remaining top-level commands.

sub-command — A kind of command that is available only when nested within the
scope of another command. After entering a command, its applicable sub-commands
are available to you until you exit the scope of the command, or until you descend an
additional level into another sub-command. Indentation is used to indicate levels of
nested commands. (See “Indentation” on page 19.)

Not all top-level commands have sub-commands. Available sub-commands vary by
their containing scope. (See “Sub-commands” on page 21.)

object — A part of the configuration that contains tables and/or fields. Valid command
lines must be specific enough to indicate an individual object.

table — A set of fields that is one of possibly multiple similar sets which each have a
name or number, such as an administrator account, policy, or network interface. These
named or numbered sets are sometimes referenced by other parts of the configuration
that use them. (See “Notation” on page 19.)

field — The name of a setting, such as ip or hostname. Fields in some tables must
be configured with values. Failure to configure a required field will result in an invalid
object configuration error message, and the FortiMail unit will discard the invalid table.

value — A number, letter, IP address, or other type of input that is usually your
configuration setting held by a field. Some commands, however, require multiple input
values which may not be named but are simply entered in sequential order in the same
command line. Valid input types are indicated by constraint notation. (See “Notation”
on page 19.)

option — A kind of value that must be one or more words from of a fixed set of options.
(See “Notation” on page 19.)
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Using the CLI

Command syntax

Indentation

Notation

Indentation indicates levels of nested commands, which indicate what other sub-
commands are available from within the scope.

For example, the edit sub-command is available only within a command that affects
tables, and the next sub-command is available only from within the edi t sub-command:

config system interface
edit portl
set status up
next
end

For information about available sub-commands, see “Sub-commands” on page 21.

Brackets, braces, and pipes are used to denote valid permutations of the syntax.
Constraint notations, such as <address ipv4>, indicate which data types or string
patterns are acceptable value input.

Table 2: Command syntax notation

Convention Description
Square brackets [ ] A non-required word or series of words. For example:
[verbose {1 | 2 | 3}]

indicates that you may either omit or type both the verbose word and
its accompanying option, such as:
verbose 3
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Command syntax Using the CLI

Table 2: Command syntax notation

Angle brackets < > A word constrained by data type.

To define acceptable input, the angled brackets contain a descriptive

name followed by an underscore () and suffix that indicates the

valid data type. For example:

<retries_int>

indicates that you should enter a number of retries, such as 5.

Data types include:

+ <xxx name>: A name referring to another part of the
configuration, such as policy A.

* <xxx_index>: Anindex number referring to another part of the
configuration, such as 0 for the first static route.

* <xxx _pattern>: Aregular expression or word with wild cards
that matches possible variations, such as *@example.com to
match all email addresses ending in @Gexample. com.

+ <xxx_fqgdn>: A fully qualified domain name (FQDN), such as
mail.example.com.

* <xxx_email>:An email address, such as
admin@mail.example.com.

» <xxx_url>: A uniform resource locator (URL) and its associated
protocol and host name prefix, which together form a uniform
resource identifier (URI), such as
http://www.fortinet./com/.

* <xxx_ipv4>: AnIPv4 address, suchas 192.168.1.99.

* <xxx_vidmask>: A dotted decimal IPv4 netmask, such as
255.255.255.0.

¢ <xxx ipv4mask>: A dotted decimal IPv4 address and netmask
separated by a space, such as
192.168.1.99 255.255.255.0.

* <xxx_ipv4/mask>: A dotted decimal IPv4 address and CIDR-
notation netmask separated by a slash, such as such as
192.168.1.99/24.

* <xxx_ipvd4range>: A hyphen ( - )-delimited inclusive range of
IPv4 addresses, suchas 192.168.1.1-192.168.1.255.

* <xxx_ipvé6>: A colon( : )-delimited hexadecimal IPv6 address,
such as 3f2e:6a8b:78a3:0d82:1725:6a2f:0370:6234.

* <xxx_vémask>: An IPv6 netmask, such as /96.

+ <xxx_ ipvemask>: An IPv6 address and netmask separated by a
space.

* <xxx str>: Astring of characters that is not another data type,
such as P@ssw0rd. Strings containing spaces or special
characters must be surrounded in quotes or use escape
sequences. See “Special characters” on page 27.

* <xxx_int>: Aninteger number that is not another data type,
such as 15 for the number of minutes.

Curly braces { } A word or series of words that is constrained to a set of options
delimited by either vertical bars or spaces.

You must enter at least one of the options, unless the set of options is
surrounded by square brackets [ ].
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Using the CLI

Sub-commands

Table 2: Command syntax notation

Options delimited | Mutually exclusive options. For example:
by vertical bars | | {enable | disable}

indicates that you must enter either enable or disable, but must
not enter both.

Options delimited | Non-mutually exclusive options. For example:

by spaces {http https ping snmp ssh telnet}

indicates that you may enter all or a subset of those options, in any
order, in a space-delimited list, such as:

ping https ssh

Note: To change the options, you must re-type the entire list. For
example, to add snmp to the previous example, you would type:
ping https snmp ssh

If the option adds to or subtracts from the existing list of options,

instead of replacing it, or if the list is comma-delimited, the exception
will be noted.

Sub-commands

Once you have connected to the CLI, you can enter commands.
Each command line consists of a command word that is usually followed by words for the
configuration data or other specific item that the command uses or affects:
get system admin
Sub-commands are available from within the scope of some commands.When you enter a

sub-command level, the command prompt changes to indicate the name of the current
command scope. For example, after entering:

config system admin

the command prompt becomes:
(admin) #
Applicable sub-commands are available to you until you exit the scope of the command,
or until you descend an additional level into another sub-command.
For example, the edit sub-command is available only within a command that affects
tables; the next sub-command is available only from within the edit sub-command:
config system interface
edit portl
set status up

next
end

# Note: Sub-command scope is indicated in this CLI Reference by indentation. See
“Indentation” on page 19.

Available sub-commands vary by command.From a command prompt within config, two
types of sub-commands might become available:

+ commands affecting fields
+ commands affecting tables

available sub-commands. However, when nested scope is demonstrated, you should

Note: Syntax examples for each top-level command in this CLI Reference do not show all
% assume that sub-commands applicable for that level of scope are available.
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