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Introduction Before you begin

Introduction

This reference provides detailed information about all log messages that are recorded by
the FortiGate unit. It is intended for administrators that are already logging FortiGate
features and require information about a specific log message that was recorded, such as
an event-admininistration log message with the log 1D 41990.

This chapter includes the following topics:

» Before you begin

* Document conventions

* Registering your Fortinet product

* Fortinet products End User License Agreement
» Customer service and technical support

* Training

* Fortinet documentation

Before you begin

Before you begin using this guide, take a moment to note the following:

* The information in this reference applies to all FortiGate units and models currently
running FortiOS 4.0 and higher.

* You have enabled logging of FortiGate features. If you have not chosen a log device, or
have not enabled logging of FortiGate features, see the Logging and Reporting in
FortiOS 4.0 User Guide.

* Each log message is written as it would appear in the Raw format on the web-based
manager.

+ The log message tables in this reference indicate the firmware maintenance release
each log message is recorded in, whenever applicable. The firmware maintenance
release informs you which firmware maintenance release records each log message. If
no firmware maintenance release is applicable, the firmware version is used (as in the
initial release of this document) and indicates the log message carries forward through
all FortiOS 4.0 maintenance releases.

Log messages generated in one firmware maintenance release (or firmware version)
to another may not contain the exact information because of changes to existing
features or new features.

» This reference is published periodically, and therefore, contains only information
gathered at the date of publication.

How this reference is organized
This document describes what log messages are recorded by the FortiGate unit.

This document contains the following chapters:

FortiGate 4.0 log messages provides an overview of what log header types look like, what
DLP archives are, and a detailed example with explanation of a debug log message.
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Document conventions Introduction

The following chapters are grouped by log type with the exception of the event log, and
include only log messages for that log type. The event log type chapters are grouped by
subtype, for example event-system, due to the large amount of subtypes associated with
the event log.

» Traffic

* Event-Administration

* Event-System

* Event-DHCP service

« Event-Firewall authentication
* Event-Wireless

» Event-IPSec negotation
+ Event-L2TP/PPP/PPPoE
+ Event-SSL VPN

* Event-VIP SSL

* Event-WAN Acceleration
* Event-LDB-monitor

+ Event-his-performance

* Event-HA

* Event-pattern

» Data Leak Prevention

» Application Control

* Antivirus

» Attack

«  Email filter
+  Webfilter

« DLP archives

Document conventions

Fortinet technical documentation uses the conventions described below.

IP addresses

To avoid publication of public IP addresses that belong to Fortinet or any other
organization, the IP addresses used in Fortinet technical documentation are fictional and
follow the documentation guidelines specific to Fortinet. The addresses used are from the
private IP address ranges defined in RFC 1918: Address Allocation for Private Internets,
available at http://ietf.org/rfc/rfc1918.txt?number-1918.

Cautions, Notes and Tips

Fortinet technical documentation uses the following guidance and styles for cautions,
notes and tips.

| Caution: Warns you about commands or procedures that could have unexpected or
undesirable results including loss of data or damage to equipment.

14
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Introduction Registering your Fortinet product

# Note: Presents useful information, usually focused on an alternative, optional method, such
as a shortcut, to perform a step.

Tip: Highlights useful additional information, often tailored to your workplace activity.

Typographical conventions
Fortinet documentation uses the following typographical conventions:

Table 1: Typographical conventions in Fortinet technical documentation

Convention Example

Button, menu, text box, | From Minimum log level, select Notification.
field, or check box label

CLI input* config system dns
set primary <address ipvé4>
end

CLI output FGT-602803030703 # get system settings

comments : (null)

opmode : nat
Emphasis HTTP connections are not secure and can be intercepted by a third

party.
File content <HTML><HEAD><TITLE>Firewall

Authentication</TITLE></HEAD>
<BODY><H4>You must authenticate to use this
service.</H4>

Hyperlink Visit the Fortinet Technical Support web site,
https://support.fortinet.com.

Keyboard entry Type a name for the remote VPN peer or client, such as
Central Office 1.

Navigation Go to VPN > IPSEC > Auto Key (IKE).

Publication For details, see the FortiGate Administration Guide.

Note: Links typically go to the most recent version. To access earlier
releases, go to http://docs.fortinet.com/. This link appears at the bottom
of each page of this document.

Registering your Fortinet product

Before you begin configuring and customizing features, take a moment to register your
Fortinet product at the Fortinet Technical Support web site, https://support.fortinet.com.

Many Fortinet customer services, such as firmware updates, technical support, and
FortiGuard Antivirus and other FortiGuard services, require product registration.

For more information, see the Fortinet Knowledge Base article Registration Frequently
Asked Questions.

Fortinet products End User License Agreement

See the Fortinet products End User License Agreement.
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Customer service and technical support

Introduction

Customer service and technical support

Training

Fortinet Technical Support provides services designed to make sure that you can install
your Fortinet products quickly, configure them easily, and operate them reliably in your
network.

To learn about the technical support services that Fortinet provides, visit the Fortinet
Technical Support web site at https://support.fortinet.com.

You can dramatically improve the time that it takes to resolve your technical support ticket
by providing your configuration file, a network diagram, and other specific information. For
a list of required information, see the Fortinet Knowledge Base article What does Fortinet
Technical Support require in order to best assist the customer?

Fortinet Training Services provides a variety of training programs to serve the needs of our
customers and partners world-wide. Visit the Fortinet Training Services web site at
http://campus.training.fortinet.com, or email training@fortinet.com.

Fortinet documentation

The Fortinet Technical Documentation web site, http://docs.fortinet.com, provides the
most up-to-date versions of Fortinet publications, as well as additional technical
documentation such as technical notes.

In addition to the Fortinet Technical Documentation web site, you can find Fortinet
technical documentation on the Fortinet Tools and Documentation CD, and on the Fortinet
Knowledge Base.

Tools and Documentation CD

The documentation for your product is available on the Fortinet Tools and Documentation
CD shipped with your product. The documents on this CD are current at shipping time. For
the most current versions of Fortinet documentation, visit the Fortinet Technical
Documentation web site, http://docs.fortinet.com.

Fortinet Knowledge Base

The Fortinet Knowledge Base provides additional Fortinet technical documentation, such
as troubleshooting and how-to articles, examples, FAQs, technical notes, a glossary, and
more. Visit the Fortinet Knowledge Base at http://kb.fortinet.com.

Comments on Fortinet technical documentation

Please send information about any errors or omissions in this or any Fortinet technical
document to techdoc@fortinet.com.
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FortiGate 4.0 log messages FortiOS 4.0 MR1 updates

FortiGate 4.0 log messages

FortiGate logs provide historical and current analysis of network activity to help identify security issues,
reducing network misuse and abuse.

For more information about configuring logging in FortiOS 4.0, see the Logging and Reporting in FortiOS
4.0 User Guide. It contains additional information about log messages and logging in general in FortiOS
4.0, and is located on the Fortinet Tech Docs web site.

This section describes:

* FortiOS 4.0 MR1 updates
* Log header variations

* DLP archive logs

* Debug log messages

maintenance release also includes a reduction in log size which may affect your schedule

# Note: In FortiOS 4.0 MR1, content archive logs are now called DLP archive logs. This
of uploading or rolling of log files to a FortiAnalyzer unit.

FortiOS 4.0 MR1 updates

In FortiOS 4.0 MR1, most log messages contain a new log message identification numbering system. This
numbering system changes the last five digits in the ten-digit number; however, not all log messages
contain this new numbering system. The following explains this change and other changes that occur in
FortiOS 4.0 MR1.

¥ Note: The sections within this document indicate what log types still contain the original
numbering system.

Event-chassis log messages
The event-chassis log messages were removed from this document because they are no longer
supported.

Event-wireless log messages

The event-wireless log messages are new to FortiOS 4.0 MR1. These log messages are recorded on a
FortiGate unit that has WiFi capabilities and WiFi activities or events are occurring. These log messages
have the new log message numbering system.

Email filter log messages
Previously referred to as Spam filter log messages, they are now called Email filter and contain the new log
number identification system.

Event-administration and event-system log messages

The event-administration and event-system log messages contain the new numbering system but not all of
these log messages were available before publication of this document. These two sections will be
updated when more information becomes available.

FortiGate Log Message Reference Version 4.0 MR1
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Log header variations FortiGate 4.0 log messages

Log message ID number

The log message ID number is a ten-digit number that indicates the log type, subtype, and log message
itself. The log message ID is located in the log_id field of every log message recorded. The last five digits
changed in FortiOS 4.0 MR1 because of the log reduction feature that was introduced.

The following is an example of what appears in the log_id field (highlighted in bold) in FortiOS 4.0 MR1:

2009-09-16 09:27:03 log 1d=0104041985 type=event subtype=admin pri=alert
fwver=040001 vd=root

Logs that did not receive the new log message numbering system are:

« Event-SSL VPN * Event-LDB Monitor
» Event-Firewall authentication * Event-WAN
* Event-VIP SSL » Event-pattern

+ Event-L2TP/PPTP/PPPoE » Event-DHCP

Syslog log messages are also affected. They contain the new log identification numbering system and you
can use this document to help identify the log messages.

Viewing log messages from the FortiGate unit

When you are viewing log messages that are stored on the FortiAnalyzer unit, those log messages (in Raw
format only) appear as they would when viewing them in Raw format on the FortiAnalyzer unit itself.

The following is an example of an event-administration log message, but viewed from Log Access >
FortiAnalyzer.

device id=FGT50B3G06500085 log i1d=41985 subtype=admin type=event
timestamp=1255713423 pri=alert itime=1255699353 vd=root user=“admin”
ui=https(172.16.25.122) action=login status=failed reason=“passwd invalid”
msg="“Administrator admin login failed from https(172.16.25.122) because of
invalid password”

The fwver field is no longer sent to the FortiAnalyzer unit; however, you can see it when viewing log
messages from the FortiGate system’s memory or disk.

The following is an example of the above event-administration log message that is being viewed in Log
Access > Memory:

2009-09-16 09:27:03 log 1d=0104041985 type=event subtype=admin pri=alert
fwver=040001 vd=root user=“userl” ui=https(172.16.25.122) action=login
status=failed reason="“passwd invalid” msg=“Administrator userl login failed
from https(172.16.25.122) because of invalid password”

DLP archives are stored on the FortiAnalyzer unit, and when viewed from the DLP archive menu on the
FortiGate unit, they are the same as viewing log messages from Log Access > FortiAnalyzer.

Log header variations

Log headers are the beginning of the log and inform you of the time the log was recorded, what FortiGate
recorded the log, and the firmware version the log was recorded including other important information. The
following header is standard format when viewing logs in Raw format in the web-based manager:

2009-03-14 05:18:20 devname=FGT50B3G06500085 device id=FGT50B3G06500085
log 1d=0954110000 type=dlp subtype=dlp pri=notice vd=root fwver=04000
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FortiGate 4.0 log messages DLP archive logs

Log header formats can vary from the above header format when you are viewing logs from a different
logging location, such as a Syslog or WebTrends server. For example, a Syslog device can display log
information with commas if the Comma Separated Values (CSV) format is enabled.

The following examples show what information is in log headers as well as how that information is
displayed.

Remote Syslog log header format

Logs sent to a Syslog server, or multiple Syslog servers, displays log headers as follows:
date=2009-04-31 time=06:04:45 devname=FGT-50B device id=FGT50B3G06500085
log i1d=1059116020 type=app-crtl subtype=app-crtl-all pri=notice, vd=root
fwver=040000

WebTrends log header format

Logs sent to a remote NetlQ WebTrends firewall reporting server display log headers as follows:

id=firewall time=“2009-04-31 15:05:55” fw=FGT50B3G0606500085 pri=5
log 1d=0100030101 type=event subtype=admin

DLP archive logs

DLP archive logs are historical logs that have been stored on a FortiAnalyzer unit or FortiGuard Analysis
server. These log types are:

* Email

- FTP

* Web (HTTP, HTTPS)
+  IM/P2P

* VoIP

Configuring DLP archiving is enabled within the DLP sensor. DLP archiving of spam email messages is
configured only in the protection profile.

There are two default DLP sensors that you can use for DLP archiving, Content_Archive and
Content_Summary. The Content_Archive sensor provides full DLP archiving, which includes all content,
for example, email messages include the entire message and attachments. The Content_Summary sensor
provides only the meta data about the content, for example, email message summary records only the
email header.

For more information about configuring and enabling DLP archiving, see the UTM User Guide. For detailed
information about the fields in a DLP archived log message, see Logging and Reporting in FortiOS 4.0
User Guide.

Debug log messages

Debug log messages are only generated if the log severity level is set to Debug. The Debug severity level
is the lowest log severity level and is rarely used. This severity level usually contains some firmware status
information that is useful when the FortiGate unit is not functioning properly. Debug log messages are
generated by all types of FortiGate features.

If you want more detailed information about log messages, similar to the following log messages, see
Logging and Reporting in FortiOS 4.0 User Guide.

The following is an example of a debug log message:

2009-04-25 17:25:54 log 1d=0315093000 type=webfilter subtype=urlfilter
pri=debug msg=“found in cache”
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Debug log messages

FortiGate 4.0 log messages

Table 2: Explanation of an example of a Debug log message

date=(2009-04-25)

The year, month and day of when the event occurred in the
format yyyy-mm-dd.

time=(17:25:54)

The hour, minute and second of when the event occurred in
the format hh:mm:ss.

log_id=(0315093000)

A ten-digit number. The first two digits represent the log type
and the following two digits represent the log subtype. The
last five digits represent the message ID.

type=(webfilter)

The section of system where the event occurred. There are
eleven log types in FortiOS 4.0. For more information about
each log type, see Logging and Reporting in FortiOS 4.0
User Guide.

subtype=(urlfilter)

The subtype of the log message. This represents a policy
applied to the FortiGate feature in the firewall policy.

pri=(debug)

The severity level of the event. There are six severity levels
to specify.

msg=(“found in cache”)

Explains the activity or event that the FortiGate unit
recorded.
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Traffic

Traffic

Traffic log messages record the network traffic going through the FortiGate unit.

In the policyid field of traffic log messages, the number may be zero because any policy that is
automatically added by the FortiGate unit is indexed as zero. For more information, see the Fortinet
Knowledge Base article, Firewall policy=0.
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Traffic

2
Message ID 2
Log Type Traffic — Allowed
Severity Notification
FortiOS version 4.0 MR1

Messages

status=accept vd=<vdom_name> dir_disp={org|reply} tran_disp={noop|snat|dnat}
src=<source_jp_address> srcname=<source_name> src_port=<source_port>
dst=<destination_ip_address> dsthame=<destination_name>
dst_port=<destination_port> tran_ip=<tran_ip_address> tran_port=<tran_port>
service=<service> proto=<protocol_number>
app_type={N/A|BitTorrentleDonkey|Gnutella|KaZaa|Skype|WinNY|AIM|ICQ|MSN|YAH
OO} duration=<duration_number> rule=<rule_number>
policyid=<policy_identification_number> custom=<custom_fields> sent=<sent>
rcvd=<received> sent_pkt=<sent_packets_number>
rcvd_pkt=<received_packets_number> vpn=<vpn_tunnel_name>
src_int=<source_interface> dst_int=<destination_interface>
SN=<device_serial_number> user=<user_name> group=<group_name>
carrier_ep=<fortioscarrier_endpoint_identification>

Meaning

The traffic was allowed. In the app_type field, N/A means unknown type.

3

Message ID

3

Log Type

Traffic — Violation

Severity

Warning

FortiOS version

4.0 MR1

Messages status=deny vd=<vdom_name> src=<source_ip_address> srcname=<source_name>
src_port=<source_port> dst=<destination_ip_address> dstname=<destination_name>
dst_port=<destination_port> service=<service> proto=<protocol_number>
app_type={N/A|BitTorrentleDonkey|Gnutella|KaZaa|Skype|WinNY|AIM|ICQ|MSN|YAH
OO} duration=<duration_number> rule=<rule_number>
policyid=<policy_identification_number> custom=<custom_fields> sent=<sent>
rcvd=<received> vpn=<vpn_tunnel_name> src_int=<source_interface>
dst_int=<destination_interface> SN=<device_serial_number> user=<user_name>
group=<group_name> carrier_ep=<fortioscarrier_endpoint_identification>

Meaning Violation traffic. In the app_type field, N/A means unknown type.

4

Message ID 4

Log Type Traffic — Other

Severity Notification

FortiOS version 4.0 MR1

Messages

status=accept vd=<vdom_name> src=<source_ip_address> srcname=<source_name>
src_port=<source_port> dst=<destination_ip_address> dstname=<destination_name>
dst_port=<destination_port> service=<service> proto=<protocol_number>
app_type={N/A|BitTorrentleDonkey|Gnutella|KaZaa|Skype|WinNY|AIM|ICQ|MSN|YAH
OO} duration=<duration_number> sent=<sent> rcvd=<received>
vpn=<vpn_tunnel_name> src_int=<source_interface> dst_int=<destination_interface>
SN=<device_serial_number> user=<user_name> group=<group_name>
carrier_ep=<fortioscarrier_endpoint_identification>

Meaning

The traffic is designated as other traffic. In the app_type field, N/A means unknown type.
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5

Message ID 5

Log Type Traffic —Other
Severity Notification
FortiOS version 4.0 MR1

Messages

status=accept vd=<vdom_name> dir_disp={org|reply} tran_disp={noop|snat|dnat}
src=<source_jp_address> srcname=<source_name> src_port=<source_port>
dst=<destination_ip_address> dsthame=<destination_name>
dst_port=<destination_port> tran_ip=<tran_ip_address> tran_port=<tran_port>
service=<service> proto=<protocol_number>
app_type={N/A|BitTorrentleDonkey|Gnutella|KaZaa|Skype|WinNY|AIM|ICQ|MSN|YAH
OO} duration=<duration_number> rule=<rule_number>
policyid=<policy_identification_number> custom=<custom_fields> sent=<sent>
rcvd=<received> sent_pkt=<sent_packets_number>
rcvd_pkt=<received_packets_number> vpn=<vpn_tunnel_name>
src_int=<source_interface> dst_int=<destination_interface>
SN=<device_serial_number> user=<user_name> group=<group_name>
carrier_ep=<fortioscarrier_endpoint_identification>

Meaning

An allowed ICMP ftraffic log message. In the app_type field, N/A means unknown type.

6

Message ID

6

Log Type

Traffic — Other

Severity

Notification

FortiOS version

4.0 MR1

Messages status=accept vd=<vdom_name> src=<source_ip_address> srcname=<source_name>
src_port=<source_port> dst=<destination_ip_address> dstname=<destination_name>
dst_port=<destination_port> service=<service> proto=<protocol_number>
app_type={N/A|BitTorrentleDonkey|Gnutella|KaZaa|Skype|WinNY|AIM|ICQ|MSN|YAH
OO} duration=<duration_number> rule=<rule_number>
policyid=<policy_identification_number> custom=<custom_fields> sent=<sent>
rcvd=<received> vpn=<vpn_tunnel_name> src_int=<source_interface>
dst_int=<destination_interface> SN=<device_serial_number> user=<user_name>
group=<group_name> carrier_ep=<fortioscarrier_endpoint_identification>

Meaning An internal ICMP message was denied. In the app_type field, N/A means unknown type.

7

Message ID 7

Log Type Traffic — Other

Severity Notification

FortiOS version 4.0 MR1

Messages

status=accept vd=<vdom_name> src=<source_ip_address> srcname=<source_name>
src_port=<source_port> dst=<destination_ip_address> dsthame=<destination_name>
dst_port=<destination_port> service=<service> proto=<protocol_number>
app_type={N/A|BitTorrentleDonkey|Gnutella|KaZaa|Skype|WinNY|AIM|ICQ|MSN|YAH
OO} duration=<duration_number> rule=<rule_number>
policyid=<policy_identification_number> custom=<custom_fields> sent=<sent>
rcvd=<received> vpn=<vpn_tunnel_name> src_int=<source_interface>
dst_int=<destination_interface> SN=<device_serial_number> user=<user_name>
group=<group_name> carrier_ep=<fortioscarrier_endpoint_identification>

Meaning

An external ICMP message was denied. In the app_type field, N/A means unknown type.
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Traffic

8

Message ID 8

Log Type Traffic — WAN-Opt-traffic
Severity Notification

FortiOS version 4.0 MR1

Messages vd=<vdom_name> src=<source_ip_address> srcname=<source_name>
src_port=<source_port> dst=<destination_ip_address> dsthame=<destination_name>
dst_port=<destination_port> wanopt_app_type={web-cache|cifs|tcp|ftp|map|http}
duration=<duration_number> rule=<rule_number>
policyid=<policy_identification_number> wan_in=<wan_in> wan_out=<wan_out>
lan_in=<lan_in> lan_out=<lan_out> src_int=<source_interface>
dst_int=<destination_interface> user=<user_name> group=<group_name>

Meaning A Wan Optimization traffic log message.

9

Message ID 9

Log Type Traffic — Web cache-Traffic

Severity Notification

FortiOS version 4.0 MR1

Messages

vd=<vdom_name> src=<source_ip_address> srcname=<source_name>
src_port=<source_port> dst=<destination_ip_address> dsthame=<destination_name>
dst_port=<destination_port> wanopt_app_type={web-cache|cifs|tcp|ftp|map|http}
duration=<duration_number> rule=<rule_number>
policyid=<policy_identification_number> wan_in=<wan_in> wan_out=<wan_out>
lan_in=<lan_in> lan_out=<lan_out> src_int=<source_interface>
dst_int=<destination_interface> user=<user_name> group=<group_name>

Meaning

A Web-cache-Traffic log message.

24

FortiGate Log Message Reference Version 4.0 MR1
01-410-82627-20091029
http://docs.fortinet.com/ « Feedback


http://docs.fortinet.com/
http://docs.fortinet.com/surveyredirect.html

Event-Administration

Event-Administration

Caution: This section is currently under construction and therefore, not all
event-administration log messages are included. Tech Docs will update this section as

soon as more information becomes available.

Event-Administration log messages record what administration users are configuring on the FortiGate unit,
and what is occurring on the FortiGate unit. For example, memory storage is becoming full.

41985
41986
41987
41988
41989
41990
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Event-Administration

41985

Message ID 41985

Log Type Event Log - Administration Event
Severity Alert

FortiOS version 4.0 MR1

Messages user=<administrator_name> ui={GUI(<ip_address>)|CLIl|console}
action=login status=failed reason="“password_invalid”
msg=“Administrator <administrator_name> login failed from
{GUI(<ip_address>)|CLI|console} because of invalid password”

Meaning An administrator could not log in because they had an invalid password.

Message ID 41985

Log Type Event Log - Administration Event

Severity Alert

FortiOS version 4.0 MR1

Messages user=<administrator_name> ui={GUI(<ip_address>)|CLI|console}
action=login status=failed reason="“name_invalid” msg=“Administrator
<administrator_name> login failed from
{GUI(<ip_address>)|CLI|console} because of invalid user name”

Meaning An administrator could not log in because they did not have a valid user
name.

Message ID 41985

Log Type Event Log - Administration Event

Severity Alert

FortiOS version 4.0 MR1

Messages user=<administrator_name> action=Ilogin status=failed
reason=exceed_limit msg=\“Login disabled from IP <ip_address> for
<seconds> seconds because of too many bad attempts.”

Meaning An administrator failed to log in.
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Event-Administration

41986

* A user restored an image from a specific location.

» The specified user rebooted the FortiGate unit because of upgrading firmware.

» The specified user loaded an image and this new image has a valid RSA signature.

» The specified user shutdown the device and a reason is given for why the user user shut down the

device.
Message ID 41986
Log Type Event Log - Administration Event
Severity Critical
FortiOS version 4.0 MR1

Messages user=<user_name> ui={GUI(<ip_address>)|CLIl|console}
action=restore-image status=success msg=“User <user_name>
restored the image from {GUI(<ip_address>)|CLI|console}
(<firmware_version_number_build_number> ->
<firmware_version_number_build_number>)”

Meaning A user restored an image from a specific location.

Message ID 41986

Log Type Event Log - Administration Event

Severity Critical

FortiOS version 4.0 MR1

Messages user=<user_name> ui={GUI(<ip_address>)|CLIl|console} action=reboot
msg="“User <user_name> rebooted the device from
{GUI(<ip_address>)|CLIl|console}. The reason is ‘upgrade firmware’”

Meaning The specified user rebooted the FortiGate unit because of upgrading
firmware.

Message ID 41986

Log Type Event Log - Administration Event

Severity Critical

FortiOS version 4.0 MR1

Messages user=<user_name> ui={GUI(<ip_address>)|CLIl|console}
action=loaded-image status=success msg="“User <user_name> loaded
an image from {GUI(<ip_address>)|CLIl|console} . The new image does
have a valid RSA signature”

Meaning The specified user loaded an image and this new image has a valid RSA
signature.

Message ID 41986

Log Type Event Log - Administration Event

Severity Critical

FortiOS version 4.0 MR1
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Event-Administration

Message ID 41986

Messages user=<user_name> ui={GUI(<ip_address>)|CLIl|console}
action=“shutdown” msg=“User <user_name> shutdown the device
from {GUI(<ip_address>)|CLIl|console} . The reason is
<reason_string>" vd=<vdom_name>

Meaning The specified user shutdown the device and a reason is given for why the

user user shut down the device.

This reason is taken from the comment or description the user gave when

the Shutdown window appeared. For example, a user wants to remove two
hard drives from their FortiGate-82C unit so they enter “going to remove 2

drives” in the comment field in Shutdown.

41987
Message ID 41987
Log Type Event Log - Administration Event
Severity Error
FortiOS version 4.0 MR1
Messages user=<user_name> ui={GUI(<ip_address>)|CLI|console} action=backup
status=failure msg="“User <user_name> failed to backup the
configuration from {GUI(<ip_address>)|CLIl|console} to management
station”
Meaning The specified user failed to back up the configuration file to the FortiGuard
Management server.
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41988

* The system configuration file was downloaded by the specified user.

* A password was changed.

» The debug log file was downloaded by a user.

» The configuration file was successfully restored by the specified user.

» The system backed up a configuration file to the management station because the central management
server requested it.

Message ID 41988

Log Type Event Log - Administration Event
Severity Warning

FortiOS version 4.0 MR1

Messages user=<user_name> ui={GUI(<ip_address>)|CLIl|console}
action=download status=success msg="“System config file has been
downloaded by user<user_name> via
{GUI(<ip_address>)|CLI|console}”

Meaning The system configuration file was downloaded by the specified user.

Message ID 41988

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0 MR1

Messages user=<user_name> ui={GUI(<ip_address>)|CLIl|console}
action=password-changed

Meaning A password was changed.

Message ID 41988

Log Type Event Log - Administration Event

Severity Warning

FortiOS version 4.0 MR1

Messages user=<user_name> ui={GUI(<ip_address>)|CLIl|console}
action=download status=success msg="“debug log file has been
downloaded by user <user_name> via
{GUI(<ip_address>)|CLI|console}”

Meaning The debug log file was downloaded by a user.

This log message occurs when you select Download Debug Log in System
> Maintenance > Backup & Restore.

Message ID 41988

Log Type Event Log - Administration Event

Severity Warning

FortiOS version 4.0 MR1

Messages user=<user_name> ui={GUI(<ip_address>)|CLl|console} action=restore
status=success msg=“Configuration file has been restored by user
<user_name> via {GUI(<ip_address>)|CLIl|console}”

Meaning The configuration file was successfully restored by the specified user.
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Event-Administration

Message ID 41988

Log Type Event Log - Administration Event
Severity Notification

FortiOS version 4.0 MR1

Messages action=backup reason=service-portal msg="“System backed up
configuration to Management Station per service portal request.”
Meaning The system backed up a configuration file to the management station

because the central management server requested it.
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41989

The specified user added an admin user.

The administrator added a new local administrator.

The specified administrator edited the settings of another administrator.
The specified user deleted an admin user.

The specified user added a new access profile.

The specified user added a local user.

The daemon_admin user deleted an administrator access profile.

The specified administrator edited the settings of another administrator.
An interface IP address was changed from the LCD on the FortiGate unit.

The daemon_admin user changed the current IP address in a specified interface from the LCD on the
FortiGate unit.

The FortiManager_Access user deleted a traffic-shaper of high priority from the FortiGate-FortiManager
tunnel.

The FortiManager_Access user deleted a traffic-shaper of medium priority from the
FortiGate-FortiManager tunnel.

The FortiManager_Access user deleted a traffic-shaper of low priority from the FortiGate-FortiManager
tunnel.

The FortiManager_Access user deleted a traffic-shaper, guarantee-100Kbps from the
FortiGate-FortiManager tunnel.

The FortiManager_Access user deleted a traffic-shaper, shared-1M-pipe from the
FortiGate-FortiManager tunnel.

The FortiManager_Access user changed a global setting from the FortiGate-FortiManager tunnel.
The specified user added a traffic-shaper.

The specified user added an IPv4 interface firewall policy.

An administrator added a file pattern.

An administrator added a zone.

A user changed settings within the specified protection profile.
The daemon_admin user added an application control list.

A user added a recurring schedule.

The specified user added a one-time schedule.

The specified user added an IM/P2P user.

The specified user added a new interface.

The specified user loaded a CRL certificate.

A log file has been rolled.

A user added a service group.

The specified user added a user group.

A user deleted an IPv4 interface firewall policy.

A user added an IPSec phase.

A user added a report summary.

A user added a report chart widget.

The configuration script was restored by the specified user.
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Event-Administration

The specified user added a directory service entry (FSAE).

The specific user deleted a RADIUS server.

The specified user changed a DLP sensor.

The specified user backed up the configuration file to the management station.
The specified user added a file pattern.

An administrator deleted a TACACS+ server.

The specified user added a TACACS+ server.

The specified user changed the specified TACACS+ server.

The specified administrator edited a zone.

The specified user added an AntiSpam IP black/white IP address entry.
The specified user entered a banned word in the banned word list.

The specified user changed the status of antivirus grayware settings.
The specified user deleted the specified application control list.

The specified user edited the specified application control list.

The specified user added the specified application control list.

The specified user added a URL filter entry.

The specified user added a firewall service.

The specified user added a RADIUS server.

The specified user added an LDAP server.

The specified user changed the specified interface.

The specified user added an IPSec Phase 2 entry.

The specified user added an IPSec Phase 1 entry.

The specified user changed the mode to Transparent.

The specified user changed the authentication time-out setting to the specified number of minutes.
The specified user changed the setting of a static route entry.

The specified user added a new static entry.

A virtual domain was added.

A virtual domain was deleted.
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Message ID 41989

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0 MR1

Messages user=<user_name> ui={GUI(<ip_address>)|CLI |console}

name=<user_name> msg="“User <user_name> added an admin user
<user_name> from {GUI(<ip_address>)|CLI |console}’

Meaning The specified user added an admin user.

Message ID 41989

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0 MR1

Messages user=<administrator_name> ui={GUI | CLI | console | LCD}

name=<administrator_name> status={enable | disable} msg=“User
<administrator_name> added a local user from {GUI | CLI | console |

LCD}”
Meaning The administrator added a new local administrator.
Message ID 41989
Log Type Event Log - Administration Event
Severity Notification
FortiOS version 4.0 MR1
Messages user=<user_name> ui={GUI(<ip_address>)|CLIl|console}

name=<name> msg=“Administrator <administrator_name> edited the
settings of administrator <user_name> from
{GUI(<ip_address>)|CLIl|console}”

Meaning The specified administrator edited the settings of another administrator.
Message ID 41989

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0 MR1

Messages user=<user_name> ui={GUI(<ip_address>)|CLI |console}

name=<user_name> msg="“User <user_name> deleted an admin user
<user_name> from {GUI(<ip_address>)|CLI |console}’

Meaning The specified user deleted an admin user.

Message ID 41989

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0 MR1

Messages user=<user_name> ui={GUI(<ip_address>)|CLIl|console}

profile=<access_profile_name> msg=“User <user_name> added a new
access profile <access_profile_name> from
{GUI(<ip_address>)|CLI|console}”

Meaning The specified user added a new access profile.
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Message ID 41989

Log Type Event Log - Administration Event
Severity Notification

FortiOS version 4.0 MR1

Messages user=<user_name> ui={GUI(<ip_address>)|CLIl|console}
name=<local_user_name> status=disable msg=“User <user_name>
added local user <local_user_name> from
{GUI(<ip_address>)|CLI|console}”

Meaning The specified user added a local user.

Message ID 41989

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0 MR1

Messages user="“daemon_admin” ui=init profile=<profile_name> msg=“User
daemon_admin deleted an access profile <profile_name> from init”

Meaning The daemon_admin user deleted an administrator access profile.

Message ID 41989

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0 MR1

Messages user=<user_name> ui={GUI(<ip_address>)|CLIl|console}
name=<administrator_name> msg=“Administrator <user_name>
edited the settings of administrator <administrator_name> from
{GUI(<ip_address>)|CLI|console}”

Meaning The specified administrator edited the settings of another administrator.

Message ID 41989

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0 MR1

Messages user=“LCD” ui=LCD msg="“Interface IP Address has been changed
from <previous_ip_address> by LCD”

Meaning An interface IP address was changed from the LCD on the FortiGate unit.

Message ID 41989

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0 MR1

Messages user="“daemon-admin” ui=LCD intf="<interface_name>" field=ip
old=<previous_ip_address_netmask>
new=<new_ip_address>netmask> msg=“User daemon_admin
changed the ip setting of interface <interface_name> from LCD”

Meaning The daemon_admin user changed the current IP address in a specified

interface from the LCD on the FortiGate unit.
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Message ID 41989

Log Type Event Log - Administration Event
Severity Information

FortiOS version 4.0 MR1

Messages user=“Fortimanager_Access” ui=fgfm_tunnel name="high-priority”
msg="“User Fortimanager_Access deleted a traffic-shaper high-priority
from fgfm_tunnel”

Meaning The FortiManager_Access user deleted a traffic-shaper of high priority from
the FortiGate-FortiManager tunnel.

Message ID 41989

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0 MR1

Messages user=“Fortimanager_Access” ui=fgfm_tunnel name="“medium-
priority” msg=“User Fortimanager_Access deleted a traffic-shaper
medium-priority from fgfm_tunnel”

Meaning The FortiManager_Access user deleted a traffic-shaper of medium priority
from the FortiGate-FortiManager tunnel.

Message ID 41989

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0 MR1

Messages user=“Fortimanager_Access” ui=fgfm_tunnel name=“low-priority”
msg="“User Fortimanager_Access deleted a traffic-shaper low-priority
from fgfm_tunnel”

Meaning The FortiManager_Access user deleted a traffic-shaper of low priority from
the FortiGate-FortiManager tunnel.

Message ID 41989

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0 MR1

Messages user=“Fortimanager_Access” ui=fgfm_tunnel name="“guarantee-
100Kbps” msg=“User Fortimanager_Access deleted a traffic-shaper
guarantee-100Kbps from fgfm_tunnel”

Meaning The FortiManager_Access user deleted a traffic-shaper, guarantee-
100Kbps from the FortiGate-FortiManager tunnel.

Message ID 41989

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0 MR1
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Message ID 41989

Messages user=“Fortimanager_Access” ui=fgfm_tunnel name="“shared-1M-pipe”
msg=“User Fortimanager_Access deleted a traffic-shaper shared-1M-
pipe from fgfm_tunnel”

Meaning The FortiManager_Access user deleted a traffic-shaper, shared-1M-pipe
from the FortiGate-FortiManager tunnel.

Message ID 41989

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0 MR1

Messages user=“Fortimanager_Access” ui=fgfm_tunnel field=virtual-domain
action=enable msg=“User Fortimanager_Access changed global
setting from fgfm_tunnel”

Meaning The FortiManager_Access user changed a global setting from the
FortiGate-FortiManager tunnel.

Message ID 41989

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0 MR1

Messages user=<user_name> ui={GUI(<ip_address>)|CLIl|console}
name=<name> msg="“User <user_name> added a traffic-shaper entry
<entry_name> from {GUI(<ip_address>)|CLI|console}”

Meaning The specified user added a traffic-shaper.

Message ID 41989

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0 MR1

Messages user=<user_name> ui={GUI(<ip_address>)|CLIl|console}
seq=<sequential_number> sintf=“<source_interface_name>”
sadddr=<source_ip_address> daddr=<destination_ip_address>
srv=<server_type> type=ipv4 msg="“User <user_name> added IPv4
interface policy <policy_sequential_number> from
{GUI(<ip_address>)|CLI|console}”

Meaning The specified user added an IPv4 interface firewall policy.

Message ID 41989

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0 MR1

Messages user=<administrator_name> ui={GUI(<ip_address>) | CLI | console}
name=<file_pattern_name> msg="“User <administrator_name> added a
file pattern <pattern_name> from {GUI | CLI | console}.”

Meaning An administrator added a file pattern.
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Message ID 41989

Log Type Event Log - Administration Event
Severity Notification

FortiOS version 4.0 MR1

Messages user=<administrator_name> ui={GUI(<ip_address>) | CLI | console}
action=add-zone zone=<zone_name> msg="“User
<administrator_name> added new zone <zone_name> from
{GU(ip_address)l | CLI | console}.”

Meaning An administrator added a zone.

Message ID 41989

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0 MR1

Messages user=<administrator_name> ui={GUI(<ip_address>) | CLI | console}
action=modify msg="“User <administrator_name> changed protection
profile <profile_name> from {GUI(<ip_address>) | CLI | console}”

Meaning A user changed settings within the specified protection profile.

Message ID 41989

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0 MR1

Messages user="“daemon_admin” ui=init name=<application_control_list_name>
action=add msg=“Administrator daemon_admin added an application
control list <application_control_list_name> from init”

Meaning The daemon_admin user added an application control list.

Message ID 41989

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0 MR1

Messages user=<user_name> ui={GUI(<ip_address>)|CLI |console}
name=<schedule_name> msg="“User <user_name> added a recurring
schedule <schedule_name> from {GUI(<ip_address>)|CLI |console}’

Meaning A user added a recurring schedule.

Message ID 41989

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0 MR1

Messages user=<user_name> ui={GUI(<ip_address>)|CLIl|console}
name=<scheduled_name> msg= “User <user_name> added a
one-time schedule <schedule_name> from
{GUI(<ip_address>)|CLI|console}”

Meaning The specified user added a one-time schedule.
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Message ID 41989

Log Type Event Log - Administration Event
Severity Notification

FortiOS version 4.0 MR1

Messages user=<user_name> ui={GUI(<ip_address>)|CLI |console}
name=<im/p2p_user_name> policy=permit msg=“User <user_name>
added im/p2p <im/p2p_type-user> user <im/p2p_user_name> from
{GUI(<ip_address>)|CLI |console}’

Meaning The specified user added an IM/P2P user.

Message ID 41989

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0 MR1

Messages user=<user_name> ui={GUI(<ip_address>)|CLI |console}
intf=<interface_name> msg=“User <user_name> added a new interface
<interface_name> from {GUI(<ip_address>)|CLI |console}’

Meaning The specified user added a new interface.

Message ID 41989

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0 MR1

Messages user=<user_name> ui={GUI(<ip_address>)|CLI |console} msg=“User
<user_name> loaded a CRL certificate <CRL_name> from
{GUI(<ip_address>)|CLI |console}’

Meaning The specified user loaded a CRL certificate.

Message ID 41989

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0 MR1

Messages action="roll-log” reason="“schedule” msg="“Disk log has rolled.”
vd=<vdom_name> log=all

Meaning A log file has been rolled.

Message ID 41989

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0 MR1

Messages user=<user_name> ui={GUI(<ip_address>)|CLIl|console}
name=<service_group_name> msg="“User <user_name> added a
service group <service_group_name> from
{GUI(<ip_address>)|CLI|console}”

Meaning A user added a service group.
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