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Introduction
Welcome and thank you for selecting Fortinet products for your network protection.
The FortiGate UTM Guide describes the Unified Threat Management (UTM) features 
available on your FortiGate unit, including antivirus, intrusion prevention system (IPS), 
anomaly protection, one-armed IPS (sniffer policies), web filtering, email filtering, data leak 
prevention (DLP) and application control. The guide includes step-by-step instructions 
showing how to configure each feature. Example scenarios are included, with suggested 
configurations.
Examples include school scenarios using web filtering to protect students from 
inappropriate content, using IPS and DoS sensors to protect web servers from attack, and 
using antivirus scanning to protect your network against viruses and malicious file 
attachments.
This chapter contains the following topics:
• Before you begin
• How this guide is organized
• Document conventions
• Registering your Fortinet product
• Fortinet products End User License Agreement
• Customer service and technical support
• Training
• Fortinet documentation

Before you begin
Before you begin using this guide, take a moment to note the following:
• Administrators are assumed to be super_admin administrators unless otherwise 

specified. Some restrictions will apply to other administrators.
• Firewall policies limit access, and, while this and other similar features are a vital part 

of securing your network, they are not covered in this guide.
• If your FortiGate unit supports SSL acceleration, it also supports SSL content scanning 

and inspection for HTTPS, IMAPS, POP3S, and SMTPS traffic. Currently, the models 
include: 110C, 111C, 310B, 602B, 3016B, 3600A, 3810A, 5005FA2, 5001A.

How this guide is organized
This document contains the following chapters:
UTM overview: Describes UTM components and their relation with protection profiles, as 
well as SSL content scanning and inspection. We recommend starting with this chapter to 
become familiar with the different features in your FortiGate unit.
DoS overview: Explains basic denial of service (DoS) and distributed denial of service 
(DDOS) concepts and provides an overview of the best practices to use with all the UTM 
features to defend your network against infection and attack.
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Document conventions Introduction
AntiVirus: Explains how the FortiGate unit scans files for viruses and describes how to 
configure the antivirus options.
Email filter: Explains how the FortiGate unit filters email, describes how to configure the 
filtering options and the action to take with email detected as spam.
Intrusion protection: Explains basic Intrusion Protection System (IPS) concepts and how 
to configure IPS options; includes guidance and a detailed table for creating custom 
signatures as well as several examples.
Web filtering and FortiGuard Web Filtering: The first of these chapters describes basic 
web filtering concepts, the order in which the FortiGate unit performs web filtering, and 
configuration. The second chapter describes enhanced features of the subscription-based 
FortiGuard Web Filtering service and explains how to configure them. We recommend 
reading both chapters if you are using FortiGuard Web Filtering because settings you 
configure in one feature may affect the other.
Data leak prevention: Describes the DLP features that allow you to prevent sensitive data 
from leaving your network and explains how to configure the DLP rules, compound rules 
and sensors.
Application control: Describes how your FortiGate unit can detect and take action against 
network traffic based on the application generating the traffic. 
DoS policy: Describes how to use DoS policies to protect your network from DoS attacks.
Sniffer policy: Describes how to use your FortiGate unit as a one-armed intrusion 
detection system (IDS) to report on attacks. 

Document conventions
Fortinet technical documentation uses the conventions described below.

IP addresses
To avoid publication of public IP addresses that belong to Fortinet or any other 
organization, the IP addresses used in Fortinet technical documentation are fictional and 
follow the documentation guidelines specific to Fortinet. The addresses used are from the 
private IP address ranges defined in RFC 1918: Address Allocation for Private Internets, 
available at http://ietf.org/rfc/rfc1918.txt?number-1918.

Cautions, Notes and Tips
Fortinet technical documentation uses the following guidance and styles for cautions, 
notes and tips.

Caution: Warns you about commands or procedures that could have unexpected or 
undesirable results including loss of data or damage to equipment.

Note: Presents useful information, usually focused on an alternative, optional method, such 
as a shortcut, to perform a step.

Tip: Highlights useful additional information, often tailored to your workplace activity.
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Typographical conventions

Fortinet documentation uses the following typographical conventions:

* For conventions used to represent command syntax, see “CLI command syntax” on page 12.

Table 1: Typographical conventions in Fortinet technical documentation

Convention Example
Button, menu, text box, 
field, or check box label

From Minimum log level, select Notification.

CLI input* config system dns
set primary <address_ipv4>

end

CLI output FGT-602803030703 # get system settings
comments            : (null)
opmode              : nat 

Emphasis HTTP connections are not secure and can be intercepted by a third 
party.

File content <HTML><HEAD><TITLE>Firewall 
Authentication</TITLE></HEAD>
<BODY><H4>You must authenticate to use this 
service.</H4>

Hyperlink Visit the Fortinet Technical Support web site, https://support.forti-
net.com.

Keyboard entry Type a name for the remote VPN peer or client, such as 
Central_Office_1.

Navigation Go to VPN > IPSEC > Auto Key (IKE).

Publication For details, see the FortiGate Administration Guide.
Note: Links typically go to the most recent version. To access earlier 
releases, go to http://docs.fortinet.com/. This link appears at the bottom 
of each page of this document.
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Document conventions Introduction
CLI command syntax 
This guide uses the following conventions to describe syntax to use when entering 
commands in the Command Line Interface (CLI).
Brackets, braces, and pipes are used to denote valid permutations of the syntax. 
Constraint notations, such as <address_ipv4>, indicate which data types or string 
patterns are acceptable value input.
For more information, see the FortiGate CLI Reference.

Table 2: Command syntax

Convention Description
Square brackets [ ] A non-required word or series of words. For example:

[verbose {1 | 2 | 3}]
indicates that you may either omit or type both the verbose word and 
its accompanying option, such as:
verbose 3

Angle brackets < > A word constrained by data type.
To define acceptable input, the angled brackets contain a descriptive 
name followed by an underscore ( _ ) and suffix that indicates the 
valid data type. For example:
<retries_int>
indicates that you should enter a number of retries, such as 5.
Data types include:
• <xxx_name>: A name referring to another part of the configura-

tion, such as policy_A.
• <xxx_index>: An index number referring to another part of the 

configuration, such as 0 for the first static route.
• <xxx_pattern>: A regular expression or word with wild cards 

that matches possible variations, such as *@example.com to 
match all email addresses ending in @example.com.

• <xxx_fqdn>: A fully qualified domain name (FQDN), such as 
mail.example.com.

• <xxx_email>: An email address, such as admin@mail.exam-
ple.com.

• <xxx_ipv4>: An IPv4 address, such as 192.168.1.99.
• <xxx_ipv4range>: An IPv4 address range.
• <xxx_v4mask>: A dotted decimal IPv4 netmask, such as 

255.255.255.0.
• <xxx_ipv4mask>: A dotted decimal IPv4 address and netmask 

separated by a space, such as 
192.168.1.99 255.255.255.0.

• <xxx_ipv4/mask>: A dotted decimal IPv4 address and CIDR-
notation netmask separated by a slash, such as such as 
192.168.1.99/24.

• <xxx_ipv6>: An IPv6 address.
• <xxx_v6mask>: A dotted decimal IPv6 netmask.
• <xxx_ipv6mask>: A dotted decimal IPv6 address and netmask 

separated by a space.
• <xxx_str>: A string of characters that is not another data type, 

such as P@ssw0rd. Strings containing spaces or special charac-
ters must be surrounded in quotes or use escape sequences

• <xxx_int>: An integer number that is not another data type, 
such as 15 for the number of minutes.

Curly braces { } A word or series of words that is constrained to a set of options delim-
ited by either vertical bars or spaces.
You must enter at least one of the options, unless the set of options is 
surrounded by square brackets [ ].
FortiOS™ 4.0 MR1 UTM User Guide
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Registering your Fortinet product
Before you begin configuring and customizing features, take a moment to register your 
Fortinet product at the Fortinet Technical Support web site, http://support.fortinet.com.
Many Fortinet customer services, such as firmware updates, technical support, and 
FortiGuard Antivirus and other FortiGuard services, require product registration.
For more information, see the Fortinet Knowledge Base article Registration Frequently 
Asked Questions.

Fortinet products End User License Agreement
See the Fortinet products End User License Agreement.

Customer service and technical support
Fortinet Technical Support provides services designed to make sure that you can install 
your Fortinet products quickly, configure them easily, and operate them reliably in your 
network. 
To learn about the technical support services that Fortinet provides, visit the Fortinet 
Technical Support web site at http://support.fortinet.com.
You can dramatically improve the time that it takes to resolve your technical support ticket 
by providing your configuration file, a network diagram, and other specific information. For 
a list of required information, see the Fortinet Knowledge Base article Fortinet technical 
support requirements for support issues.

Training
Fortinet Training Services provides a variety of training programs to serve the needs of our 
customers and partners world-wide. Visit the Fortinet Training Services web site at 
http://campus.training.fortinet.com, or email training@fortinet.com.

Options delimited 
by vertical bars |

Mutually exclusive options. For example:
{enable | disable}
indicates that you must enter either enable or disable, but must 
not enter both.

Options delimited 
by spaces

Non-mutually exclusive options. For example:
{http https ping snmp ssh telnet}
indicates that you may enter all or a subset of those options, in any 
order, in a space-delimited list, such as:
ping https ssh
Note: To change the options, you must re-type the entire list. For 
example, to add snmp to the previous example, you would type:
ping https snmp ssh
If the option adds to or subtracts from the existing list of options, 
instead of replacing it, or if the list is comma-delimited, the exception 
will be noted.

Table 2: Command syntax
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Fortinet documentation Introduction
Fortinet documentation
The Fortinet Technical Documentation web site, http://docs.fortinet.com, provides the 
most up-to-date versions of Fortinet publications, as well as additional technical 
documentation such as technical notes.
In addition to the Fortinet Technical Documentation web site, you can find Fortinet 
technical documentation on the Fortinet Tools and Documentation CD, and on the Fortinet 
Knowledge Base.

Tools and Documentation CD
The documentation for your product is available on the Fortinet Tools and Documentation 
CD shipped with your product. The documents on this CD are current at shipping time. For 
the most current versions of Fortinet documentation, visit the Fortinet Technical 
Documentation web site, http://docs.fortinet.com.

Fortinet Knowledge Base
The Fortinet Knowledge Base provides additional Fortinet technical documentation, such 
as troubleshooting and how-to articles, examples, FAQs, technical notes, a glossary, and 
more. Visit the Fortinet Knowledge Base at http://kb.fortinet.com.

Comments on Fortinet technical documentation
Please send information about any errors or omissions in this or any Fortinet technical 
document to techdoc@fortinet.com.
FortiOS™ 4.0 MR1 UTM User Guide
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UTM overview
Ranging from the FortiGate®-30 series for small businesses to the FortiGate-5000 series 
for large enterprises, service providers and carriers, the FortiGate line combines a number 
of security features to protect your network from threats. As a whole, these features, when 
included in a single Fortinet security appliance, are referred to as Unified Threat 
Management (UTM). The UTM features your FortiGate model includes are:
• AntiVirus
• Intrusion Prevention System (IPS)
• Anomaly protection (DoS policies)
• One-armed IPS (Sniffer policies)
• Web filtering
• E-mail filtering, including protection against spam and grayware
• Data Leak Prevention (DLP)
• Application Control (for example, IM and P2P).
Firewall policies limit access, and while this and similar features are a vital part of securing 
your network, they are not covered in this document.
The following topics are included in this chapter:
• UTM components
• Protection profiles
• SSL content scanning and inspection

UTM components
AntiVirus

Your FortiGate unit stores a virus signature database that can identify more than 15,000 
individual viruses. FortiGate models that support the extended virus database are able to 
identify more than 200,000 viruses. With a FortiGuard AntiVirus subscription, the 
signature databases are updated whenever a new threat is discovered.
AntiVirus also includes file filtering. When you specify files by type or by file name, the 
FortiGate unit will stop the matching files from reaching your users.
FortiGate units with a hard drive or configured to use a FortiAnalyzer unit can store 
infected and blocked files for that you can examine later.

Intrusion Protection System (IPS)
The FortiGate Intrusion Protection System (IPS) protects your network against hacking 
and other attempts to exploit vulnerabilities of your systems. More than 3,000 signatures 
are able to detect exploits against various operating systems, host types, protocols, and 
applications. These exploits can be stopped before they reach your internal network.
You can also write custom signatures, tailored to your network.
ortiOS™ 4.0 MR1 UTM User Guide
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UTM components UTM overview
Anomaly protection (DoS policies)
A complement to the signature-based IPS, anomaly protection detects unusual network 
traffic that can be used to attack your network. When you set thresholds for various types 
of network operations, the FortiGate unit will block any attempt to exceed the thresholds 
you have defined.

One-armed IDS (sniffer policies)
You can use sniffer policies on the FortiGate unit as a one-arm intrusion detection system 
(IDS). The unit examines traffic for matches to the configured IPS sensor and application 
control list. Matches are logged and then all received traffic is dropped. In this way, you 
can configure a unit to sniff network traffic for attacks without actually processing the 
packets.
The FortiGate unit can log all detected IPS signatures and anomalies in a traffic stream.

Web filtering
Web filtering includes a number of features you can use to protect or limit your users’ 
activity on the web.
FortiGuard Web Filtering is a subscription service that allows you to limit access to web 
sites. More than 60 million web sites and two billion web pages are rated by category. You 
can choose to allow or block each of the 77 categories.
URL filtering can block your network users from access to URLs that you specify.
Web content filtering can restrict access to web pages based on words and phrases 
appearing on the web page itself. You can build lists of words and phrases, each with a 
score. When a web content list is applied to a protection profile, you can specify a 
threshold. If a user attempts to load a web page and the score of the words on the page 
exceeds the threshold, the web page is blocked.

Email filtering
FortiGuard AntiSpam is a subscription service that includes an IP address black list, a 
URL black list, and an email checksum database. These resources are updated whenever 
new spam messages are received, so you do not need to maintain any lists or databases 
to ensure accurate spam detection.
You can use your own IP address lists and email address lists to allow or deny addresses, 
based on your own needs and circumstances.

Data Leak Prevention (DLP)
Data leak prevention allows you to define the format of sensitive data. The FortiGate unit 
can then monitor network traffic and stop sensitive information from leaving your network. 
Rules for U.S. social security numbers, Canadian social insurance numbers, as well as 
Visa, Mastercard, and American Express card numbers are included.

Application Control (for example, IM and P2P)
Although you can block the use of some applications by blocking the ports they use for 
communications, many applications do not use standard ports to communicate. 
Application control can detect the network traffic of more than 1000 applications, 
improving your control over application communication.
FortiOS™ 4.0 MR1 UTM User Guide
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Protection profiles
A protection profile is a group of settings that you can apply to one or more firewall 
policies. Most UTM features are enabled in protection profiles.
Because you can use protection profiles in more than one firewall policy, you can 
configure one protection profile for the traffic types handled by a set of firewall policies 
requiring identical protection levels and types, rather than repeatedly configuring those 
same protection profile settings for each individual firewall policy.
For example, while traffic between trusted and untrusted networks might need strict 
protection, traffic between trusted internal addresses might need moderate protection. To 
provide the different levels of protection, you might configure two separate protection 
profiles: one for traffic between trusted networks, and one for traffic between trusted and 
untrusted networks.
You can use protection profiles to enable:
• antivirus protection
• web filtering
• FortiGuard Web Filtering
• email filtering
• IPS
• DLP
• dashboard statistics
• application control
• logging for traffic which violates the protection profile.
All of these features are enabled within the protection profile, and some include 
configuration options within the protection profile as well.

SSL content scanning and inspection
If your FortiGate model is 80C/CM, 82C, 110C, 111C, 310B, 602B, 3016B, 3600A, 3810A, 
5005FA2, or 5005A, it supports SSL content scanning and inspection, and you can apply 
antivirus scanning, web filtering, FortiGuard web filtering, and email filtering. You can also 
apply DLP and DLP archiving to HTTPS, IMAPS, POP3S, and SMTPS traffic. To perform 
SSL content scanning and inspection, the FortiGate unit does the following:
• intercepts and decrypts HTTPS, IMAPS, POP3S, and SMTPS sessions between 

clients and servers (FortiGate SSL acceleration speeds up decryption)
• applies content inspection to decrypted content, including:

• HTTPS, IMAPS, POP3S, and SMTPS Antivirus, DLP, and DLP archiving
• HTTPS web filtering and FortiGuard web filtering
• IMAPS, POP3S, and SMTPS email filtering

• re-encrypts the sessions and forwards them to their destinations.
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Figure 1: FortiGate SSL content scanning and inspection packet flow

Setting up certificates to avoid client warnings
To use SSL content scanning and inspection, you need to set up and use a certificate that 
supports it. FortiGate SSL content scanning and inspection intercepts the SSL keys that 
are passed between clients and servers during SSL session handshakes and then 
substitutes spoofed keys. Two encrypted SSL sessions are set up, one between the client 
and the FortiGate unit, and a second one between the FortiGate unit and the server. 
Inside the FortiGate unit the packets are decrypted.
While the SSL sessions are being set up, the client and server communicate in clear text 
to exchange SSL session keys. The session keys are based on the client and server 
certificates. The FortiGate SSL decrypt/encrypt process intercepts these keys and uses a 
built-in signing CA certificate named Fortinet_CA_SSLProxy to create keys to send to the 
client and the server. This signing CA certificate is used only by the SSL decrypt/encrypt 
process. The SSL decrypt/encrypt process then sets up encrypted SSL sessions with the 
client and server and uses these keys to decrypt the SSL traffic to apply content scanning 
and inspection.
Some client programs (for example, web browsers) can detect this key replacement and 
will display a security warning message. The traffic is still encrypted and secure, but the 
security warning indicates that a key substitution has occurred. 
You can stop these security warnings by importing the signing CA certificate used by the 
server into the FortiGate unit SSL content scanning and inspection configuration. Then the 
FortiGate unit creates keys that appear to come from the server and not the FortiGate unit. 
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Note: You can add one signing CA certificate for SSL content scanning and inspection. The 
CA certificate key size must be 1024 or 2048 bits. 4096-bit keys are not supported for SSL 
content scanning and encryption.
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You can replace the default signing CA certificate, Fortinet_CA_SSLProxy, with another 
signing CA certificate. To do this, you need the signing CA certificate file, the CA certificate 
key file, and the CA certificate password.
All SSL content scanning and inspection uses the same signing CA certificate. If your 
FortiGate unit is operating with virtual domains enabled, the same signing CA certificate is 
used by all virtual domains.

To add a signing CA certificate for SSL content scanning and inspection
1 Obtain a copy of the signing CA certificate file, the CA certificate key file, and the 

password for the CA certificate.
2 Go to System > Certificates > Local Certificates and select Import.
3 Set Type to Certificate.
4 For Certificate file, use the Browse button to select the signing CA certificate file.
5 For Key file, use the Browse button to select the CA certificate key file.
6 Enter the CA certificate Password.

Figure 2: Importing a signing CA certificate for SSL content scanning and inspection

7 Select OK.
The CA certificate is added to the Local Certificates list. In this example the signing CA 
certificate name is Example_CA. This name comes from the certificate file and key file 
name. If you want the certificate to have a different name, change these file names.

8 Add the imported signing CA certificate to the SSL content scanning and inspection 
configuration. Use the following CLI command if the certificate name is Example_CA.
config firewall ssl setting 
set caname Example_CA

end

The Example_CA signing CA certificate will now be used by SSL content scanning and 
inspection for establishing encrypted SSL sessions.
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SSL content scanning and inspection settings
If SSL content scanning and inspection is available on your FortiGate unit, you can 
configure SSL settings. The following table provides an overview of the options available 
and where to find further instruction:
Table 3: SSL content scanning and inspection settings

Setting Description References
Predefined 
firewall services

The IMAPS, POP3S and SMTPS predefined services. You 
can select these services in a firewall policy and a DoS 
policy.

For more 
information 
about 
predefined 
services, see 
the FortiGate 
Administration 
Guide.

Protocol 
recognition

The TCP port numbers that the FortiGate unit inspects for 
HTTPS, IMAPS, POP3S, and SMTPS. Go to Firewall > 
Protection Profile. Add or edit a protection profile and 
configure Protocol Recognition for HTTPS, IMAPS, POP3S, 
and SMTPS.
Using protocol recognition you can also configure the 
FortiGate unit to just perform URL filtering of HTTPS or to 
use SSL content scanning and inspection to decrypt HTTPS 
so that the FortiGate unit can also apply antivirus and DLP 
content inspection and DLP archiving to HTTPS. Using SSL 
content scanning and inspection to decrypt HTTPS also 
allows you to apply more web filtering and FortiGuard Web 
Filtering options to HTTPS.
Note: You must set HTTPS Content Filtering Mode to Deep 
Scan before you can configure most SSL settings in the 
protection profile.

For more 
information 
about protocol 
recognition, see 
the FortiGate 
Administration 
Guide.

Antivirus Antivirus options including virus scanning and file filtering for 
HTTPS, IMAPS, POP3S, and SMTPS.
Go to Firewall > Protection Profile. Add or edit a protection 
profile and configure Anti-Virus for HTTPS, IMAPS, POP3S, 
and SMTPS.

For more 
information, 
see “AntiVirus” 
on page 35.

Antivirus 
quarantine

Antivirus quarantine options to quarantine files in HTTPS, 
IMAPS, POP3S, and SMTPS sessions.
Go to UTM > AntiVirus > Quarantine. You can quarantine 
infected files, suspicious files, and blocked files found in 
IMAPS, POP3S, and SMTPS sessions. You can also 
quarantine infected files and suspicious files found in HTTPS 
sessions.

For more 
information, 
see “Enable the 
file quarantine” 
on page 38.

Web filtering Web filtering options for HTTPS:
• Web Content Filter 
• Web URL Filter 
• ActiveX Filter (CLI only)
• Cookie Filter (CLI only)
• Java Applet Filter (CLI only)
• Web Resume Download Block 
• Block invalid URLs 
Go to Firewall > Protection Profile. Add or edit a protection 
profile and configure Web Filtering for HTTPS.

For more 
information, 
see “Web 
filtering” on 
page 81. For 
more 
information 
about the CLI-
only options, 
see the 
FortiGate CLI 
Reference.
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FortiGuard Web 
Filtering

FortiGuard Web Filtering options for HTTPS:
• Enable FortiGuard Web Filtering 
• Enable FortiGuard Web Filtering Overrides 
• Provide details for blocked HTTP 4xx and 5xx errors 
• Rate images by URL (blocked images will be replaced 

with blanks) 
• Allow websites when a rating error occurs 
• Strict Blocking 
• Rate URLs by domain and IP address 
Go to Firewall > Protection Profile. Add or edit a protection 
profile and configure Web Filtering > FortiGuard Web 
Filtering for HTTPS.

For more 
information, 
see “Enable 
FortiGuard 
Web Filtering” 
on page 94.

Email filtering Email filtering options for IMAPS, POP3S, and SMTPS:
• FortiGuard Email Filtering (or Antispam) IP address 

check, URL check, E-mail checksum check, and Spam 
submission 

• IP address BWL check 
• E-mail address BWL check
• Return e-mail DNS check 
• Banned word check 
• Spam Action
• Tag Location
• Tag Format
Go to Firewall > Protection Profile. Add or edit a protection 
profile and configure Email Filtering for IMAPS, POP3S, and 
SMTPS.

For more 
information, 
see “Email 
filter” on 
page 47.

Data Leak 
Prevention

DLP for HTTPS, IMAPS, POP3S, and SMTPS. To apply DLP, 
follow the steps below:
• Go to UTM > Data Leak Prevention > Rule to add DLP 

rules. For HTTPS, add an HTTP rule and select HTTPS 
POST and HTTPS GET. For IMAPS, POP3S, and 
SMTPS, add an Email rule and select IMAPS, POP3S, 
and SMTPS.

• Go to UTM > Data Leak Prevention > Sensor, create a 
new DLP sensor or edit an existing one and then add the 
DLP rules to a DLP sensor.

• Go to Firewall > Protection Profile. Add or edit a 
protection profile and use Data Leak Prevention Sensor 
to add the DLP sensor to a protection profile. Note: In a 
protection profile, if you set Protocol Recognition > 
HTTPS Content Filtering Mode to URL Filtering, DLP 
rules cannot inspect HTTPS. Set this option to Deep 
Scan.

• Go to Firewall > Policy and add the protection profile to a 
firewall policy.

For more 
information, 
see “Enable 
data leak 
prevention” on 
page 102.

DLP archiving DLP archiving for HTTPS, IMAPS, POP3S, and SMTPS. Add 
DLP Rules for the protocol to be archived.

For more 
information, 
see “Enable 
data leak 
prevention” on 
page 102.

Table 3: SSL content scanning and inspection settings

Setting Description References
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Displaying DLP 
meta-
information on 
the system 
dashboard

DLP archive information on the Log and Archive Statistics 
widget on the system dashboard for HTTPS, IMAPS, 
POP3S, and SMTPS.
Go to Firewall > Protection Profile. Add or edit a protection 
profile and open Data Leak Prevention Sensor. For Data 
Leak Prevention Sensor, select the check box and then the 
sensor. For Display content meta-information on the system 
dashboard, select HTTPS, IMAPS, POP3S, and SMTPS as 
required. 
These options display meta-information on the Statistics 
dashboard widget.

For more 
information 
about DLP 
meta-
information, 
see the 
FortiGate 
Administration 
Guide.

Archive SPAM 
email

DLP archiving of email tagged as spam by FortiGate Email 
Filtering in IMAPS, POP3S, and SMTPS sessions. Archive 
SPAMed emails to FortiAnalyzer/FortiGuard is available only 
if you have configured logging to a FortiAnalyzer unit or to 
the FortiGuard Analysis and Management Service.
Go to Firewall > Protection Profile. Add or edit a protection 
profile and open Data Leak Prevention Sensor. For Archive 
SPAMed emails to FortiAnalyzer/FortiGuard, select IMAPS, 
POP3S, and SMTPS as required.

Table 3: SSL content scanning and inspection settings

Setting Description References
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Network defence
This chapter describes in general terms the means by which attackers can attempt to 
compromise your network and steps you can take to protect it. The goal of an attack can 
be as complex as gaining access to your network and the privileged information it 
contains, or as simple as preventing customers from accessing your web server. Even 
allowing a virus onto your network can cause damage, so you need to protect against 
viruses and malware even if they’re not specifically targeted at your network.
The following topics are included in this chapter:
• Monitoring
• Blocking external probes
• Defending against DoS attacks
• Traffic inspection
• Content inspection and filtering

Monitoring
Monitoring, in the form of logging, alert email, and SNMP, does not directly protect your 
network. But monitoring allows you to review the progress of an attack, whether 
afterwards or while in progress. How the attack unfolds may reveal weaknesses in your 
preparations. The packet archive and sniffer policy logs can reveal more details about the 
attack. Depending on the detail in your logs, you may be able to determine the attackers 
location and identity.
While log information is valuable, you must balance the log information with the resources 
required to collect and store it.

Blocking external probes
Protection against attacks is important, but attackers often use vulnerabilities and network 
tools to gather information about your network to plan an attack. It is often easier to 
prevent an attacker from learning important details about your network than to defend 
against an attack designed to exploit your particular network.
Attacks are often tailored to the hardware or operating system of the target, so 
reconnaissance is often the first step. The IP addresses of the hosts, the open ports, and 
the operating systems the hosts are running is invaluable information to an attacker. 
Probing your network can be as simple as an attacker performing an address sweep or 
port scan to a more involved operation like sending TCP packets with invalid combinations 
of flags to see how your firewall reacts.

Address sweeps
An address sweep is a basic network scanning technique to determine which addresses in 
an address range have active hosts. A typical address sweep involves sending an ICMP 
ECHO request (a ping) to each address in an address range to attempt to get a response. 
A response signifies that there is a host at this address that responded to the ping. It then 
becomes a target for more detailed and potentially invasive attacks.
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Address sweeps do not always reveal all the hosts in an address range because some 
systems may be configured to ignore ECHO requests and not respond, and some firewalls 
and gateways may be configured to prevent ECHO requests from being transmitted to the 
destination network. Despite this shortcoming, Address sweeps are still used because 
they are simple to perform with software tools that automate the process.
Use the icmp_sweep anomaly in a DoS sensor to protect against address sweeps.
There are a number of IPS signatures to detect the use of ICMP probes that can gather 
information about your network. These signatures include AddressMask, Traceroute, 
ICMP.Invalid.Packet.Size, and ICMP.Oversized.Packet. Include ICMP 
protocol signatures in your IPS sensors to protect against these probes/attacks.

Port scans
Potential attackers may run a port scan on one or more of your hosts. This involves trying 
to establish a communication session to each port on a host. If the connection is 
successful, a service may be available that the attacker can exploit.
Use the DoS sensor anomaly tcp_port_scan to limit the number of sessions (complete 
and incomplete) from a single source IP address to the configured threshold. If the 
number of sessions exceed the threshold, the configured action is taken.
Use the DoS sensor anomaly udp_scan to limit UDP sessions in the same way.

Probes using IP traffic options
Every TCP packet has space reserved for eight flags or control bits. They are used for 
communicating various control messages. Although space in the packet is reserved for all 
eight, there are various combinations of flags that should never happen in normal network 
operation. For example, the SYN flag, used to initiate a session, and the FIN flag, used to 
end a session, should never be set in the same packet.
Attackers may create packets with these invalid combinations to test how a host will react. 
Various operating systems and hardware react in different ways, giving a potential 
attackers clues about the components of your network.
The IPS signature TCP.Bad.Flags detects these invalid combinations. The default 
action is pass though you can override the default and set it to Block in your IPS sensor.

Evasion techniques
Attackers employ a wide range of tactics to try to disguise their techniques. If an attacker 
disguises a known attack in such a way that it is not recognized, the attack will evade your 
security and possibly succeed. FortiGate security recognizes a wide variety of evasion 
techniques and normalizes data traffic before inspecting it.

Packet fragmentation
Information sent across local networks and the Internet is encapsulated in packets. There 
is a maximum allowable size for packets and this maximum size varies depending on 
network configuration and equipment limitations. If a packet arrives at a switch or gateway 
and it is too large, the data it carries is divided among two or more smaller packets before 
being forwarded. This is called fragmentation.
When fragmented packets arrive at their destination, they are reassembled and read. If 
the fragments do not arrive together, they must be held until all of the fragments arrive. 
Reassembly of a packet requires all of the fragments.
FortiOS™ 4.0 MR1 UTM User Guide
24 01-410-108920-20100129

http://docs.fortinet.com/ • Feedback

http://docs.fortinet.com/
http://docs.fortinet.com/surveyredirect.html


Network defence Blocking external probes

F
0
h

The FortiGate unit automatically reassembles fragmented packets before processing 
them because fragmented packets can evade security measures. Both IP packets and 
TCP packets are reassembled by the IPS engine before examination.
For example, you have configured the FortiGate unit to block access to the example.org 
web site. Any checks for example.com will fail if a fragmented packet arrives and one 
fragment contains “http://www.exa” while the other contains “mple.com/”. Viruses and 
malware can be fragmented and avoid detection in the same way. The FortiGate unit will 
reassemble fragmented packets before examining network data to ensure that inadvertent 
or deliberate packet fragmentation does not hide threats in network traffic.

Non-standard ports
Most traffic is sent on a standard port based on the traffic type. The FortiGate unit 
recognizes most traffic by packet content rather than the TCP/UDP port and uses the 
proper IPS signatures to examine it. Protocols recognized regardless of port include 
DHCP, DNP3, FTP, HTTP, IMAP, MS RPC, NNTP, POP3, RSTP, SIP, SMTP, and SSL, as 
well as the supported IM/P2P application protocols.
In this way, the FortiGate unit will recognize HTTP traffic being sent on port 25 as HTTP 
rather than SMTP, for example. Because the protocol is correctly identified, the FortiGate 
unit will examine the traffic for any enabled HTTP signatures.

Negotiation codes
Telnet and FTP servers and clients support the use of negotiation information to allow the 
server to report what features it supports. This information has been used to exploit 
vulnerable servers. To avoid this problem, the FortiGate unit removes negotiation codes 
before IPS inspection.

HTTP URL obfuscation
Attackers encode HTML links using various formats to evade detection and bypass 
security measures. For example, the URL www.example.com/cgi.bin could be encoded in 
a number of ways to avoid detection but still work properly, and be interpreted the same, in 
a web browser.
The FortiGate prevents the obfuscation by converting the URL to ASCII before inspection.

HTTP header obfuscation
The headers of HTTP requests or responses can be modified to make the discovery of 
patterns and attacks more difficult. To prevent this, the FortiGate unit will:
• remove junk header lines
• reassemble an HTTP header that’s been folded onto multiple lines
• move request parameters to HTTP POST body from the URL

Table 4: HTTP URL obfuscation types

Encoding type Example

No encoding http://www.example.com/cgi.bin/

Decimal encoding http://www.example.com/&#99;&#103;&#105;&#46;&#98;&#105;&#110
;&#47;

URL encoding http://www.example.com/%43%47%49%2E%42%49%4E%2F

ANSI encoding http://www.example.com/%u0063%u0067%u0069%u002E%u0062%u
0069%u006E/

Directory traversal http://www.example.com/cgi.bin/test/../
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The message is scanned for any enabled HTTP IPS signatures once these problems are 
corrected.

HTTP body obfuscation
The body content of HTTP traffic can be hidden in an attempt to circumvent security 
scanning. HTTP content can be GZipped or deflated to prevent security inspection. The 
FortiGate unit will uncompress the traffic before inspecting it.
Another way to hide the contents of HTTP traffic is to send the HTTP body in small pieces, 
splitting signature matches across two separate pieces of the HTTP body. The FortiGate 
unit reassembles these ‘chunked bodies’ before inspection.

Microsoft RPC evasion
Because of its complexity, the Microsoft Remote Procedure Call protocol suite is subject to 
a number of known evasion techniques, including:
• SMB-level fragmentation
• DCERPC-level fragmentation
• DCERPC multi-part fragmentation
• DCERPC UDP fragmentation
• Multiple DCERPC fragments in one packet
The FortiGate unit reassembles the fragments into their original form before inspection.

Defending against DoS attacks
A denial of service is the result of an attacker sending an abnormally large amount of 
network traffic to a target system. Having to deal with the traffic flood slows down or 
disables the target system so that legitimate users can not use it for the duration of the 
attack.
Any network traffic the target system receives has to be examined, and then accepted or 
rejected. TCP, UDP, and ICMP traffic is most commonly used, but a particular type of TCP 
traffic is the most effective. TCP packets with the SYN flag are the most efficient DoS 
attack tool because of how communication sessions are started between systems.

The “three-way handshake”
Communication sessions between systems start with establishing a TCP/IP connection. 
This is a simple three step process, sometimes called a “three-way handshake,” initiated 
by the client attempting to open the connection.
1 The client sends a TCP packet with the SYN flag set. With the SYN packet, the client 

informs the server of its intention to establish a connection.
2 If the server is able to accept the connection to the client, it sends a packet with the 

SYN and the ACK flags set. This simultaneously acknowledges the SYN packet the 
server has received, and informs the client that the server intends to establish a 
connection.

3 To acknowledge receipt of the packet and establish the connection, the client sends an 
ACK packet.
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Figure 3: Establishing a TCP/IP connection

The three-way handshake is a simple way for the server and client to each agree to 
establish a connection and acknowledge the other party expressing its intent. 
Unfortunately, the three-way handshake can be used to interfere with communication 
rather than facilitate it.

SYN flood
When a client sends a SYN packet to a server, the server creates an entry in its session 
table to keep track of the connection. The server then sends a SYN+ACK packet 
expecting an ACK reply and the establishment of a connection.
An attacker intending to disrupt a server with a denial of service (DoS) attack can send a 
flood of SYN packets and not respond to the SYN+ACK packets the server sends in 
response. Networks can be slow and packets can get lost so the server will continue to 
send SYN+ACK packets until it gives up, and removes the failed session from the session 
table. If an attacker sends enough SYN packets to the server, the session table will fill 
completely, and further connection attempts will be denied until the incomplete sessions 
time out. Until this happens, the server is unavailable to service legitimate connection 
requests.

Figure 4: A single client launches a SYN flood attack

SYN floods are seldom launched from a single address so limiting the number of 
connection attempts from a single IP address is not usually effective.

Connection initiation request: SYN

Request acknowledgement: SYN/ACK

Connection initiated: ACK

Server Client

Connection initiation request: SYN

Request acknowledgement: SYN/ACK

Server Client

Connection initiation request: SYN

Request acknowledgement: SYN/ACK

Connection initiation request: SYN

Request acknowledgement: SYN/ACK
ortiOS™ 4.0 MR1 UTM User Guide
1-410-108920-20100129 27
ttp://docs.fortinet.com/ • Feedback




















































































































































