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Introduction
Welcome and thank you for selecting Fortinet products for your network protection.
This chapter contains the following topics:
• Before you begin
• How this guide is organized
• Document Conventions
• Registering your Fortinet product
• Fortinet products End User License Agreement
• Customer service and technical support
• Training
• Fortinet Documentation

Before you begin
Before you begin using this guide, please ensure that:
• You have administrative access to the web-based manager and/or CLI.
• The FortiGate unit is integrated into your network.
• The operation mode has been configured.
• The system time, DNS settings, administrator password, and network interfaces have 

been configured.
• Firmware, FortiGuard Antivirus and FortiGuard Antispam updates are completed.
While using the instructions in this guide, note that:
• Administrators are assumed to be super_admin administrators unless otherwise 

specified. Some restrictions will apply to other administrators.

How this guide is organized
This document contains the following chapters:
• IPsec VPN concepts explains the basic concepts that you need to understand about 

virtual private networks (VPNs).
• FortiGate IPsec VPN Overview provides a brief overview of IPsec technology and 

includes general information about how to configure IPsec VPNs using this guide.
• Gateway-to-gateway configurations explains how to set up a basic gateway-to-

gateway (site-to-site) IPsec VPN. In a gateway-to-gateway configuration, two FortiGate 
units create a VPN tunnel between two separate private networks. 

• Hub-and-spoke configurations describes how to set up hub-and-spoke IPsec VPNs. In 
a hub-and-spoke configuration, connections to a number of remote peers and/or 
clients radiate from a single, central FortiGate hub. 
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• Dynamic DNS configurations describes how to configure a site-to-site VPN, in which 
one FortiGate unit has a static IP address and the other FortiGate unit has a static 
domain name and a dynamic IP address.

• FortiClient dialup-client configurations guides you through configuring a FortiClient 
dialup-client IPsec VPN. In a FortiClient dialup-client configuration, the FortiGate unit 
acts as a dialup server and VPN client functionality is provided by the FortiClient 
Endpoint Security application installed on a remote host.

• FortiGate dialup-client configurations explains how to set up a FortiGate dialup-client 
IPsec VPN. In a FortiGate dialup-client configuration, a FortiGate unit with a static IP 
address acts as a dialup server and a FortiGate unit having a dynamic IP address 
initiates a VPN tunnel with the FortiGate dialup server.

• Supporting IKE Mode config clients explains how to set up a FortiGate unit as either an 
IKE Mode Config server or client. IKE Mode Config is an alternative to DHCP over 
IPsec.

• Internet-browsing configuration explains how to support secure web browsing 
performed by dialup VPN clients, and/or hosts behind a remote VPN peer. Remote 
users can access the private network behind the local FortiGate unit and browse the 
Internet securely. All traffic generated remotely is subject to the firewall policy that 
controls traffic on the private network behind the local FortiGate unit.

• Redundant VPN configurations discusses the options for supporting redundant and 
partially redundant tunnels in an IPsec VPN configuration. A FortiGate unit can be 
configured to support redundant tunnels to the same remote peer if the FortiGate unit 
has more than one interface to the Internet. 

• Transparent mode VPNs describes transparent VPN configurations, in which two 
FortiGate units create a VPN tunnel between two separate private networks 
transparently. In Transparent mode, all interfaces of the FortiGate unit except the 
management interface are invisible at the network layer.

• Manual-key configurations explains how to manually define cryptographic keys to 
establish an IPsec VPN tunnel. If one VPN peer uses specific authentication and 
encryption keys to establish a tunnel, both VPN peers must be configured to use the 
same encryption and authentication algorithms and keys.

• IPv6 IPsec VPNs describes FortiGate unit VPN capabilities for networks based on IPv6 
addressing. This includes IPv4-over-IPv6 and IPv6-over-IPv4 tunnelling configurations. 
IPv6 IPsec VPNs are available in FortiOS 3.0 MR5 and later.

• L2TP and IPsec (Microsoft VPN) configurations explains how to support Microsoft 
Windows native VPN clients.

• GRE over IPsec (Cisco VPN) configurations explains how to interoperate with Cisco 
VPNs that use Generic Routing Encapsulation (GRE) protocol with IPsec.

• Protecting OSPF with IPsec provides an example of protecting OSPF links with IPsec.
• Auto Key phase 1 parameters provides detailed step-by-step procedures for 

configuring a FortiGate unit to accept a connection from a remote peer or dialup client. 
The basic phase 1 parameters identify the remote peer or clients and support 
authentication through preshared keys or digital certificates. You can increase VPN 
connection security further using peer identifiers, certificate distinguished names, 
group names, or the FortiGate extended authentication (XAuth) option for 
authentication purposes.

• Phase 2 parameters provides detailed step-by-step procedures for configuring an 
IPsec VPN tunnel. During phase 2, the specific IPsec security associations needed to 
implement security services are selected and a tunnel is established. 
FortiOS™ Handbook 4.0 MR1 IPsec VPNs
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• Defining firewall policies explains how to specify the source and destination IP 
addresses of traffic transmitted through an IPsec VPN tunnel, and how to define a 
firewall encryption policy. Firewall policies control all IP traffic passing between a 
source address and a destination address.

• Hardware offloading and acceleration explains how to make use of FortiASIC network 
processor IPsec accelerated processing capabilities.

• Monitoring and troubleshooting VPNs provides some general monitoring and testing 
procedures for VPNs.

Where possible, this document explains how to configure VPNs using the web-based 
manager. A few options can be configured only through the CLI. You can also configure 
VPNs entirely through the CLI. For detailed information about CLI commands, see the 
FortiGate CLI Reference.

Document Conventions
Fortinet technical documentation uses the conventions described below.

IP addresses
To avoid publication of public IP addresses that belong to Fortinet or any other 
organization, the IP addresses used in Fortinet technical documentation are fictional and 
follow the documentation guidelines specific to Fortinet. The addresses used are from the 
private IP address ranges defined in RFC 1918: Address Allocation for Private Internets, 
available at http://ietf.org/rfc/rfc1918.txt?number-1918.

Notes, Tips and Cautions
Fortinet technical documentation uses the following guidance and styles for notes, tips 
and cautions.

Note: Also presents useful information, but usually focused on an alternative, optional 
method, such as a shortcut, to perform a step.

Tip: Highlights useful additional information, often tailored to your workplace activity.

Caution: Warns you about commands or procedures that could have unexpected or 
undesirable results including loss of data or damage to equipment.
ortiOS™ Handbook 4.0 MR1 IPsec VPNs
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Typographical conventions
Fortinet documentation uses the following typographical conventions:

* For conventions used to represent command syntax, see “CLI command syntax conventions” on 
page 15.

Table 1: Typographical conventions in Fortinet technical documentation

Convention Example
Button, menu, text box, 
field, or check box label

From Minimum log level, select Notification.

CLI input* config system dns
set primary <address_ipv4>

end

CLI output FGT-602803030703 # get system settings
comments            : (null)
opmode              : nat 

Emphasis HTTP connections are not secure and can be intercepted by a third 
party.

File content <HTML><HEAD><TITLE>Firewall 
Authentication</TITLE></HEAD>
<BODY><H4>You must authenticate to use this 
service.</H4>

Hyperlink Visit the Fortinet Technical Support web site, 
https://support.fortinet.com.

Keyboard entry Type a name for the remote VPN peer or client, such as 
Central_Office_1.

Navigation Go to VPN > IPSEC > Auto Key (IKE).

Publication For details, see the FortiGate Administration Guide.
Note: Links typically go to the most recent version. To access earlier 
releases, go to http://docs.fortinet.com/. This link appears at the bottom 
of each page of this document.
FortiOS™ Handbook 4.0 MR1 IPsec VPNs
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CLI command syntax conventions
This guide uses the following conventions to describe the syntax to use when entering 
commands in the Command Line Interface (CLI).
Brackets, braces, and pipes are used to denote valid permutations of the syntax. 
Constraint notations, such as <address_ipv4>, indicate which data types or string 
patterns are acceptable value input.
For more information, see the FortiGate CLI Reference.

Table 2: Command syntax notation

Convention Description
Square brackets [ ] A non-required word or series of words. For example:

[verbose {1 | 2 | 3}]
indicates that you may either omit or type both the verbose word and 
its accompanying option, such as:
verbose 3

Angle brackets < > A word constrained by data type.
To define acceptable input, the angled brackets contain a descriptive 
name followed by an underscore ( _ ) and suffix that indicates the 
valid data type. For example:
<retries_int>
indicates that you should enter a number of retries, such as 5.
Data types include:
• <xxx_name>: A name referring to another part of the 

configuration, such as policy_A.
• <xxx_index>: An index number referring to another part of the 

configuration, such as 0 for the first static route.
• <xxx_pattern>: A regular expression or word with wild cards 

that matches possible variations, such as *@example.com to 
match all email addresses ending in @example.com.

• <xxx_fqdn>: A fully qualified domain name (FQDN), such as 
mail.example.com.

• <xxx_email>: An email address, such as 
admin@mail.example.com.

• <xxx_url>: A uniform resource locator (URL) and its associated 
protocol and host name prefix, which together form a uniform 
resource identifier (URI), such as 
http://www.fortinet./com/.

• <xxx_ipv4>: An IPv4 address, such as 192.168.1.99.
• <xxx_v4mask>: A dotted decimal IPv4 netmask, such as 

255.255.255.0.
• <xxx_ipv4mask>: A dotted decimal IPv4 address and netmask 

separated by a space, such as 
192.168.1.99 255.255.255.0.

• <xxx_ipv4/mask>: A dotted decimal IPv4 address and CIDR-
notation netmask separated by a slash, such as such as 
192.168.1.99/24.

• <xxx_ipv6>: A colon( : )-delimited hexadecimal IPv6 address, 
such as 3f2e:6a8b:78a3:0d82:1725:6a2f:0370:6234.

• <xxx_v6mask>: An IPv6 netmask, such as /96.
• <xxx_ipv6mask>: An IPv6 address and netmask separated by a 

space.
• <xxx_str>: A string of characters that is not another data type, 

such as P@ssw0rd. Strings containing spaces or special 
characters must be surrounded in quotes or use escape 
sequences. 

• <xxx_int>: An integer number that is not another data type, 
such as 15 for the number of minutes.
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Registering your Fortinet product
Before you begin, take a moment to register your Fortinet product at the Fortinet Technical 
Support web site, https://support.fortinet.com.
Many Fortinet customer services, such as firmware updates, technical support, and 
FortiGuard Antivirus and other FortiGuard services, require product registration.
For more information, see the Fortinet Knowledge Base article Registration Frequently 
Asked Questions.

Fortinet products End User License Agreement
See the Fortinet products End User License Agreement.

Customer service and technical support
Fortinet Technical Support provides services designed to make sure that your Fortinet 
products install quickly, configure easily, and operate reliably in your network. 
To learn about the technical support services that Fortinet provides, visit the Fortinet 
Technical Support web site at https://support.fortinet.com.
You can dramatically improve the time that it takes to resolve your technical support ticket 
by providing your configuration file, a network diagram, and other specific information. For 
a list of required information, see the Fortinet Knowledge Base article Technical support 
requirements.

Training
Fortinet Training Services provides a variety of training programs to serve the needs of our 
customers and partners world-wide. Visit the Fortinet Training Services web site at 
http://campus.training.fortinet.com, or email training@fortinet.com.

Curly braces { } A word or series of words that is constrained to a set of options 
delimited by either vertical bars or spaces.
You must enter at least one of the options, unless the set of options is 
surrounded by square brackets [ ].

Options delimited 
by vertical bars |

Mutually exclusive options. For example:
{enable | disable}
indicates that you must enter either enable or disable, but must 
not enter both.

Options delimited 
by spaces

Non-mutually exclusive options. For example:
{http https ping snmp ssh telnet}
indicates that you may enter all or a subset of those options, in any 
order, in a space-delimited list, such as:
ping https ssh
Note: To change the options, you must re-type the entire list. For 
example, to add snmp to the previous example, you would type:
ping https snmp ssh
If the option adds to or subtracts from the existing list of options, 
instead of replacing it, or if the list is comma-delimited, the exception 
will be noted.

Table 2: Command syntax notation
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Fortinet Documentation 
The Fortinet Technical Documentation web site, http://docs.fortinet.com, provides the 
most up-to-date versions of Fortinet publications, as well as additional technical 
documentation such as technical notes.
In addition to the Fortinet Technical Documentation web site, you can find Fortinet 
technical documentation on the Fortinet Tools and Documentation CD, and on the Fortinet 
Knowledge Base.

Fortinet Tools and Documentation CD
Many Fortinet publications are available on the Fortinet Tools and Documentation CD 
shipped with your Fortinet product. The documents on this CD are current at shipping 
time. For current versions of Fortinet documentation, visit the Fortinet Technical 
Documentation web site, http://docs.fortinet.com.

Fortinet Knowledge Base 
The Fortinet Knowledge Base provides additional Fortinet technical documentation, such 
as troubleshooting and how-to articles, examples, FAQs, technical notes, and more. Visit 
the Fortinet Knowledge Base at http://kb.fortinet.com.

Comments on Fortinet technical documentation 
Please send information about any errors or omissions in this or any Fortinet technical 
document to techdoc@fortinet.com.
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IPsec VPN concepts
Virtual Private Network (VPN) technology enables users to connect to private networks in 
a secure way. For example, an employee traveling or working from home can access the 
office network through the Internet. The use of a VPN ensures that unauthorized parties 
cannot access the office network and cannot intercept any of the information that is 
exchanged with the employee. It is also common to use a VPN to connect the private 
networks of two or more offices.
Fortinet offers VPN capabilities in the FortiGate Unified Threat Management appliance 
and in the FortiClient Endpoint Security application. A FortiGate unit can be installed on a 
private network, and FortiClient software is installed on the user’s computer. It is also 
possible to use a FortiGate unit to connect to the private network instead of FortiClient 
software.
This chapter discusses terms and concepts you are likely to encounter while working with 
VPNs: 
• IP packets
• VPN tunnels
• VPN gateways
• Clients, servers, and peers
• Encryption
• Authentication
• Phase 1 and Phase 2 settings
• Security Association

IP packets
In network terminology, data is sent in something called an IP packet. Packets have a 
fixed size, typically about 1500 bytes. Larger amounts of data are sent and received as a 
sequence of packets.

Figure 1: IP addresses can be compared to street addresses
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An IP packet contains data, a source address, and a destination address. Conceptually, 
source and destination addresses can be compared to street and/or apartment addresses 
(see Figure 1). When a letter is mailed, it is delivered to a street and/or apartment address 
(destination address). The return address (source address) is printed on the envelope.
The source address corresponds to the computer that sent the data, and the destination 
address corresponds to the computer that will use the data. Computers use source and 
destination addresses to determine where a packet came from and where it is going. 
Figure 2 shows a network version of the street-address analogy.

Figure 2: Network version of street-address analogy

IP addresses can be static or dynamic. A static IP address is fixed, like the street address 
of a home or business. Your Internet Service Provider (ISP) might provide a dynamic 
address instead. In that case, you are assigned an IP address only when you connect to 
the network. The address can be different each time you connect. Whether your IP 
address is static or dynamic determines the types of VPN configurations that you can 
support.
Packets exchanged over an insecure network can be intercepted. A VPN encrypts data to 
secure it. Encryption transforms the data so that it appears random and meaningless to 
anyone who does not have the correct key to decrypt it. See “Encryption” on page 23.
VPNs also address the issue of authentication. You want to ensure that only authorized 
users can connect to your private network. See “Authentication” on page 23.
There are several types of VPN. This guide discusses only Internet Protocol Security 
(IPsec) VPN technology.

VPN tunnels
The data path between a user’s computer and a private network through a VPN is often 
referred to as a tunnel. Like a tunnel, the route is accessible only at the ends. In the 
telecommuting scenario, the tunnel runs between the FortiClient application on the user’s 
PC and the FortiGate unit that connects the office private network to the Internet.
What makes this possible is encapsulation. The IPsec packets that pass from one end of 
the tunnel to the other contain the data packets that are exchanged between the remote 
user and the private network. Encryption of the data packets ensures that any third-party 
intercepting the IPsec packets has no access to the data. This idea is shown conceptually 
in Figure 3.
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Figure 3: Encoded data going through a VPN tunnel

You can create a VPN tunnel between:
• a PC equipped with the FortiClient application and a FortiGate unit
• two FortiGate units
It is also possible to create a VPN tunnel with some types of third-party VPN software or 
hardware and either a FortiGate unit or the FortiClient application. The Fortinet 
Knowledge Base contains articles on this topic.

VPN gateways
A gateway is a router that connects the local network to other networks. The default 
gateway setting in your computer’s TCP/IP properties specifies the gateway for your local 
network. 
A VPN gateway functions as one end of a VPN tunnel. It receives incoming IPsec packets, 
decrypts the encapsulated data packets and passes the data packets to the local network. 
Also, it encrypts data packets destined for the other end of the VPN tunnel, encapsulates 
them, and sends the IPsec packets to the other VPN gateway.
The IP address of a VPN gateway is usually the IP address of the network interface that 
connects to the Internet. Optionally, you can define a secondary IP address for the 
interface and use that address as the local VPN gateway address.
The following diagram shows a VPN between two private networks with FortiGate units 
acting as the VPN gateways.

Figure 4: VPN tunnel between two private networks

Although the IPsec traffic may actually pass through many Internet routers, you can think 
of the VPN tunnel as a simple secure connection between the two FortiGate units.
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