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Introduction

Welcome and thank you for selecting Fortinet products for your network protection. This
document discusses issues related to certifications and compliances, specifically Federal
Information Processing Standards (FIPS), Common Criteria (CC), and Payment Card
Industry Data Security Standard (PCI DSS).

This chapter contains the following topics:

Before you begin

Document conventions

Entering FortiOS configuration data
Registering your Fortinet product

Fortinet products End User License Agreement
Training

Documentation

Customer service and technical support

Before you begin

Before you begin using this guide, please ensure that:

You have administrative access to the web-based manager and/or CLI.
The FortiGate unit is integrated into your network.
The operation mode has been configured.

The system time, DNS settings, administrator password, and network interfaces have
been configured.

Firmware, FortiGuard Antivirus and FortiGuard Antispam updates are completed.
FortiGuard Analysis & Management Service is properly configured.

While using the instructions in this guide, note that administrators are assumed to be
super_admin administrators unless otherwise specified. Some restrictions will apply to
other administrators.

How this guide is organized

This FortiOS Handbook chapter contains the following sections:

FIPS-CC operation of FortiGate units describes how to install and use special FortiOS
firmware builds certified to either Federal Information Processing Standards (FIPS) or
Common Criteria (CC) requirements.

Configuring FortiGate units for PClI DSS compliance explains the Payment Card
Industry Data Security Standard (PCI DSS). It provides information about configuring
your network and FortiGate unit to help you comply with PCI DSS requirements.
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Document conventions

Document conventions

Fortinet technical documentation uses the conventions described below.

IP addresses

To avoid publication of public IP addresses that belong to Fortinet or any other
organization, the IP addresses used in Fortinet technical documentation are fictional and
follow the documentation guidelines specific to Fortinet. The addresses used are from the
private IP address ranges defined in RFC 1918: Address Allocation for Private Internets,
available at http://ietf.org/rfc/rfc1918.txt?number-1918.

Most of the examples in this document use the following IP addressing:

IP addresses are made up of A.B.C.D

A - can be one of 192, 172, or 10 - the non-public addresses covered in RFC 1918.

B - 168, or the branch / device / virtual device number.

Branch number can be 0xx, 1xx, 2xx - 0 is Head office, 1 is remote, 2 is other.

Device or virtual device - allows multiple FortiGate units in this address space
(VDOMs).

Devices can be from x01 to x99.

C - interface - FortiGate units can have up to 40 interfaces, potentially more than one
on the same subnet

001 - 099- physical address ports, and non -virtual interfaces
100-255 - VLANS, tunnels, aggregate links, redundant links, vdom-links, etc.

D - usage based addresses, this part is determined by what device is doing

3

.

The following gives 16 reserved, 140 users, and 100 servers in the subnet.
001 - 009 - reserved for networking hardware, like routers, gateways, etc.
010 - 099 - DHCP range - users

100 - 109 - FortiGate devices - typically only use 100

110 - 199 - servers in general (see later for details)

200 - 249 - static range - users

250 - 255 - reserved (255 is broadcast, 000 not used)

The D segment servers can be farther broken down into:

* 110 - 119 - Email servers

+ 120- 129 - Web servers

* 130 - 139 - Syslog servers

* 140 - 149 - Authentication (RADIUS, LDAP, TACACS+, FSAE, etc)

+ 150 - 159 - VoIP / SIP servers / managers

* 160 - 169 - FortiAnalyzers

* 170-179 - FortiManagers

» 180 - 189 - Other Fortinet products (FortiScan, FortiDB, etc.)

* 190 - 199 - Other non-Fortinet servers (NAS, SQL, DNS, DDNS, etc.)
» Fortinet products, non-FortiGate, are found from 160 - 189.
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The following table shows some examples of how to choose an IP number for a device
based on the information given. For internal and dmz, it is assumed in this case there is

only one interface being used.

Table 1: Examples of the IP numbering

Location and device

Internal

Dmz

External

Head Office, one FortiGate

10.011.101.100

10.011.201.100

172.20.120.191

Head Office, second FortiGate

10.012.101.100

10.012.201.100

172.20.120.192

Branch Office, one FortiGate

10.021.101.100

10.021.201.100

172.20.120.193

Office 7, one FortiGate with 9
VDOMs

10.079.101.100

10.079.101.100

172.20.120.194

Office 3, one FortiGate, web n/a 10.031.201.110 n/a

server

Bob in accounting on the 10.0.11.101.200 n/a n/a

corporate user network (dhcp)

at Head Office, one FortiGate

Router outside the FortiGate n/a n/a 172.20.120.195
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Example Network configuration

The network configuration shown in Figure 1 or variations on it is used for many of the
examples in this document. In this example, the 172.20.120.0 network is equivalent to the
Internet. The network consists of a head office and two branch offices.

Figure 1: Example network configuration
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