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Revision history

Version Date Description of changes

First Release |23 October 2003 FortiOS v2.50

Release 2 9 March 2004 Updated the DHCP address scopes and DHCP reserved IP/MAC pairs
maximum values. Added FortiGate-800, FortiGate-4000, FortiGate-
50A, and FortiWiFi-60. Updated Web filter and email filter maximum
values. FortiOS v2.50

Release 3 5 May 2004 Complete change for FortiOS v2.80

Release 4 17 August 2004 Updated maximum numbers of Virtual Domains for NAT/Route and
Transparent mode. Clarified Spam Filter limits. Removed model 2000.
FortiOS v2.80 MR4

Release 5 5 November 2004 | Corrected max number of protection profiles to 200 for models 3000
and up.

Release 6 25 February 2005 |Added 50AM, 60M, 100A, 200A, 300A, 400A, 500A models.

Added statement the maximum values table shows maximum
configurable values and is not a promise of performance.

Release 7 08 April 2005 Removed items that depend on memory availability, including Web
Filter and Spam Filter lists. Removed “(per virtual domain)” indications
and added the statement that limits are global for globally configured
features, per-VDOM for features configured in each VDOM.

Release 8 12 May 2005 Corrected DHCP Servers entry. For models 200 and above, the
maximum number of DHCP servers is 32 per VDOM, not 8. This is a
long-standing error.

Release 9 4 October 2005 Updated, reformatted for FortiOS v3.0.

Release 10 26 October 2005 Changed number of interfaces for 100A to 64.

Release 11 28 April 2006 Added new features, updated limits for existing features where
required. Added VDOM/global limits to features that can be configured
per VDOM and globally.

NOTE: The feature DHCP IP/MAC Bindings is now referred to as
DHCP Reserved addresses.

Release 12 19 June 2006 Added new features for FortiOS v3.0 MR2 PD 19 June 2006.

Release 13 29 September 2006 | Added/updated features for FortiOS v3.0 MR3 PD 29 September 2006.

Release 14 29 December 2006 |Added/updated features for FortiOS v3.0 MR4 PD 29 December 2006.

Release 15 08 February 2007 | Corrected value in Router (NAT mode), Static, Static routes.

Release 16 11 April 2007 Corrected system interface values, divided into Transparent and NAT
mode.

Release 17 15 June 2007 Added/updated features for FortiOS v3.0 MR5 PD 25 June 2007.

Release 18 15 January 2008 Added/updated features for FortiOS v3.0 MR6 FCS 15 January 2008.
Included increased values for remote authentication servers, increase
in local users and static routes, addition of TACACS+ users, SSL VPN
bookmarks, load-balancing monitors, router authentication paths, and
removal of IPS anomalies.
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Version Date Description of changes

Release 19 15 May 2008 Added the FortiGate-310B.

Release 20 26 August 2008 Updated the values for MR7 and added the FortiGate-30B.
Release 20a |14 September 2009 | Added the FortiGate-80 series, the 110 series, and the 620B.
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FortiGate maximum values

This table shows maximum configurable values and is not a promise of performance.

Limits are global for features that are global, per virtual domain for features that are configured for each
VDOM. For information about global and per-VDOM features, see the System VDOM chapter of the FortiGate
Administration Guide for your unit.

System interface limits have been split into two sets of values, one for Transparent mode and the other for NAT

mode.
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System
Interfaces (VLAN
+phys'°€gg‘§,ﬁ 255 255 255 255 255 255 255 255 255 255 255 255
Transparent mode
Interfaces (VLAN
+phys'°€gg§,|’ 256 256 256| 4096| 4096 4096 8192| 4096 8192 8192| 8192| 8192
Interface NAT mode
Secondary IP
addresses per 32 32 32 32 32 32 32 32 32 32 32 32
interface
IPVv6 prefix lists
per interface 32 32 32 32 32 32 32 32 32 32 32 32
IPv6 tunnels 4 4 4 4 4 4 4 4 4 4 4 4
Zones 20 20 20 50/ 50" 100/ 100{ 100 100/ 200| 500/ 500
Zone interfaces ** See maximum values for system interfaces. * *
DHCP servers
per VDOM 8 8 8 32 32 32 32 32 32 32 32 32
DHCP exclude
DHCP ranges 4 4 4 16 16 16 16 16 16 16 16 16
DHCP
reserved 200 200 200 200 200 200 200 200 200 200 200 200
addresses
Communities 3 3 3 3 3 3 3 3 3 3 3 3
SNMP
v1&v2c Community
hosts 8 8 8 8 8 8 8 8 8 8 8 8
Accounts 300 300 300 300 300 300 300 300 300 300 300 550
Admin
Access profiles 8 8 8 16 16 16 16 16 16 64 64 64
Session-helper 32 32 32 32 256 256 256 256 256 256 256 256
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Session-TTL ports 512 512 512 512 512 512 512 512 512 512 512 512
Mac Wireless filters 64
(*WiFi 60 only)
Mac Address table size 200 200 200 200 200 200 200 200 200 200 200 200
VDOM link **VDOM link is an interface. See maximum values for system interfaces. * *
GRE tunnel ** GRE tunnel is an interface. See maximum values for system interfaces. * *
ARP table size 200 200 200 200 200 200 200 200 200 200 200 200
ARP proxy 200 200 200 200 200 200 200 200 200 200 200 200
TOS-based priority 16 16 16 16 16 16 16 16 16 16 16 16
Router (NAT mode)
Static Static routes 100 100 100 500 500 500 500 500 500| 10000| 10000| 10000
Statice | Static foutes for 8 8 8| 500/ 500/ 500/ 500/ 500/ 500/ 500/ 500 500
Policy| Policy routes 16 16 16 100 100 100| 250F 100 250 250 250 250
Entries 32 32 32 100 100 100 100 100 100 100 100 100
Access-list
Rules per entry 20 20 20 20 20 20 20 20 20 20 20 20
Entries 32 32 32 100 100 100 100 100 100 100 100 100
Prefix-list
Rules per entry 20 20 20 20 20 20 20 20 20 20 20 20
Entries 16 16 16 16 16 16 16 16 16 100 100 100
Key-chain
Rules per entry 20 20 20 20 20 20 20 20 20 20 20 20
Confederation- . e
peers No set limit
Aggregate- * % it * %
BGP addresses No set limit
Neighbors ** No set limit * *
Networks ** No set limit * *

Authentication paths

** No set limit * *
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Networks| 100/ 100/ 100/ 100/ 100/ 100/ 100| 100/ 100/ 100/ 100| 100
Distribute lists|  100{ 100| 100/ 100| 100{ 100/ 100| 100| 100| 100/ 100| 100
Neighbors| 100/ 100/ 100| 100/ 100/ 100/ 100| 100/ 100/ 100/ 100/ 100
RIP Offsetlists| 32| 32| 32| 32 32 32 32 32 32 32 32 32
Distances| 100/ 100| 100/ 100/ 100/ 100| 100/ 100/ 100| 100/ 100/ 100
mt’fa";‘fzsc"é‘; 300/ 300/ 300/ 300[ 300/ 300/ 300/ 300( 300/ 300/ 300/ 300
Interfaces| 32| 32| 32| 32 32 32 32 32 32 32 32 32
Areas ** No set limit * *
Range of areas ** No set limit * *
Virtual links ** No set limit * *
Filter lists ** No set limit * *
Interfaces ** See maximum values for system interfaces. * *
OSPF Networks ** No set limit * *
Neighbors 10 10 10| 10 10 10 10 10 10 10 10 10
intZ?fS:(i\ég ** No set limit * *
a%‘é"r’g;‘gg 10 10 10 10 10 10 10 10 10 10 10 10
Distribute lists 10 10 10| 10 10 10 10 10 10 10 10 10
Map| 100/ 100/ 100/ 100/ 100/ 100/ 100/ 100/ 100/ 100/ 100/ 100
Route Maprule| 20| 20/ 20| 20 20 20 20 20 20 20 20 20
Firewall
N VDOM| 200/ 500%| 1000/ 2000/ 5000| 5000| 20000( 5000/ 20000| 50000 50000| 50000
Policies Unit|  ** No set limit * * 4000| 10000| 10000| 40000| 10000| 40000| 100000 (100000 (100000
Policy pool names 64 64 64 64 64 64 64 64 64 64 64 64
IPV6 VDOM| 200/ 500”| 1000/ 2000/ 5000| 5000| 20000( 5000/ 20000| 50000 50000| 50000
policies Unit|  ** No set limit * * 4000| 10000| 10000 40000| 10000| 40000| 100000 |100000|100000
Multicast policies 32 32 32 64 64 64 128 64 128 128 256 256
DNS translations| 32| 32| 32| 32 32 32 32 32 32 32 32 32
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Load VDOM| 256| 256 256| 256| 256/ 256/ 256| 256| 256/ 256/ 512 512
balancing
m((l)_nétg; Unit ** No set limit * *
VDOM| 500 500/ 500{ 1000/ 3000| 60007| 6000| 3000/ 6000 10000 10000| 10000
Addresses
Unit ** No set limit * * 6000|12000X| 12000/ 6000| 12000| 20000| 20000| 20000
IPV6 VDOM| 500 500/ 500{ 1000/ 3000/ 3000/ 6000| 3000/ 6000| 10000| 10000| 10000
addresses Unit %% No set limit * * 6000 6000/ 12000/ 6000| 12000| 20000| 20000/ 20000
Groups’VDOM| 500| 500/ 500/ 500/ 500/ 500/ 500/ 500 500 4096-| 4096| 4096
Address|  Groups/Unit| 2500| 2500| 2500| 2500| 2500/ 2500| 2500/ 2500| 2500{10000M| 10000| 10000
group
Addresszsrcf’jg 300/ 300/ 300/ 300/ 300/ 300 300/ 300/ 300/ 300/ 300/ 300
IPv6| Groups/VDOM| 500 500{ 500/ 500/ 500/ 500/ 500/ 500/ 500 4096| 4096| 4096
address
group|  Groups/Unit| 2500| 2500| 2500| 2500| 2500 2500/ 2500| 2500 2500| 10000/ 10000| 10000
Predefined
anviecs| 500{ 500| 500/ 500/ 500/ 500/ 500 500/ 500/ 500( 500 500
Service
S%‘;'jfge”; 1024| 1024| 1024| 1024| 1024| 1024| 1024| 1024| 1024| 1024| 4096F| 4096
Groups| 500/ 500/ 500/ 500/ 500/ 500 500/ 500/ 500/ 500{ 500/ 500
Service .
group Ser"'czsnfjg 300/ 300/ 300| 300/ 300/ 300/ 300/ 300/ 300/ 300/ 300| 300
One-time| 256| 256| 256| 256 256| 256 256| 256| 256| 256 256| 256
Schedules
Recurring| 256| 256| 256| 256| 256/ 256| 256| 256| 256 256 256 256
Virtual IPs| 500/ 500| 500/ 500/ 500/ 500/ 500/ 500/ 500{ 500| 4096F| 4096
VIP groups| 500/ 500| 500/ 500/ 500| 500 500/ 500/ 500/ 500/ 500/ 500
Virual 1Py B ervers 8 8 8 8 8 8 8 8 8 8 8 8
Addresses per
Vip group| 590|500/ 500 500 500/ 500\ 500 500/ 500\ 500| 1024| 1024
IPpools| 512| 512| 512 512| 512| 512 512| 512| 512 512 512| 512
Static IP/Mac bindings| 256| 256| 256| 1000/ 1000| 1000 1000/ 1000| 1000/ 1000 1000/ 1000
Protection profiles 32 32 32 32 32| 500N 500 32 500 500 500 500

FortiGate® Maximum Values Matrix Technical Note
01-30007-0391-20090914




FortiGate Model

1]
QL - o <
N = (7] n
Feature 3 | o2 S| 2 o | B 2
= D o< 499 — < o< o< o o (L:I.) 3 S S ™ o)
& |28 S8 |55 |28 188 |88 S 23 | 28 | @ 2
8 é — — 8 8 D
S a
VPN
Local| 200/ 200/ 200/ =200/ 500/ 500/ 500/ 500/ 500/ 500°| 1000/ 1000
Certificate CA| 200/ 200/ 200/ 200/ =200/ 200/ =200/ =200/ =200 200 200/ 200
CRL| 200| 200/ 200 200/ 200/ 200/ 200/ 200/ 200 200 200/ 200
perp\?gge,\j 5/ 508 80| 200| 1500/ 1500| 3000| 1500| 3000/ 5000/ 5000/ 5000
Phasel . x L
ber unit No set limit 3000/ 3000/ 6000| 3000/ 6000/ 10000 10000| 10000
Phasel *x g i | f i f *
interface ee maximum values 1or system interfaces.
oe rP\;‘Sf)e,\ﬁ 5/ 508 80| 200| 1500/ 1500| 3000| 1500| 3000/ 5000/ 5000/ 5000
Phase2 . x L
ber unit No set limit 3000/ 3000/ 6000| 3000/ 6000/ 10000 10000| 10000
IPSec Phase2 xxg : | f . £ %
interface ee maximum values 1or system interfaces.
Manual-keys
per VDOM 5/ 508 80| 200| 1500/ 1500/ 3000| 1500| 3000/ 5000 5000/ 5000
Ma”“;é'rkﬁxﬁ ** No set limit * * 3000/ 3000/ 6000| 3000/ 6000/ 10000 10000| 10000
Manilr’]‘?é#ggg ** See maximum values for system interfaces. *
Concentrators| 500/ 500 500/ 500/ 500/ 500/ 500/ 500/ 500 500/ 500/ 500
Cf)‘ﬁ]'gg‘;'fraﬂg; 300 300/ 300/ 300/ 300/ 300/ 300/ 300/ 300 300/ 300/ 300
ssL bookm‘;"rig 256| 256| 256| 256| 256| 256 256| 256| 256 256| 256 256
User
Local|  Local users 20| 500B| 1000| 1000/ 1000| 1000/ 1000| 1000/ 1000| 1000/ 5000°| 5000
Radius Servers 10 10 10 10 10 10 10 10 10 10 10 10
LDAP Servers 10 10 10 10 10 10 10 10 10 10 10 10
TACACS+ Servers 10 10 10 10 10 10 10 10 10 10 10 10
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Windows Directory G
D groups per| 256 256 256| 256/ 256 1024| 1024| 1024| 1024| 1024| 1024| 1024
domain
Usergroups| 100/ 100| 100/ 100| 100/ 100| 100| 1024| 100 100/ 100/ 100
Members per| 35|  3509| 350| 350| 350/ 350/ 350/ 350 350 350 350 350
User Group user group
FortiGuard
override 32 32 32 32 32| 500Nl 500 32| 500 500 500 500
profiles
Antivirus

File patterns for auto-
submission to Fortinet 20 20 20 20 20 20 20 20 20 20 20 20

Intrusion Protection

Custom IPS signatures 256 256 256 256 256 256 256 256 256 256 256 256
Web Filter
FortiGuard local catalog 52 52 52 52 52 52 52 52 52 52 52 52
IM/P2P
AIM users 20| 500%| 1000 1000/ 1000| 1000/ 1000/ 1000/ 1000/ 1000| 1000/ 1000
ICQ users 20| 500%| 1000 1000/ 1000| 1000/ 1000/ 1000/ 1000/ 1000| 1000/ 1000
MSN users 20| 5008| 1000| 1000| 1000/ 1000| 1000 1000| 1000/ 1000/ 1000/ 1000
Yahoo users 20| 5008| 1000/ 1000| 1000/ 1000/ 1000 1000| 1000/ 1000/ 1000/ 1000
Logging

Traffic filter rules 50 50 50 50 50 50 50 50 50 50 50 50

AFortiGate 50 Series value = 200
®)FortiGate 50 Series value = 20
©FortiGate-3000 value = 300
O)FortiGate-3000 value = 1000
BEFortiGate-3000 value = 1024
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(FFortiGate-500 value = 100
©)FortiGate-310B value = 1024
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MFortiGate-310B value = 100
WFortiGate-400 value = 3000
) FortiGate-400 value = 6000
LFortiGate-1000 value = 500
MEortiGate-1000 value = 2500
(NFortiGate-400 value = 32
(P)FortiGate-2000 value = 1000
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