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FortiGate Support for SCCP Configuring SCCP settings

FortiGate Support for SCCP

The Skinny Client Control Protocol (SCCP) protocol is used for establishing and
conducting multi-media calls over TCP/IP networks. Due to the complexity of the
call setup, not every firewall can handle SCCP calls correctly, even if the firewall is
stateful. The FortiGate Antivirus Firewall includes special module that tracks
SCCP calls. The FortiGate unit can make all necessary adjustments, to both the
firewall state and call data, to ensure a seamless call is established through the
FortiGate unit regardless of its operation mode, NAT, route, or transparent.

This technical note describes SCCP scenarios supported by FortiGate units. The
scenarios are broken down into two groups: direct calls and gatekeeper-routed
calls.

\7@ Note: Signaling and media information are transmitted in separate IP flows, so a media

k SN gateway, signaling gateway or media gateway controller (softswitch) are between the
terminals. They may be separate physical devices or integrated in any combination. For
simplicity, these devices are not shown and described in this document.

Configuring SCCP settings

You can configure SCCP rate limiting and logging by creating a firewall protection
profile. Rate limiting enables you to control call setup rate. Logging allows you to
track information available in the statistical summary.

To configure SCCP settings

Go to Firewall > Protection Profile.

Select create New.

Enter SCCP_protection for Profile Name.

Select the blue arrow to expand the VoIP options.

Select the SCCP checkbox.

Enter a value for call setups per minute in the Limit Call Setup (Calls/min/client)
field.

Select the blue arrow to expand the Logging options.
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Select Log VoIP Activity.
Select OK.

To view SCCP statistics
Go to IM, P2P & VoIP > Statistics > Summary.
Go to the VolIP Usage section.
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Sessions
Active Sessions Number of sessions that are
(phones connected) | currently active.

Voice Calls

Total calls (since last | Total VoIP calls since the last
reset) FortiGate unit reset.

Calls failed/Dropped Number of VoIP sessions that failed
during the reporting period.

Calls Succeeded Number of VoIP sessions that were
successfully completed during the
reporting session.

& Note: : If virtual domains are enabled on the FortiGate unit, IM, P2P and VolP features are
&;} configured globally.

Direct SCCP Calls
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Direct SCCP traffic passes from terminal to terminal through a FortiGate unit.
Policies are created on the FortiGate unit to allow SCCP traffic to pass through in
either direction. NAT may or may not be applied.

A single firewall policy is required for a terminal on the internal network to initiate
connections with terminals on the external network. When a terminal initiates a
call, two-way communication is allowed because rules are automatically created
based on data found in the call setup messages. A virtual IP address may be
required if traffic is coming from an external public network to the internal private
network.

Scenario 1: FortiGate unit in Transparent mode

Figure 1: FortiGate unit in Transparent mode

Internal External

Terminal A S ErFoRTIEATE. Terminal B

The FortiGate unit is operating in Transparent mode. NAT is not available or
required in Transparent mode because all FortiGate interfaces are on the same
network.

The following firewall policies are required:

¢ internal -> external to allow Terminal A to initiate connections with Terminal B.
Set service to SCCP.

* external -> internal to allow Terminal B to initiate connections with Terminal A.
Set service to SCCP.
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Scenario 2: FortiGate unit in NAT/Route mode, NAT not enabled
Figure 2: FortiGate unit in NAT/Route mode
Internal External

_b‘

Terminal A St FoRTIEATE. Terminal B

The FortiGate unit is operating in NAT/Route mode without NAT being enabled.
The following policies are required:

* internal -> external to allow Terminal A to initiate connections with Terminal B.
Set service to SCCP.

» external -> internal to allow Terminal B to initiate connections with Terminal A.
Set service to SCCP.

Scenario 3: FortiGate unit in NAT/Route mode, NAT enabled and virtual IP
required

Figure 3: FortiGate unit in NAT/Route mode
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The FortiGate unit is operating in NAT/route mode with NAT enabled. For Terminal
A to be able to call Terminal B, you require the following:

» an internal -> external policy to allow Terminal A to initiate connections with
Terminal B. Enable NAT. Set service to SCCP

For Terminal B to be able to call Terminal A, you require the following:

e avirtual IP on the internal interface

» an external -> internal policy to allow Terminal B to initiate connections with
Terminal A. Set the destination address to the virtual IP address. Set service to
SCCP.

Gatekeeper-routed Calls

A gatekeeper is an optional component that acts as a call manager. Services
provided by gatekeepers include

» translation of alias addresses for terminals and gateways to transport
addresses

* bandwidth management

» authorization and authentication
» call signalling

« call routing
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¢ call management

A gatekeeper may be located on the terminal network or outside of the terminal
network. A gatekeeper may include a multipoint control unit (MCU) to provide
conferencing between three or more terminals.

With gatekeeper-routed calls, a terminal registers with the gatekeeper when it is
powered up. When the terminal places a call, the gatekeeper contacts the
destination terminal and relays data between the terminals. The terminals
complete call setup.

A single firewall policy is required for a terminal on the internal network to initiate
connections with the gatekeeper on the external network. When a terminal,
initiates a call, two-way communication is allowed because rules are automatically
created based on data found in the call setup messages.

Gatekeeper scenario 1: FortiGate unit in Transparent mode

Figure 4: FortiGate unit in Transparent mode

Gatekeeper

Internal

Terminal A S EFoRTIERTE. Terminal B

Terminal C

The FortiGate unit is operating in Transparent mode. NAT is not available or
required in Transparent mode because all FortiGate interfaces are on the same
network.

The following firewall policy is required:

¢ internal -> external to allow Terminals A and C to connect to the gatekeeper.
Set service to SCCP.
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Gatekeeper scenario 2: FortiGate unit in NAT/Route mode, NAT not enabled

Figure 5: FortiGate unit in NAT/route mode
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Terminal C

The FortiGate unit is operating in NAT/Route mode with NAT not enabled
The following policy is required:

» internal -> external to allow Terminals A and C to connect to the gatekeeper.
Set service to SCCP.

Gatekeeper scenario 3: FortiGate unit in NAT/Route mode, NAT enabled and
virtual IP required

Figure 6: Gatekeeper on the private network
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External
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The FortiGate unit is operating in NAT/Route mode with NAT enabled.

For Terminal B to be able to register with the gatekeeper, you require the
following:
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« avirtual IP for the gatekeeper on the external interface.

e an external -> internal policy to allow Terminal B to initiate connections with the
gatekeeper. Set the destination address to the virtual IP address. Set service
to SCCP.

Gatekeeper scenario 4: FortiGate unit in NAT/Route mode, NAT enabled

Figure 7: Gatekeeper on the public network
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The FortiGate unit is operating in NAT/Route mode with NAT enabled.
The following policy is required:

« internal -> external to allow Terminals A and C to connect to the gatekeeper.
Set service to SCCP.

Gatekeeper scenario 5: FortiGate unit in NAT/Route mode, NAT enabled

Figure 8: Gatekeeper on a different network
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The FortiGate unit is operating in NAT/Route mode with NAT enabled.
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The following policies are required:

e internal -> DMZ to allow Terminals A and C to connect to the gatekeeper. Set
service to SCCP.

» external -> DMZ to allow Terminal B to connect to the gatekeeper.

Example Configuration 1: Direct SCCP Calls

This example shows how to configure a policy for direct SCCP connections. The
FortiGate unit is in NAT/Route mode.

Internal External

e A

Terminal A S FoRTIEATE. Terminal B
192.168.33.1/ 172.20.33.1/
255.255.255.0 255.255.255.0

This configuration has two basic steps:

» configure addresses for the internal terminal (terminal_A) and external
terminal (terminal_B)

» configure a firewall policy for SCCP traffic between the terminals (internal ->
external)

To add terminal addresses

Go to Firewall > Address and select Create New.

2 Configure the address as follows:

Address Name terminal_A
Subnet/IP Range |255.255.255.0/192.168.33.1

Select OK.

Repeat steps 2 and 3 for terminal_B:

Address Name terminal_B
Subnet/IP Range |255.255.255.0/172.20.33.1

To add a firewall policy
Go to Firewall > Policy and select Create New.

2 Configure the policy as follows:
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Source Interface/Zone internal
Source Address terminal_A
Destination Interface/Zone |external
Destination Address terminal_B
Schedule always
Service SCCP
Action ACCEPT
NAT enable

3 Select OK.

Example Configuration 2: Direct SCCP Calls with a Virtual IP
Address

This example shows how to configure a policy for direct SCCP connections.

To add terminal addresses
Go to Firewall > Address and select Create New.

2 Configure the address as follows:

Address Name terminal_A
Subnet/IP Range |255.255.255.0/192.168.33.1

Select OK.

Repeat steps 2 and 3 for terminal_B:

Address Name terminal_B
Subnet/IP Range |255.255.255.0/172.20.33.1

To add a firewall policy
Go to Firewall > Policy and select Create New.

2 Configure the policy as follows:
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Example Configuration 2: Direct SCCP Calls with a Virtual IP Address

Source Interface/Zone internal
Source Address terminal_A
Destination Interface/Zone | external
Destination Address terminal_B
Schedule always
Service SCCP
Action ACCEPT
NAT enable
Select OK.

To configure a virtual IP address

Go to Firewall > Virtual IP and select Create New.

Configure the virtual IP address as follows:

Name terminal_A_vip
External Interface external

Type Static NAT
External IP Address/Range | 172.20.32.25

Mapped IP Address/Range

192.168.33.1/255.255.255.0

Select OK.

To add an external to internal firewall policy

Go to Firewall > Policy and select Create New.

Configure the policy as follows:

Source Interface/Zone external
Source Address terminal_B
Destination Interface/Zone |internal

Destination Address

terminal_A_vip

Schedule always

Service SCCP

Action ACCEPT

NAT enable
Select OK.
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Example Configuration 3. Gatekeeper

This example shows how to configure a policy for SCCP connections using a
gatekeeper. The FortiGate unit is in NAT/Route mode.

ﬁ——>

Terminal A
192.168.33.1/
255.255:255.0

E_

Terminal C
192.168.33.2/
255.255.255.0

Gatekeeper
172.50.23.10/
255.255.255.0

External
Internal

S EFoATIEATE. Terminal B
172.20.33.1/
255.255.255.0

This configuration has three basic steps:

« configure addresses for the internal terminals (terminal_A and terminal_C) and
external terminal (terminal_B)

e create groups for the terminals (internal_terminals)

< configure a firewall policy for SCCP traffic between the terminals and the
gatekeeper (internal -> external)

To add terminal addresses

Go to Firewall > Address and select Create New.

2 Configure the address as follows:

Address Name

terminal_A

Subnet/IP Range

255.255.255.0/192.168.33.1

Select OK.

Repeat steps 2 and 3 for terminal_C and the gatekeeper:

Address Name

terminal_C

Subnet/IP Range

255.255.255.0/192.168.33.2

Address Name

gatekeeper

Subnet/IP Range

255.255.255.0/172.50.23.10
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To add address groups
Go to Firewall > Address > Group and select Create New.
Enter the Group Name: internal_terminals.

Using the right arrow, move terminal_A and terminal_C from the Available
Addresses list to the Members list.

4 Select OK.

To add a firewall policy
Go to Firewall > Policy and select Create New.

2 Configure the policy as follows:.

Source Interface/Zone internal
Source Address internal_terminals
Destination Interface/Zone | external
Destination Address gatekeeper
Schedule always
Service SCCP
Action ACCEPT
NAT enable

3 Select OK.
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