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Introduction
Welcome and thank you for selecting Fortinet products for your network protection.
FortiAnalyzer units are network appliances that provide integrated log collection and 
reporting tools. Reports analyze logs for email, FTP, web browsing, security events, and 
other network activity to help identify security issues and reduce network misuse and 
abuse.
In addition to logging and reporting, FortiAnalyzer units also have several major features 
that augment or enable certain FortiGate unit functionalities, such as DLP archiving and 
quarantining, and improve your ability to stay informed about the state of your network.
• Logging and reporting: A FortiAnalyzer unit can aggregate and analyze log data from 

Fortinet and other Syslog-compatible devices. Using a comprehensive suite of easily-
customized reports, you can filter and review records, including traffic, event, virus, 
attack, Web content, and email data, mining the data to determine your security stance 
and ensure regulatory compliance. For information about the FortiAnalyzer logging, 
analyzing, and reporting workflow, see Figure 1 on page 14.

• DLP archiving: Both FortiGate DLP (Data Leak Prevention) archive logs and their 
associated copies of files or messages can be stored on and viewed from a 
FortiAnalyzer unit, leveraging its large storage capacity for large media files that can be 
common with multimedia content. When DLP archives are received by the 
FortiAnalyzer unit, you can use data filtering similar to with other log files to track and 
locate specific email or instant messages, or to examine the contents of archived files. 

• Quarantine repository: A FortiAnalyzer unit can act as a central repository for files 
that are suspicious or known to be infected by a virus, and have therefore been 
quarantined by your FortiGate units.

• Vulnerability management: A FortiAnalyzer unit can scan your designated target 
hosts for known vulnerabilities and open TCP and/or UDP ports. When the vulnerability 
scan is complete, the FortiAnalyzer unit generates a report that describes the 
discovered security issues and their known solutions.
FortiAnalyzer units can utilize FortiGuard subscription service to update their 
vulnerability databases with new entries added as they are discovered.

• Packet capture: FortiAnalyzer units can log observed packets to diagnose areas of 
the network where firewall policies may require adjustment, or where traffic anomalies 
occur.

• File explorer: You can browse through the list of content archive/DLP, quarantine, log, 
and report files on the FortiAnalyzer unit.

• Network sharing: FortiAnalyzer units can use their hard disks as an NFS or Windows-
style network share for FortiAnalyzer reports and logs, as well as users’ files.

• FIPS support: Federal Information Processing Standards (FIPS) are supported in 
some special releases of FortiAnalyzer firmware. Contact Fortinet Technical Support 
for more information.
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Registering your Fortinet product Introduction
Figure 1: Logging, analyzing, and reporting workflow

This topic includes:
• Registering your Fortinet product
• Customer service & technical support
• Training
• Documentation
• Scope
• Conventions

Registering your Fortinet product
Before you begin configuring and customizing features, take a moment to register your 
Fortinet product at the Fortinet Technical Support web site, https://support.fortinet.com.
Many Fortinet customer services, such as firmware updates, technical support, and 
FortiGuard Antivirus and other FortiGuard services, require product registration.
For more information, see the Fortinet Knowledge Base article Registration Frequently 
Asked Questions.

Customer service & technical support
Fortinet Technical Support provides services designed to make sure that you can install 
your Fortinet products quickly, configure them easily, and operate them reliably in your 
network. 

FortiAnalyzer data 
receiving server

Devices monitored by 
the FortiAnalyzer unit

 Indexing & file 
storage/database

Report engine

Log file 
index/database

The FortiAnalyzer unit collects logs 
from the devices that it monitors.

The FortiAnalyzer unit buffers, 
reorganizes,  and stores the logs to 
generate temporary log files.

The FortiAnalyzer unit indexes the log 
files for easy search and report 
generation. 

The FortiAnalyzer unit generates reports 
based on user configurations and requests.

The administrator configures 
and requests for reports.

The administrator views reports.

Administrator

The administrator views log files.

Reports
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To learn about the technical support services that Fortinet provides, visit the Fortinet 
Technical Support web site at https://support.fortinet.com.
You can dramatically improve the time that it takes to resolve your technical support ticket 
by providing your configuration file, a network diagram, and other specific information. For 
a list of required information, see the Fortinet Knowledge Base article Fortinet Technical 
Support Requirements.

Training
Fortinet Training Services provides classes that orient you quickly to your new equipment, 
and certifications to verify your knowledge level. Fortinet provides a variety of training 
programs to serve the needs of our customers and partners world-wide.
To learn about the training services that Fortinet provides, visit the Fortinet Training 
Services web site at http://campus.training.fortinet.com, or email them at 
training@fortinet.com.

Documentation
The Fortinet Technical Documentation web site, http://docs.fortinet.com, provides the 
most up-to-date versions of Fortinet publications, as well as additional technical 
documentation such as technical notes.
In addition to the Fortinet Technical Documentation web site, you can find Fortinet 
technical documentation on the Fortinet Tools and Documentation CD, and on the Fortinet 
Knowledge Base.

Fortinet Tools and Documentation CD
Many Fortinet publications are available on the Fortinet Tools and Documentation CD 
shipped with your Fortinet product. The documents on this CD are current at shipping 
time. For current versions of Fortinet documentation, visit the Fortinet Technical 
Documentation web site, http://docs.fortinet.com.

Fortinet Knowledge Base
The Fortinet Knowledge Base provides additional Fortinet technical documentation, such 
as troubleshooting and how-to-articles, examples, FAQs, technical notes, and more. Visit 
the Fortinet Knowledge Base at http://kb.fortinet.com.

Comments on Fortinet technical documentation 
Please send information about any errors or omissions in this technical document 
totechdoc@fortinet.com.

Scope
This document describes how to use the web-based manager of the FortiAnalyzer unit. It 
assumes you have already successfully installed the FortiAnalyzer unit by following the 
instructions in the FortiAnalyzer Installation Guide.
At this stage:
• You have administrative access to the web-based manager and/or CLI.
• The FortiAnalyzer unit is integrated into your network.
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Conventions Introduction
• The system time, DNS settings, administrator password, and network interfaces have 
been configured.

• Firmware updates and FortiGuard Vulnerability Management Plugins and Engine 
updates have been completed.

Once that basic installation is complete, you can use this document. This document 
explains how to use the web-based manager to:
• maintain the FortiAnalyzer unit, including backups
• reconfigure basic items that were configured during installation
• configure advanced features, such as adding devices, DLP archiving, vulnerability 

management, logging, and reporting
This document does not cover commands for the command line interface (CLI). For 
information on the CLI, see the FortiAnalyzer CLI Reference.

Conventions
Fortinet technical documentation uses the conventions described below.

IP addresses
To avoid publication of public IP addresses that belong to Fortinet or any other 
organization, the IP addresses used in Fortinet technical documentation are fictional and 
follow the documentation guidelines specific to Fortinet. The addresses used are from the 
private IP address ranges defined in RFC 1918: Address Allocation for Private Internets, 
available at http://ietf.org/rfc/rfc1918.txt?number-1918.

Cautions, Notes and Tips
Fortinet technical documentation uses the following guidance and styles for cautions, 
notes and tips.

Typographical conventions
Fortinet documentation uses the following typographical conventions:

Caution: Warns you about commands or procedures that could have unexpected or 
undesirable results including loss of data or damage to equipment.

Note: Presents useful information, usually focused on an alternative, optional method, such 
as a shortcut, to perform a step.

Tip: Highlights useful additional information, often tailored to your workplace activity.
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Command syntax conventions
The command line interface (CLI) requires that you use valid syntax, and conform to 
expected input constraints. It will reject invalid commands.
Brackets, braces, and pipes are used to denote valid permutations of the syntax. 
Constraint notations, such as <address_ipv4>, indicate which data types or string 
patterns are acceptable value input.

Table 1: Typographical conventions in Fortinet technical documentation

Convention Example
Button, menu, text box, 
field, or check box label

From Minimum log level, select Notification.

CLI input config system dns
set primary <address_ipv4>

end

CLI output FGT-602803030703 # get system settings
comments            : (null)
opmode              : nat 

Emphasis HTTP connections are not secure and can be intercepted by a third 
party.

File content <HTML><HEAD><TITLE>Firewall 
Authentication</TITLE></HEAD>
<BODY><H4>You must authenticate to use this 
service.</H4>

Hyperlink Visit the Fortinet Technical Support web site, 
https://support.fortinet.com.

Keyboard entry Type a name for the remote VPN peer or client, such as 
Central_Office_1.

Navigation Go to VPN > IPSEC > Auto Key (IKE).

Publication For details, see the FortiGate Administration Guide.

Table 2: Command syntax notation

Convention Description
Square brackets [ ] A non-required word or series of words. For example:

[verbose {1 | 2 | 3}]
indicates that you may either omit or type both the verbose word and 
its accompanying option, such as:
verbose 3
ortiAnalyzer™ Version 4.0 MR2 Administration Guide
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Conventions Introduction
Angle brackets < > A word constrained by data type.
To define acceptable input, the angled brackets contain a descriptive 
name followed by an underscore ( _ ) and suffix that indicates the 
valid data type. For example:
<retries_int>
indicates that you should enter a number of retries, such as 5.
Data types include:
• <xxx_name>: A name referring to another part of the 

configuration, such as policy_A.
• <xxx_index>: An index number referring to another part of the 

configuration, such as 0 for the first static route.
• <xxx_pattern>: A regular expression or word with wild cards 

that matches possible variations, such as *@example.com to 
match all email addresses ending in @example.com.

• <xxx_fqdn>: A fully qualified domain name (FQDN), such as 
mail.example.com.

• <xxx_email>: An email address, such as 
admin@mail.example.com.

• <xxx_url>: A uniform resource locator (URL) and its associated 
protocol and host name prefix, which together form a uniform 
resource identifier (URI), such as 
http://www.fortinet.com/.

• <xxx_ipv4>: An IPv4 address, such as 192.168.1.99.
• <xxx_v4mask>: A dotted decimal IPv4 netmask, such as 

255.255.255.0.
• <xxx_ipv4mask>: A dotted decimal IPv4 address and netmask 

separated by a space, such as 
192.168.1.99 255.255.255.0.

• <xxx_ipv4/mask>: A dotted decimal IPv4 address and CIDR-
notation netmask separated by a slash, such as such as 
192.168.1.99/24.

• <xxx_ipv6>: A colon( : )-delimited hexadecimal IPv6 address, 
such as 3f2e:6a8b:78a3:0d82:1725:6a2f:0370:6234.

• <xxx_v6mask>: An IPv6 netmask, such as /96.
• <xxx_ipv6mask>: An IPv6 address and netmask separated by a 

space.
• <xxx_str>: A string of characters that is not another data type, 

such as P@ssw0rd. Strings containing spaces or special 
characters must be surrounded in quotes or use escape 
sequences. See the FortiWeb CLI Reference.

• <xxx_int>: An integer number that is not another data type, 
such as 15 for the number of minutes.

Curly braces { } A word or series of words that is constrained to a set of options 
delimited by either vertical bars or spaces.
You must enter at least one of the options, unless the set of options is 
surrounded by square brackets [ ].

Table 2: Command syntax notation
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Entering FortiOS configuration data
The configuration of a FortiAnalyzer unit is stored as a series of configuration settings in 
the FortiAnalyzer configuration database. To change the configuration you can use the 
web-based manager or CLI to add, delete or change configuration settings. These 
configuration changes are stored in the configuration database as they are made.
Individual settings in the configuration database can be text strings, numeric values, 
selections from a list of allowed options, or on/off (enable/disable).

Entering text strings (names)
Text strings are used to name entities in the configuration. For example, the name of a 
report chart, administrative user, and so on. You can enter any character in a 
FortiAnalyzer configuration text string except, to prevent Cross-Site Scripting (XSS) 
vulnerabilities, text strings in FortiAnalyzer configuration names cannot include the 
following characters:
" (double quote), & (ampersand), ' (single quote), < (less than) and < (greater than)
You can determine the limit to the number of characters that are allowed in a text string by 
determining how many characters the web-based manager or CLI allows for a given name 
field. From the CLI, you can also use the tree command to view the number of characters 
that are allowed. For example, report chart names can contain up to 64 characters. When 
you add a report chart name to the web-based manager, you are limited to entering 64 
characters in the report chart name field. From the CLI you can do the following to confirm 
that the firewall address name field allows 64 characters.

config report chart
edit <chart_name>
tree
--- [chart] --*name      (64)
|- type
|- title     (128 xss)
|- comment   (1024)
|- dataset   (64)
+- graph-type

Note that the tree command output also shows the number of characters allowed for other 
report chart name settings. For example, the comment field can contain up to 1024 
characters.

Options delimited 
by vertical bars |

Mutually exclusive options. For example:
{enable | disable}
indicates that you must enter either enable or disable, but must 
not enter both.

Options delimited 
by spaces

Non-mutually exclusive options. For example:
{http https ping snmp ssh telnet}
indicates that you may enter all or a subset of those options, in any 
order, in a space-delimited list, such as:
ping https ssh
Note: To change the options, you must re-type the entire list. For 
example, to add snmp to the previous example, you would type:
ping https snmp ssh
If the option adds to or subtracts from the existing list of options, 
instead of replacing it, or if the list is comma-delimited, the exception 
will be noted.

Table 2: Command syntax notation
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Selecting options from a list
If a configuration field can only contain one of a number of selected options, the web-
based manager and CLI present you a list of acceptable options and you can select one 
from the list. No other input is allowed. From the CLI you must spell the selection name 
correctly.

Enabling or disabling options
If a configuration field can only be on or off (enabled or disabled) the web-based manager 
presents a check box or other control that can only be enabled or disabled. From the CLI 
you can set the option to enable or disable.
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What’s new
The list below contains key features which have changed since the previous release, 
FortiAnalyzer v4.0 MR1. For upgrade information, see the Release Notes available with 
the firmware, and “Maintaining firmware” on page 275.
• SQL (Structured Query Language) reporting – The SQL database option is added. 

The logs received by the FortiAnalyzer unit will be inserted into the SQL database for 
generating reports. Both local and remote SQL database options are supported. The 
advantages of using the SQL database are:
• Flexibility: Through the use of standard SQL queries, more flexible reporting 

capabilities can be offered.
• Scalability: Through the use of a remote SQL database, any upper bound on the 

amount of available log storage is removed. Furthermore, the hardware of an 
external SQL database server can be more easily upgraded to support growing 
performance needs.

For more information, see “Configuring SQL database storage” on page 85 and 
“Example reports (SQL-based)” on page 208.

• Administrator profile extension for RADIUS – If you use a RADIUS server to 
manage your administrator accounts authentication, you can also use it to manage the 
administrative authorization (that is, administrator profile). In other words, you can 
assign an administrator profile to each user on the RADIUS server and have the 
FortiAnalyzer unit retrieve and apply them for administrator access. The process is as 
following:
• The administrator provides user name and password to the FortiAnalyzer unit.
• The FortiAnalyzer unit sends the user name and password to the RADIUS server 

for authentication.
• The RADIUS server returns "Access Accept" response and includes a VSA 

containing the name of the administrator profile to the FortiAnalyzer unit.
• The FortiAnalyzer unit looks for the returned administrator profile in its own 

configuration.
If the administrator profile exists, the FortiAnalyzer unit assigns the returned profile 
for the duration of the administrator session.
If the administrator profile does not exist, the FortiAnalyzer unit assigns the locally 
configured admin profile for the duration of the administrator session.

For more information, see “Configuring RADIUS servers” on page 82.
• Report charts – A new menu item Charts is added to Reports on the web-based 

manager to help you understand better how all of the different report elements are 
related. Under Charts, you can view the existing pre-defined charts on items such as 
pre-defined services, IPS database, or application database. You can also add your 
own chart definitions.
For more information, see “Configuring report chart templates” on page 197 and 
“Configuring data sets” on page 201. 
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• eDiscovery extension – eDiscovery allows you to search through the bulk of stored 
emails, extract the search results, and share them with a third-party in situations such 
as a lawsuit or regulatory violation action. It is crucial to be able to prove that shared 
data is an exact copy of the original. This is an extension of the FortiAnalyzer’s 
archived email searching.
For more information, see “Using eDiscovery” on page 160.

• Dashboard enhancements – The interface for renaming and deleting tabs are 
improved to simplify the user experience. For some widgets, you can add multiple 
instances of the same widget. This helps if you need to do more than one thing with a 
widget. Also, each ADOM administrator has a dashboard.
For more information, see “Viewing the dashboard” on page 35.

• Web-based manager improvements – When viewing logs and archived files, if you 
select a log entry, a detailed view will be displayed on the left hand side. You can then 
see the values for all indexed columns for a particular log type. Fields with no values 
will be hidden, and can optionally be expanded by selecting "show" at the bottom of the 
popup window.
For more information, see“Log & Archive” on page 139.
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About the web-based manager
This chapter describes aspects that are general to use of the web-based manager, a 
graphical user interface (GUI) that you can use to access the FortiAnalyzer unit from 
within a current web browser.
This topic includes:
• System requirements
• URL for access
• Settings

System requirements
The management computer that you use to access the web-based manager must have a 
compatible web browser, such as Microsoft Internet Explorer 6.0 or greater, or Mozilla 
Firefox 3.0 or greater.
To minimize scrolling, the computer’s screen should have a resolution that is a minimum of 
1280 x 1024 pixels.

URL for access
The web-based manager can be accessed by URL using the network interfaces’ enabled 
administrative access protocols and IP addresses.
By default, the URL when accessing the web-based manager through port1 is 
https://192.168.1.99/.
If the network interfaces have been configured such as during the installation instructions 
in the FortiAnalyzer Install Guide, the URL and/or permitted administrative access 
protocols (in this case, HTTPS) may no longer be in their default state. In that case, for the 
URL, use either a DNS-resolvable domain name for the FortiAnalyzer unit, or the IP 
address that you configured for the network interface to which you are connected.
For example, you might have configured port2 with the IP address 10.0.0.1 and enabled 
HTTPS. You might have also configured a private DNS server on your network to resolve 
fortianalyzer.example.com to 10.0.0.1. In this case, to access the web-based manager 
through port2, you could enter either https://fortianalyzer.example.com/ or 
https://10.0.0.1/.
For information on enabling administrative access protocols and configuring IP addresses, 
see “Configuring the network interfaces” on page 63.

Note: If the URL is correct and you still cannot access the web-based manager, you may 
also need to configure from which hosts the FortiAnalyzer unit will accept login attempts for 
your administrator account (that is, trusted hosts), and/or static routes. For details, see 
“Configuring administrator accounts” on page 77 and “Configuring static routes” on 
page 69.
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Settings
Some settings for the web-based manager apply regardless of which administrator 
account you use to log in. Global settings include the idle timeout, TCP port number on 
which the web-based manager listens for connection attempts, the network interface(s) on 
which it listens, and the language of its display.
For details, see “Configuring the web-based manager’s global settings” on page 84 and 
“Configuring the network interfaces” on page 63.
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About administrative domains 
(ADOMs)

Administrative domains (ADOMs) enable the admin administrator to constrain other 
FortiAnalyzer unit administrators’ access privileges to a subset of devices in the device 
list. For FortiGate devices with virtual domains (VDOMs), ADOMs can further restrict 
access to only data from a specific FortiGate VDOM.

Enabling ADOMs alters the structure and available functionality of the web-based 
manager and CLI according to whether you are logging in as the admin administrator, 
and, if you are not logging in as the admin administrator, the administrator account’s 
assigned access profile.

Note: ADOMs are not supported on FortiAnalyzer-100/100A/100B/100C models.

Table 3: Characteristics of the CLI and web-based manager when ADOMs are enabled

admin administrator account Other administrators
Access to Global Configuration Yes No

Access to Administrative Domain 
Configuration (can create ADOMs)

Yes No

Can create administrator accounts Yes No

Can enter all ADOMs Yes No
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Within the Global ADOM Within other ADOMs
System > Dashboard > Status
System > ADOM > ADOM
System > Network > Interface
System > Network > DNS
System > Network > Routing
System > Network Sharing > Windows Share
System > Network Sharing > NFS Export
System > Network Sharing > User
System > Network Sharing > Group
System > Admin > Administrator
System > Admin > Access Profile
System > Admin > Auth Group
System > Admin > RADIUS Server
System > Admin > Settings
System > Admin > Monitor
System > Config > SQL Database
System > Config > Log-based Alerts
System > Config > SNMP
System > Config > Remote Syslog 
System > Config > Log Aggregation
System > Config > Log Forwarding
System > Config > RAID
System > Maintenance > Backup & Restore
System > Maintenance > FortiGuard 
System > Maintenance > Migration
Devices > All Devices > Allowed
Device > All Devices > Blocked
Device > All Devices > Unregistered Options
Log & Archive > eDiscovery > Config
Log & Archive > Options > Log File Options
Report > Config > Language (SQL database 
disabled in System > Config > SQL Database)
Vulnerability Management > Summary > Host 
Status
Vulnerability Management > Summary > 
Vulnerability Database
Vulnerability Management > Asset > Host
Vulnerability Management > Asset > Group
Vulnerability Management > Network Map > 
Report
Vulnerability Management > Network Map > 
Config
Vulnerability Management > Scan > Report
Vulnerability Management > Scan > Schedule
Vulnerability Management > Scan > Profile
Vulnerability Management > Scan > Sensor
Vulnerability Management > Compliance 
Report > Report
Vulnerability Management > Compliance 
Report > Template
Tools > Network Analyzer > Historical
Tools > Network Analyzer > Browse
Tools > Network Analyzer > Config
Tools > File Explorer > File Explorer

System > Config > Mail Server
System > Config > Remote Output
System > Config > IP Alias
System > Config > LDAP
Devices > All Devices > Allowed (read only)
Device > Group > Device Group
Log & Archive > Log Access > Traffic
Log & Archive > Log Access > Event
Log & Archive > Log Access > IPS (Attack)
Log & Archive > Log Access > Application Control
Log & Archive > Log Access > Web Filter
Log & Archive > Log Access > AntiVirus
Log & Archive > Log Access > Data Leak (DLP)
Log & Archive > Log Access > VoIP
Log & Archive > Log Access > Email Filter
Log & Archive > Log Access > Network Scan
Log & Archive > Log Access > History
Log & Archive > Log Access > IM
Log & Archive > Log Access > Generic Syslog
Log & Archive > Log Access > All Logs
Log & Archive > Archive Access > IPS Packet
Log & Archive > Archive Access > Quarantine
Log & Archive > Archive Access > Web
Log & Archive > Archive Access > Email
Log & Archive > Archive Access > FTP
Log & Archive > Archive Access > IM
Log & Archive > Archive Access > VoIP Log
Log & Archive > Archive Access > MMS
Log & Archive > eDiscovery > Folders
Log & Archive > eDiscovery > Search
Log & Archive > Log Browse > Log Browse
Report (SQL database disabled in System > 
Config > SQL Database):
Report > Access > Scheduled Report
Report > Schedule > Schedule
Report > Config > Layout 
Report > Config > Data Filter
Report (SQL database enabled in System > 
Config > SQL Database):
Report > Access > Default
Report > Access > Scheduled Report
Report > Config > Report
Report > Config > Graphic
Report > Chart > Template
Report > Chart > Data Set
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• If ADOMs are enabled and you log in as admin, you first access the Global ADOM 
where you have full access to the menus and can configure other ADOMs in System > 
ADOM > ADOM. At the end of the menu list, the Current ADOM menu appears, 
enabling you to enter into another ADOM or return to the Global ADOM.

The Global ADOM contains settings used by the FortiAnalyzer unit itself and settings 
shared by ADOMs, such as the device list, RAID, and administrator accounts. It does 
not include ADOM-specific settings or data, such as logs and reports. When 
configuring other administrator accounts, an additional option appears allowing you to 
restrict other administrators to an ADOM. For more information, see “Assigning 
administrators to an ADOM” on page 32. The admin administrator can further restrict 
other administrators’ access to specific configuration areas within their ADOM by using 
access profiles. For more information, see “Configuring access profiles” on page 80.

• If ADOMs are enabled and you log in as any other administrator, you enter the ADOM 
assigned to your account. You can only access the menu items assigned to you in your 
access profile. You cannot access the Global ADOM, or enter other ADOMs.
By default, administrator accounts other than the admin account are assigned to the 
root ADOM, which includes all devices in the device list. By creating ADOMs that 
contain a subset of devices in the device list, and assigning them to administrator 
accounts, you can restrict other administrator accounts to a subset of the FortiAnalyzer 
unit’s total devices or VDOMs.

The maximum number of ADOMs varies by FortiAnalyzer model. For details, see 
“Appendix C: Maximum values matrix” on page 333.
This topic includes:
• Configuring ADOMs
• Accessing ADOMs as the admin administrator
• Assigning administrators to an ADOM

Configuring ADOMs
Administrative domains (ADOMs) are disabled by default. To use administrative domains, 
the admin administrator must:
1 Enable the feature by going to System > Admin > Settings. See “To enable ADOMs” on 

page 28.

Note: Be default, some menus are hidden. To make them visible, you can enable the 
menus in System > Admin > Settings.

Note: ADOMs are not supported on FortiAnalyzer-100/100A/100B/100C models.
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2 Create ADOMs by going to System > ADOM > ADOM. See “To add or edit an ADOM” 
on page 30.

3 Assign other FortiAnalyzer administrators to an ADOM by going to System > Admin > 
Administrator. See “To assign an administrator to an ADOM” on page 33.

To enable ADOMs

1 Log in as admin.
Other administrators cannot enable, disable, or configure ADOMs.

2 Go to System > Admin > Settings.
3 Enable (select) Admin Domain Configuration.

Caution: Enabling ADOMs moves non-global configuration items to the root ADOM. Back 
up the configuration before beginning the following procedure. For more information about 
backing up your configuration, see “Backing up the configuration & installing firmware” on 
page 114.
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4 Click Apply.
A dialog appears:
Enabling/Disabling the admin domain configuration will require 
you to re-login. Are you sure you want to continue?

5 Click OK.
The FortiAnalyzer unit logs you out.

6 To confirm that ADOMs are enabled, log in again as admin.
System > ADOM > ADOM appears. At the end of the menu list, the Current ADOM 
menu also appears, enabling you to enter into an ADOM or return to the Global ADOM. 
Continue with “To add or edit an ADOM” on page 30 to create ADOMs.

Note: If other administrators are also logged in at the same time, they will not be 
automatically logged out. Notify them that ADOMs have been enabled, and that they may 
need to log out and log in again for display changes to take effect.
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To add or edit an ADOM
Before you can add an ADOM, you must first enable the feature. For details, see “To 
enable ADOMs” on page 28.

1 From Current ADOM in the lefthand navigation menu, select Global.
2 Go to System > ADOM > ADOM.

3 Click Create New, or, to modify an existing ADOM, mark its check box, then click Edit.

4 In Name, type a name for the ADOM.
This field cannot be modified if you are editing an existing entry. To modify the name, 
delete the entry, then recreate it using the new name.

5 From Available Devices, select which devices to associate with the ADOM, then click 
the right arrow to move them to Selected Devices.
You can move multiple devices at once. To select multiple devices, click the first 
device, then hold the Shift key while clicking the last device in a continuous range, or 
hold the Ctrl key while clicking each additional device.
To remove a device from Selected Devices, select one or more devices, then click the 
left arrow to move them to Available Devices.

6 If the ADOM includes a FortiGate unit, and you want to include only a specific VDOM, 
enable Restrict to Virtual Domain(s), then enter the VDOM name. If the ADOM 
includes a FortiMail unit and you want to include only a specific email domain, enable 
and configure Restrict to Email Domain(s).

7 Click OK.
Continue with “Assigning administrators to an ADOM” on page 32.
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To disable ADOMs

1 From Current ADOM in the lefthand navigation menu, select Global.
2 Go to System > ADOM > ADOM.
3 Mark the check boxes next to each ADOM except root (Management Administrative 

Domain), then click Delete.

If any other ADOMs except the root ADOM remain, the option to disable ADOMs will 
not appear.

4 Go to System > Admin > Settings.
5 Disable (deselect) Admin Domain Configuration.

Caution:  Back up the configuration before beginning this procedure. Deleting ADOMs, 
which can occur when disabling the ADOM feature, removes administrator accounts 
assigned to ADOMs other than the root ADOM. For more information, see “Backing up 
the configuration & installing firmware” on page 114.

If you do not wish to delete these administrator accounts, assign them to the root ADOM 
before disabling ADOMs.

Note: You cannot delete an ADOM if an administrator is currently assigned to it. You must 
first reassign the administrator to the root ADOM (see “Assigning administrators to an 
ADOM” on page 32).
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