REFERENCE

FortiAnalyzer CLI
Version 3.0 MR7

FERTINET

www.fortinet.com



FortiAnalyzer CLI Reference
Version 3.0 MR7

4 May 2009
05-30007-0288-20090504

© Copyright 2009 Fortinet, Inc. All rights reserved. No part of this
publication including text, examples, diagrams or illustrations may be
reproduced, transmitted, or translated in any form or by any means,
electronic, mechanical, manual, optical or otherwise, for any purpose,
without prior written permission of Fortinet, Inc.

Trademarks

Dynamic Threat Prevention System (DTPS), APSecure, FortiASIC,
FortiBIOS, FortiBridge, FortiClient, FortiGate, FortiGate Unified Threat
Management System, FortiGuard, FortiGuard-Antispam, FortiGuard-
Antivirus, FortiGuard-Intrusion, FortiGuard-Web, FortiLog, FortiAnalyzer,
FortiManager, Fortinet, FortiOS, FortiPartner, FortiProtect, FortiReporter,
FortiResponse, FortiShield, FortiVolP, and FortiWiFi are trademarks of
Fortinet, Inc. in the United States and/or other countries. The names of
actual companies and products mentioned herein may be the trademarks
of their respective owners.






RTINET

=

£

Contents

L= =1 o o 63
7= o T o 65
=T T 11T Vo - 66
Lo LU0 L1 67
FI T e —————————————————— 69
3o ] N 71
SChedule...... e ———————— 77
3 = L 81
L Lo T U 82
NS e ——————————————— 83
0o T o Y [N 84
SRAIE e ————————— 85
B == N 86
o o 87
AGGregatioN ......ciicieeiri i ————————— 88
AEVICE ..ueeeiiiiiierr et ——————— 89
L LA T T T oL U N 93
FOrwarding ......cccceeiiniinirr i ——————————————— 94
SEINGS ..ciii i ——————— 95
UNFegistered.. ... ——————— 103
traffic ..o —————— 105
Y £ 107
JODS e ————————————————— 108
LB 0T | T - 111
o |0 O 113
CONSOI@ ...t ———————————— 114
1= (= o1 | 115
AAMIN=CEIt ...t 116
0T Lo (U T o 117
CONtENT_FIleS ... nmnnn e 119
AISCONNECT.......cii it n s 120
FACLOIYIESet. ... e nnnnns 121
formatlogdisk.........cceccceiiecrririr e 122
130T o o o =T T 123

FortiAnalyzer Version 3.0 MR7 CLI Reference
05-30007-0288-20090504



Contents

(1301 o Xo T £ Lo T 124
01T 125
PING_OPLIONS ...t 126
quarantine_files ..o 128
FEDOOL. ...t ——————————————— 129
FEIOAd ...t ————————————— 130
FESEOIE. ettt —————————————— 131
Y 133
£ =1 e - | (= 134
L= =1 A {1 1 = 135
L= 0 1L e Lo 3T o 136
TraCeroULe ......coiiceerc e ————————— 137
traffic....cooe i ——————————— 138
INA@X i ——————— 139

FortiAnalyzer Version 3.0 MR7 CLI Reference

05-30007-0288-20090504

RTINET

=



RTINET

=

o

Contents

FortiAnalyzer Version 3.0 MR7 CLI Reference
05-30007-0288-20090504



Introduction About FortiAnalyzer Units

Introduction

This section introduces you to the FortiAnalyzer unit and the following topics:

* About FortiAnalyzer Units

* About this document

* FortiAnalyzer documentation

» Customer service and technical support

About FortiAnalyzer Units

FortiAnalyzer units are network appliances that provide integrated log collection,
analysis tools and data storage. Detailed log reports provide historical as well as
current analysis of network traffic, such as email, FTP and web browsing activity,
to help identify security issues and reduce network misuse and abuse.

About this document

This document describes how to use the FortiAnalyzer Command Line Interface
(CLI). This document contains the following chapters:

* What's new describes changes to the CLI since the previous release.

* Using the CLI describes how to connect to and use the FortiAnalyzer CLI.

* log describes commands used to configure log settings, reports and connected
devices.

* nas describes commands used to configure file sharing, users and group
access to the FortiAnalyzer hard disk(s).

» rvs describes commands used to configure remote vulnerability scan reports.
* report describes commands used to configure FortiAnalyzer reports.

» gui describes the command used to configure the gui console.

» security describes commands used to configure security event reports.

» system describes commands used to configure basic features.

 traffic describes commands used to configure the traffic summary report.

e execute describes execute commands used to run maintenance and other
tasks, such as backups, pings, or vulnerability scans.

\}@ Note: Diagnose commands are also available from the FortiAnalyzer CLI. These
%/> commands are used for gathering detailed information useful to Fortinet technical support
- for debugging. Because diagnose commands are not a part of normal product use,
diagnose commands are not covered in this document. Contact Fortinet technical support
before using diagnose commands.
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FortiAnalyzer documentation
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Conventions

Introduction

This guide uses some conventions to indicate command syntax.

Indentation

Indentation indicates required context. Some commands are valid only from within
the context of another command.

For example, if the syntax is:

config system admin
edit admin 1

you must be within the interactive command config system admin when
entering the command edit admin 1.

Angle brackets < >
Angle brackets < > indicate input type.

* <xxx_1int> indicates an integer
* <xxx_str> indicates a text string
* <xxx_1ipv4> indicates a text string in IPv4 address format

For example, if the syntax is:
execute restore config <filename str>
you could enter:

execute restore config myfile.bak

Curly brackets containing vertical bars { | }
Curly brackets containing vertical bars { | } indicate mutually exclusive options.
For example, if the syntax is:
set ntpsync {enable | disable}
you might enter:
set ntpsync enable
or:
set ntpsync disable
but not:

set ntpsync enable disable

FortiAnalyzer documentation

» FortiAnalyzer Administration Guide

Describes how to install and configure a FortiAnalyzer unit to collect FortiGate
and Syslog log files, and how to connect to a FortiManager unit for
management purposes. It also describes how to view log files, generate and
view reports on network activities, and how to use the FortiAnalyzer unit as a
NAS server.
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Introduction Customer service and technical support

* FortiAnalyzer CLI Reference

Describes how to use the command line interface of the FortiAnalyzer unit, and
describes all the commands available.

* FortiAnalyzer online help

Provides a searchable version of the Administration Guide in HTML format.
You can access online help from the web-based manager as you work.

* FortiAnalyzer QuickStart Guides
Explains how to install and set up the FortiAnalyzer unit.

Fortinet Tools and Documentation CD

All Fortinet documentation is available from the Fortinet Tools and Documentation
CD shipped with your Fortinet product. The documents on this CD are current at
shipping time. For up-to-date versions of Fortinet documentation see the Fortinet
Technical Documentation web site at http://docs.forticare.com.

Fortinet Knowledge Center

The knowledge center contains short how-to articles, FAQs, technical notes,
product and feature guides, and much more. Visit the Fortinet Knowledge Center
at http://kc.forticare.com.

Comments on Fortinet technical documentation

Please send information about any errors or omissions in this document, or any
Fortinet technical documentation, to techdoc@fortinet.com.

Customer service and technical support

Fortinet Technical Support provides services designed to make sure that your
Fortinet systems install quickly, configure easily, and operate reliably in your
network.

Please visit the Fortinet Technical Support web site at http://support.fortinet.com
to learn about the technical support services that Fortinet provides.

RTINET
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What's new

What’s new

The table below lists commands which have changed since the previous release, FortiAnalyzer
3.0 MR6. The command, quarantine, and all keywords and variables have been removed for
FortiAnalyzer 3.0 MR7.

Command Change

config global ADOMSs added commands for the two
new commands, report and gui, in
both global and within each ADOM.

config report language

config gui console New commands.
execute admin-cert self-sign

execute admin-cert show

config adom

config report layout

config report output New commands.
config report filter

config report schedule

config report New command.

config gui New command.

config system accprofile

set admin domains
set forensic Keywords removed.
set sec_event

config system admin

set Admin Domain Keywords removed.
set auth-group

config system event

set mail server vd New keyword.
config system global

set Admin Domain Keyword removed.
config system ldap

set username
set password Keywords removed.

config system snmp community
edit <snmp str>

set traps

set cpu_usage New keywords.
set memory usage

set disk usage

set system event

set intf ip change

set hosts

config system snmp sysinfo

set agent
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set ip
config system snmp community

set snmp traps
set trigger
set threshold
set period
set frequency

What's new

New keyword.

New keywords.

config log device

set vdom num

Keyword removed.

config log settings

set custom-fieldl
set custom-field2
set custom-field3
set custom field4
set custom-field5

New keywords. These keywords enable
the FortiAnalyzer unit to properly index
the same custom-fields that were
configured on the FortiGate unit.

config rvs jobs

set output email

set output file

set email attachment name
set email bdoy

set email subject

config output addresses
edit <email str>

Keywords removed.

Sub-command removed.
Keyword removed.

execute admin-cert self-sign
execute admin-cert show

New command and keywords.

execute backup https-cert

New keyword.

execute restore https-cert

New keyword.

FortiAnalyzer Version 3.0 MR7 CLI Reference
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Using the CLI Connecting to the CLI

Using the CLI

This section explains how to connect to the CLI and describes the basics of using
the CLI. You can use CLI commands to view all system information and to change
all system configuration settings.

This section describes the following topics:

+ Connecting to the CLI
+ Command syntax
* CLlI basics

Connecting to the CLI

The CLI can be accessed using either a console or network connection.
Available CLI connection procedures vary by model.

FortiAnalyzer-100A/B, FortiAnalyzer-800/800B, FortiAnalyzer-2000A and
FortiAnalyzer-4000/A units have a serial port. FortiAnalyzer-2000 units have an
RJ-45 console port. For these models, you have two ways to connect to the CLI:

« Connect to the console using the FortiAnalyzer unit’s serial or RJ-45 console
port.

» Connect over the network to a FortiAnalyzer unit’s interface whose
administrative access has been enabled, using Telnet or SSH.

FortiAnalyzer-400 units do not have a serial or console port. For this model,
connect over the network to an interface whose administrative access has been
enabled, using Telnet or SSH.

« Connecting to the console

» Configuring network CLI access (SSH or Telnet)

» Connecting to the CLI using SSH

* Connecting to the CLI using Telnet

Connecting to the console

FortiAnalyzer-100A/B, FortiAnalyzer-800/800B, FortiAnalyzer 2000/A and
FortiAnalyzer-4000/A units have serial or RJ-45 console ports. You can use these
ports to make a console connection with your management computer.

\/@ Note: This procedure does not apply to FortiAnalyzer-400 units. Instead, connect over the
k/> network using SSH or Telnet. See “Using the CLI Configuring network CLI access (SSH or
- Telnet)” on page 14.

Requirements:

» A computer with an available serial (communications) port

* A null modem cable (for FortiAnalyzer-100A/B, FortiAnalyzer-800/800B,
FortiAnalyzer-2000A or FortiAnalyzer-4000/A units) or RJ-45 to DB-9 cable
(for FortiAnalyzer-2000 units)

RTINET
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Using the CLI

+ Terminal emulation software such as HyperTerminal for Windows

Note: The following procedure describes connection using Windows HyperTerminal
software; steps may vary with other terminal emulators.

To connect to the FortiAnalyzer unit

Connect the FortiAnalyzer unit's console port to the communications port on your
management computer using the null modem or RJ-45 to DB-9 cable.

Verify that the FortiAnalyzer unit is powered on.
On your management computer, start HyperTerminal.

Cancel any dialogs requesting phone or modem information such as area codes
or tone dialing.

On Connection Description, enter a Name for the connection, and select OK.

Cancel any dialogs requesting phone or modem information such as area codes
or tone dialing.

On Connect To, from Connect using, select the communications port where you
connected the FortiAnalyzer unit.

This is usually COM1 for DB-9 cable connections, and TCP/IP for RJ-45 cable
connections.

Select OK.
Select the following Port settings and select OK.

Bits per second 9600

Data bits 8
Parity None
Stop bits 1
Flow control None

Press Enter to connect to the FortiAnalyzer CLI.

A prompt appears.

Type a valid administrator name and press Enter.

Type the password for this administrator and press Enter.

You can now enter CLI commands.

Note: If too many incorrect login or password attempts occur in a row, you will be
disconnected. You must reconnect to attempt the login again.

Configuring network CLI access (SSH or Telnet)

You can access the CLI over the network using SSH or Telnet.

Network CLI access may be configured using either the CLI or the web-based
manager.

+ To configure CLI access using the web-based manager, see the “Configuring”
chapter in the FortiAnalyzer Administration Guide.

» To configure CLI access using the CLI, use the following procedure.

FortiAnalyzer Version 3.0 MR7 CLI Reference
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Using the CLI Connecting to the CLI

Caution: Telnet is not a secure access method. SSH should be used to access the
FortiAnalyzer CLI from the Internet or any other unprotected network.

To use the CLI to configure SSH or Telnet access
1 Establish a console or network connection to the CLI.
Log in.

Enter the command to configure an interface to accept SSH and / or Telnet
administrative connections.

For example, to allow both SSH and Telnet on port1:

config system interface
edit portl
set allowaccess ssh telnet
end

‘\;@ Note: Press Enter at the end of each command. Type end and press Enter to save the
— > changes to the FortiAnalyzer configuration.

4  To confirm the configuration, enter the command to view the access settings for
the interface.

get system interface

The CLI displays the settings, including the management access settings, for the
interface.

Connecting to the CLI using SSH

After configuring the FortiAnalyzer unit to accept SSH connections, you can use
an SSH client on your management computer to connect to the FortiAnalyzer CLI.

Secure Shell (SSH) provides both secure authentication and secure
communications to the FortiAnalyzer CLI from your internal network or the
Internet.

\ Z N Note: FortiAnalyzer units support 3DES and Blowfish encryption algorithms for SSH.
To connect to the CLI using SSH

Start an SSH client.

Connect to a FortiAnalyzer interface that is configured for SSH connections.
Type a valid administrator name and press Enter.

A ODN -

Type the password for this administrator and press Enter.

The FortiAnalyzer model name followed by a # is displayed:
FortiAnalyzer-400 #

You can now enter CLI commands.

RTINET

~  Note: If four incorrect login or password attempts occur in a row, you will be
§/> disconnected. Reconnect to attempt the login again.
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Using the CLI

Connecting to the CLI using Telnet

AN

A ODN -

-

After configuring the FortiAnalyzer unit to accept Telnet connections, you can use
a Telnet client on your management computer to connect to the FortiAnalyzer CLI.

Caution: Telnet is not a secure access method. SSH should be used to access the
FortiAnalyzer CLI from the Internet or any other unprotected network.

To connect to the CLI using Telnet

Start a Telnet client.

Connect to a FortiAnalyzer interface that is configured for Telnet connections.

Type a valid administrator name and press Enter.

Type the password for this administrator and press Enter.

The FortiAnalyzer model name followed by a # is displayed:
FortiAnalyzer-400 #

You can now enter CLI commands.

Note: If three incorrect login or password attempts occur in a row, you will be
disconnected. You must reconnect to attempt the login again.

Command syntax

Objects

A ODN -

The FortiAnalyzer CLI syntax consists of configuration data and the commands
that affect or use that data.

Typical command structures include:
<command> <general-object> <specific-object>
<sub-command> <table>
<sub-command> <field> <value>

+ Objects
«  Command branches

Objects categorize components of FortiAnalyzer configuration data.
The hierarchy of categories is:

top-level objects

low-level objects

tables (if present)

fields

FortiAnalyzer Version 3.0 MR7 CLI Reference
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Using the CLI Command syntax

Top-level objects represent the most generic areas of FortiAnalyzer configuration.

Table 1: Top-level CLI objects

forensic Includes the configuration of forensic analysis reports (not available on
the FortiAnalyzer-100).
log Includes the configuration of log connections, device connections and

configuring report profiles.

nas Includes the configuration of user access to the FortiAnalyzer hard disk
over the network.

quarantine Includes the configuration of disk space allocation for quarantined files
from a FortiGate unit.

rvs Includes the configuration of vulnerability scanning (not available on the
FortiAnalyzer-100).

security Includes the configuration of security events reporting.

system Includes configuration of FortiAnalyzer unit ports and other basic
settings.

traffic Includes the configuration of traffic summary analysis.

Each of these top-level objects contain more specific, lower-level objects.The
lowest-level objects contain either configurable fields or tables.

Tables are sets of similar data sets within an object. They are usually user-created
data such as administrator accounts or report settings. They also contain fields,
similar to standard objects.

Not all low-level objects contain tables. For example, the system global object
contains fields.

Fields are the most atomic type of configuration data. They contain no other
objects or tables. Fields can be set to a value, such as an IP address, a list of
protocols, or a user name.

Command branches

Commands branches define all of a command’s possible object parameters, as
well as sub-commands available when using an interactive command such as
config.

Some commands require object parameters; others require tables or fields.

When using a command which requires object parameters, you must specify all
objects down to the most specific. For example, config system adminisa
valid command, but config system is not valid, because it is not specific
enough: it does not specify which object within system.

Command branches include:

» config branch

» get branch

» show branch

* execute branch
» diagnose branch

config branch

The config command configures lowest-level objects.

RTINET
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Command syntax Using the CLI

To configure an object using config, first specify an object, from its most general
container to the specific lowest-level object, which contains either tables or fields.
For example, to configure administrators, enter:

config system admin

config changes the command prompt to reflect the object which you are
currently configuring:

(admin) #

config is an interactive command: further sub-commands are available from
within config. From an object’s prompt within config, two types of
sub-commands might become available:

+ commands affecting fields
+ commands affecting tables

Table 2: Commands for tables

delete Remove a table from the current object.

<table> For example, in config system admin, you could delete an
administrator account named newadmin by typing delete
newadmin and pressing Enter. This deletes newadmin and all its
fields, such as newadmin’s name and email-address.

delete is only available within objects containing tables.

edit <table> | Create or edit a table in the current object.
For example, in config system admin:

« edit the settings for the default admin administrator account by typing
edit admin.

» add a new administrator account with the name newadmin and edit
newadmin's settings by typing edit newadmin

edit is an interactive sub-command: further sub-commands are

available from within edit.

edit changes the prompt to reflect the table you are currently editing.

edit is only available within objects containing tables.

end Save the changes to the current object and exit the config command.
This returns you to the root FortiAnalyzer CLI prompt.
get List the configuration of the current object or table.
* In objects, get lists the table names (if present), or fields and their
values.

« In a table, get lists the fields and their values.

purge Remove all tables in the current object.

For example, in config forensic user, you could type get to see
the list of user names, then type purge and then y to confirm that you
want to delete all users.

purge is only available for objects containing tables.

Caution: Back up the FortiAnalyzer unit before performing a purge.
purge cannot be undone. To restore purged tables, the configuration
must be restored from backup.

Caution: Do not purge system interface Or system admin tables.
purge does not provide default tables. This can result in being unable
to connect or log in, requiring the FortiAnalyzer unit to be formatted and

restored.
rename Rename a table.
<table> to For example, in config system admin, you could rename admin3
<table> to fwadmin by typing rename admin3 to fwadmin.

RTINET

rename is only available within objects containing tables.

show Display changes to the default configuration. Changes are listed in the
form of configuration commands.
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