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Introduction Registering your Fortinet product

Introduction

Welcome and thank you for selecting Fortinet products for your network protection.

FortiAnalyzer units are network appliances that provide integrated log collection and
reporting tools. Reports analyze logs for email, FTP, web browsing, security events, and
other network activity to help identify security issues and reduce network misuse and
abuse.

In addition to logging and reporting, FortiAnalyzer units also have several major features
that augment or enable certain FortiGate unit functionalities, such as DLP archiving and
quarantining, and improve your ability to stay informed about the state of your network.

This chapter contains the following topics:
* Registering your Fortinet product

» Customer service and technical support
* Fortinet documentation

« Conventions

Registering your Fortinet product

Before you begin, take a moment to register your Fortinet product at the Fortinet Technical
Support web site, https://support.fortinet.com.

Many Fortinet customer services, such as firmware updates, technical support, and
FortiGuard Antivirus and other FortiGuard services, require product registration.

For more information, see the Fortinet Knowledge Base article Registration Frequently
Asked Questions.

Customer service and technical support

Fortinet Technical Support provides services designed to make sure that your Fortinet
products install quickly, configure easily, and operate reliably in your network.

To learn about the technical support services that Fortinet provides, visit the Fortinet
Technical Support web site at https://support.fortinet.com.

You can dramatically improve the time that it takes to resolve your technical support ticket
by providing your configuration file, a network diagram, and other specific information. For
a list of required information, see the Fortinet Knowledge Base article Fortinet Technical
Support Requirements.

Fortinet documentation

The Fortinet Technical Documentation web site, http://docs.fortinet.com, provides the
most up-to-date versions of Fortinet publications, as well as additional technical
documentation such as technical notes.

In addition to the Fortinet Technical Documentation web site, you can find Fortinet
technical documentation on the Fortinet Tools and Documentation CD, and on the Fortinet
Knowledge Center.
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Fortinet Tools and Documentation CD

Many Fortinet publications are available on the Fortinet Tools and Documentation CD
shipped with your Fortinet product. The documents on this CD are current at shipping
time. For current versions of Fortinet documentation, visit the Fortinet Technical
Documentation web site, http://docs.fortinet.com.

Fortinet Knowledge Base

The Fortinet Knowledge Base provides additional Fortinet technical documentation, such
as troubleshooting and how-to-articles, examples, FAQs, technical notes, and more. Visit
the Fortinet Knowledge Base at http://kb.fortinet.com.

Comments on Fortinet technical documentation

Please send information about any errors or omissions in this or any Fortinet technical
document to techdoc@fortinet.com.

Conventions

Fortinet technical documentation uses the conventions described below.

IP addresses

To avoid publication of public IP addresses that belong to Fortinet or any other
organization, the IP addresses used in Fortinet technical documentation are fictional and
follow the documentation guidelines specific to Fortinet. The addresses used are from the
private IP address ranges defined in RFC 1918: Address Allocation for Private Internets,
available at http://ietf.org/rfc/rfc1918.txt?number-1918.

CLI constraints

CLI constraints, such as <address_ipv4>, indicate which data types or string patterns
are acceptable input for a given parameter or variable value. CLI constraint conventions
are described in the CLI Reference document for each product.

Notes, Tips and Cautions

Fortinet technical documentation uses the following guidance and styles for notes, tips
and cautions.

@ Tip: Highlights useful additional information, often tailored to your workplace activity.

#* Note: Also presents useful information, but usually focused on an alternative, optional
method, such as a shortcut, to perform a step.

! Caution: Warns you about commands or procedures that could have unexpected or
undesirable results including loss of data or damage to equipment.

Typographical conventions

Fortinet documentation uses the following typographical conventions:
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Introduction

Conventions

Table 1: Typographical conventions in Fortinet technical documentation

Convention

Example

Button, menu, text box,
field, or check box label

From Minimum log level, select Notification.

CLI input

config system dns
set primary <address ipvé4>
end

CLI output

FGT-602803030703 # get system settings
comments : (null)
opmode : nat

Emphasis

HTTP connections are not secure and can be intercepted by
a third party.

File content

<HTML><HEAD><TITLE>Firewall
Authentication</TITLE></HEAD>

<BODY><H4>You must authenticate to use this
service.</H4>

Hyperlink

Visit the Fortinet Technical Support web site,
https://support.fortinet.com.

Keyboard entry

Type a name for the remote VPN peer or client, such as
Central Office 1.

Navigation

Go to VPN > IPSEC > Auto Key (IKE).

Publication

For details, see the FortiAnalyzer Rack and Hardware
Install Guide.
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Four-Post Rack Installation

Use the following safety guidelines to ensure your own personal safety and to
help protect your FortiAnalyzer unit and working environment from potential
damage. Warranty information might be included in this document or as a
separate document.

SAFETY: Rack Mounting of the FortiAnalyzer unit

Observe the following precautions for rack stability and safety. Also refer to the
rack installation documentation accompanying the FortiAnalyzer unit and the rack
for specific caution statements and procedures.

FortiAnalyzer units are considered to be components in a rack. Thus,
“component” refers to any FortiAnalyzer unit as well as to various peripherals or
supporting hardware.

Caution: Before installing the FortiAnalyzer unit in a rack, install front and side stabilizers

& on stand-alone racks or the front stabilizer on racks joined to other racks. Failure to install
stabilizers accordingly before installing FortiAnalyzer units in a rack could cause the rack to
tip over, potentially resulting in bodily injury under certain circumstances. Therefore, always
install the stabilizer(s) before installing components in the rack.

After installing FortiAnalyzer unit/components in a rack, never pull more than one
component out of the rack on its slide assemblies at one time. The weight of more than one
extended component could cause the rack to tip over and may result in serious injury.

\}@ Note: Your FortiAnalyzer unit is safety-certified as a free-standing unit and as a component
‘ = for use in a rack cabinet using the customer rack kit. It is your responsibility to ensure that

- the final combination of FortiAnalyzer unit and rack complies with all applicable safety
standards and local electric code requirements. Fortinet disclaims all liability and warranties
in connection with such combinations.

* FortiAnalyzer unit rack kits are intended to be installed in a rack by trained service
technicians.

Caution: Do not move racks by yourself. Due to the height and weight of the rack, a
& minimum of two people should accomplish this task.

e Before working on the rack, make sure that the stabilizers are secured to the rack,
extended to the floor, and that the full weight of the rack rests on the floor. Install front
and side stabilizers on a single rack or front stabilizers for joined multiple racks before
working on the rack.

¢ Always load the rack from the bottom up, and load the heaviest item in the rack first.
» Make sure that the rack is level and stable before extending a component from the rack.

* Use caution when pressing the component rail release latches and sliding a component
into or out of a rack; the slide rails can pinch your fingers.

* Do not overload the AC supply branch circuit that provides power to the rack. The total
rack load should not exceed 80 percent of the branch circuit rating.

* Ensure that proper airflow is provided to components in the rack.

* Do not step on or stand on any component when servicing other components in a rack.
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General Installation Instructions

This installation guide provides instructions for trained service technicians
installing one or more FortiAnalyzer units in a rack cabinet. The RapidRails™ rack
kit can be installed in all the FortiAnalyzer unit manufacturer's rack cabinets
without tools, and the VersaRails™ rack kit can be installed in most industry-
standard rack cabinets. The procedures for installing both RapidRails and
VersaRails rack kits are similar. One rack kit is required for each FortiAnalyzer unit
to be installed in the rack cabinet.

This section includes procedures for the following four-post rack kits:

+ Sliding rails rack kit
+ Static rails rack kit (RapidRails and VersaRails versions)

(See "Two-Post Rack Installation" on page 27 for instructions on installing a
static rails kit in a two-post rack.)

Before You Begin

Before you begin installing your FortiAnalyzer unit in the rack, carefully read
“SAFETY: Rack Mounting of the FortiAnalyzer unit”, found earlier in this guide, as
well as the safety instructions found in the Install Guide for additional information.

Caution: When installing multiple FortiAnalyzer units in a rack, complete all of the
& procedures for the current FortiAnalyzer unit before attempting to install the next
FortiAnalyzer unit.

not have brakes. Use extreme caution while moving the rack cabinet. Retract the leveling
feet when relocating the rack cabinet. Avoid long or steep inclines or ramps where loss of
cabinet control may occur. Extend the leveling feet for support and to prevent the cabinet
from rolling.

2 Caution: Rack cabinets can be extremely heavy and move easily on their casters. They do

~s&  Note: For instructions on installing the FortiAnalyzer unit itself, see "Installing the
tf> FortiAnalyzer unit in the Rack" on page 19.

Important Safety Information

Observe the safety precautions in the following subsections when installing your
FortiAnalyzer unit in the rack.

Caution: You must strictly follow the procedures in this document to protect yourself as

& well as others who may be involved. Your FortiAnalyzer unit may be very large and heavy
and proper preparation and planning are important to prevent injury to yourself and to
others. This precaution becomes increasingly important when FortiAnalyzer units are
installed high up in the rack.

only the rack kit for your FortiAnalyzer unit. Using the rack kit for another FortiAnalyzer unit

2 Caution: Do not install rack kit components designed for another FortiAnalyzer unit. Use
may result in damage to the FortiAnalyzer unit and personal injury to yourself and to others.
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Four-Post Rack Installation General Installation Instructions

Rack Requirements for VersaRails

\)@ Note: The VersaRails rack kit is intended to be installed by trained service technicians in a
=\ rack that meets the specifications of American National Standards Institute
= (ANSI)/Electronic Industries Association (EIA) standard ANSI/EIA-310-D-92, International
Electrotechnical Commission (IEC) 297, and Deutsche Industrie Norm (DIN) 41494. One
rack kit is required for each FortiAnalyzer unit that is installed in a rack.

Rack Stabilizer Feet

Caution: Before installing FortiAnalyzer units in a rack, install front and side stabilizers on

& stand-alone racks or the front stabilizer on racks joined to other racks. Failure to install
stabilizers accordingly before installing FortiAnalyzer units in a rack could cause the rack to
tip over, potentially resulting in bodily injury under certain circumstances. Therefore, always
install the stabilizer(s) before installing components in the rack.

The stabilizer feet help prevent the rack from tipping over. See the documentation
provided with the rack cabinet for instructions on installing and anchoring the
stabilizer feet.

Recommended Tools and Supplies

You may need the following items to install the FortiAnalyzer unit in a four-post

rack cabinet:

* #2 Phillips screwdriver

+ Masking tape or a felt-tip pen, for use in marking the mounting holes to be
used

Sliding Rails Rack Kit Contents

» One pair of slide assemblies (convertible to RapidRails or VersaRails
configuration)

* One cable-management arm

*  One tray

* One status indicator cable (if applicable)

+ Tie wraps to secure the cables to the cable management arm

+ Eight 10-32 x 0.5-inch flange-head Phillips screws (used in VersaRails
configuration only)
\)@ Note: The nonmetric screws described in illustrations and in procedural steps are identified

by size and number of threads per inch. For example, a #10 Phillips-head screw with 32
threads per inch is identified as a 10-32 screw.
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General Installation Instructions Four-Post Rack Installation

Figure 1: Sliding Rails Rack Kit Contents

1 Tray 2 Slide assemblies (2) 3 10-32 x 0.5-inch flange-head
Phillips screws (8)
(VersaRails configuration only)

4 Tie wraps 5 Status indicator cable 6 Cable-management arm
(if applicable)

Static Rails Rack Kit Contents

» One pair of static mounting rails with either VersaRails brackets or RapidRails
brackets.

* One pair of chassis static rail modules

+ 10-32 x 0.5-inch flange-head Phillips screws (8) (VersaRails kits only)

+ Releasable tie wraps (2))

\)@ Note: The nonmetric screws described in illustrations and in procedural steps are identified
2 by size and number of threads per inch. For example, a #10 Phillips-head screw with 32
threads per inch is identified as a 10-32 screw.
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Four-Post Rack Installation Installation Tasks

Figure 2: Static Rails Rack Kit Contents

1 10-32 x 0.5-inch flange-head 2 Static mounting rails 3 Chassis static rail
Phillips screws (8) (2) modules (2)
(VersaRails kits only)

Installation Tasks

Installing a rack kit involves performing the following tasks (described in detail in
subsequent sections) in their numbered order:

* Removing the rack doors

* Marking the rack

« Configuring the sliding rail assemblies (sliding rail kits only)

» Installing chassis static rail modules (static rail kits only)

+ Installing the mounting rails in the rack

» Installing the FortiAnalyzer unit in the rack

» Installing the tray and cable-management arm (sliding rail kits only)
* Routing cables

* Replacing the rack doors
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Installation Tasks Four-Post Rack Installation

Removing the Rack Doors

See the procedures for removing doors in the documentation provided with your
rack cabinet.

fﬁ Caution: Because of the size and weight of the rack cabinet doors, never attempt to
remove or install them by yourself.

fﬁ Caution: Store the two doors where they will not injure someone if the doors accidently fall
over.

Marking the Rack

For a 1-U FortiAnalyzer unit, you must allow 1 U (44 mm, or 1.75 inches) of
vertical space for each FortiAnalyzer unit you install in the rack.

Rack cabinets that meet EIA-310 standards have an alternating pattern of three
holes per rack unit with center-to-center hole spacing (beginning at the top hole of
a 1-U space) of 15.9 mm, 15.9 mm, and 12.7 mm (0.625 inch, 0.625 inch, and 0.5
inch) for the front and back vertical rails. Rack cabinets may have round or square
holes.

\)@ Note: The vertical rails may be marked by horizontal lines and numbers in 1-U increments.
E/> If you want, you can make a note of the number marking on the rack’s vertical rail. It is not
- necessary to mark or place tape on the rack.

Figure 3: One Rack Unit

 e— 12.7 mm (0.5 inch)

15.9 mm (0.625 inch)

1 U (44 mm or 1.75 inches) —

15.9 mm (0.625 inch)

s 12.7 mm (0.5 inch)

Caution: If you are installing more than one FortiAnalyzer unit, install the mounting rails so
that the first FortiAnalyzer unit is installed in the lowest available position in the rack.
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